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Te3ucsbl

JIOKYMEHT COZIEp>KUT TOJHYIO Crienn(pHUKAIMI0 0a30BOT0 IMPOTOKOJIA Mepeadr IEKTPOHHON MmoYThl B ceTH Internet. JlokyMeHT

KOHCOJIMANPYET, OOHOBIISIET U Pa3bsICHACT EPEUNCIICHHBIC HIKE CIEHU(HKAINH, HE N3MEHSS NX (DYHKIIMOHAIBHOCTH:

¢ Ucxonnas cnemmdukarms SMTP (Simple Mail Transfer Protocol) - RFC 821 [30],

¢ TpeboBaHus K crCTEME JJOMEHHBIX UMEH U €€ UCTOIB30BaHUIO IS nepenadn nekTponHon moutel - RFC 1035 [22] u RFC
974 [27],

¢  [loscuenus u Bonpocs! mpumenumocty RFC 1123 [2],

¢  Mexanuzmbl SMTP Extension [19].

Jannseri nokymernt otMmensiet aeiictere RFC 821 u RFC 974, a takxe ooHOoBisier RFC 1123 (3aMeHa MatepralioB, CBSI3aHHBIX C

nepenadeit anekrponHoi moutel B RFC 1123). Oqnako cnenudukanms RFC 821 conepkut HEKOTOpbIe BO3MOXHOCTH, KOTOPBIE

HEJIOCTaTOYHO Hcnonb30oBamuch B Internet cepeamubl 1990-x ronoB M (B NPHIOKEHMSX) HEKOTOpPBIC JIOTIOJIHUTENBHBIC

TPaHCHOPTHBIE MOJIENIM. DTH pa3Jenbl OMyLIeHbl B LEJSX YHPOIIGHHS M COKpaiieHus crenudukanuu. VHTepecyrommmecs

yuTaTeau MoryT ooparurbes kK RFC 821.

JIOKYMEHT Taxke BKJIFOYaeT HEKOTOpbIe NonosHuTenbHble MaTtepransl u3 RFC 1123, koTopslie noTpeGoBaiy 1OMOIHUTEILHOTO

pa3bsiCHEeHUs. DTH BONPOCH OBUIM BBIOpaHBI, MPEXAE BCEro, B pe3ysbTare MPOCMOTpPa PAa3IMYHBIX CIIUCKOB PacChUIOK U

TenekoH(epeHIui, a TakKe N3ydeHHsT HEOOBIYHBIX MPOOJIEM MM MHTEPIPETALMH, MOSIBISBIINXCS 10 MEPE PACIIMPEHHUS Yucia

peamu3anuit SMTP. Tam, rae AaHHBI JOKYMEHT BBIXOAMT 3a IpeAeibl KOHCONMAALMH U peajbHO OTIMYAaeTCsl OT CBOHMX

MPEIIECTBEHHUKOB, IPUBEICHHBIC 3/1€Ch CBEACHNS UMEIOT 00JIE€ BEICOKUIT IPHOPUTET.

Xors nporokoia SMTP Obin pa3paboraH sl TPAHCIOPTHPOBKM M JIOCTABKU DJIEKTPOHHOM IOYTHI, AaHHAS CreluduKanus

CONIEP)KUAT CBEACHUS, MMEIOMINE Ba)KHOE 3HAYCHHE U1 IPOTOKONOB «pacmpeneneHus» moutel POP [3, 26] u IMAP [6].

JlomonHuTENFHOE PACCMOTPEHHE BOIPOCOB IOCTABKH MOYTHI B SAITUKH afpecaToB npuBoauTcs B RFC 2476 [15].

[Maparpad 2.3 comep>XuT onpenee s NCTIONIb3YEMBIX B TOKYMEHTE TEPMHUHOB. 32 NCKITIOYCHHEM TEX CITydaeB, Kora Tpedyercs

UCTIOIb30BAHNE MCTOPHUECKH CIIOKHMBLICHCS TEPMUHOJIOTHH, B JOKYMEHTE HCIOJIB3YIOTCS TEPMUHBI «KIIMEHT» U «CEPBEP» IS

0003HaYEHMSI IIPOLIECCOB OTIIpaBUTENeH U momydareneit SMTP, cooTBeTCTBEHHO.

CBs13aHHBIN ¢ TaHHOH crenudukaied JOKyMeHT [32] MOCBAIIEH OIMMCAHUIO 3aTOJIOBKOB M TeJla COOOIIEHUH, HCIOIb3YEMbIX

(hopMaToB M CTPYKTYP, a TAKKe CBSI3EH MEX/Ly HUMU.
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1. BeedeHue

3anaueit nporokoaa SMTP (Simple Mail Transfer Protocol — mpocToii mpoTokon nepeaadn 3IEKTPOHHOW ITOYTHI) SIBISETCS
HaJie)kHas ¥ 2P (EeKTUBHAS JOCTaBKa COOOIIEHHH NIEKTPOHHOMN MOYTHI.

[Tporokoa SMTP He cBs3aH ¢ KOHKPETHBIMH MOJICHCTEMaMH Tepeiaul U TpeOyeT TOJIBKO HaJJe)KHBIX KaHAJIOB Iepe/iauy I0TOKa
JAHHBIX C COXPaHEHHMEM IOpsAKa. XOTA ITOT JOKYMEHT OOCYKIaeT BOMPOCH! JOCTaBKM HMPHUMEHMTENIbHO K mpoTtokoiry TCP,
BO3MOYKHO HCIIOJIb30BaHKE HHOTO TpaHcropTa. HekoTopbie n3 ajlbTepHaTUBHBIX BApHAHTOB PACCMOTPEHBI B IpHiIokeHns X kK RFC
821.

BaxxHoit ocobennocThio SMTP siBnisieTcst BO3MOXKHOCTB JIOCTAaBKH MOYTHI Yepe3 ceTH, 00biuHO HaszpiBaeMbie SMTP mail relaying
(cm. maparpad 3.8). CeTs COCTOMT M3 AOCTYMHBIX oguH Apyromy 1o nporokory TCP xocroB cern Internet, xoctoB TCP/IP
Intranet-cereif, Haxomsmmxcs 3a OpaHOMayIpaMu, M XOCTOB B Apyrux cpemax LAN mmm WAN, HCmonms3ylomux Ha
TPAaHCHOPTHOM YpOBHE NpoTOoKombl, oTiaumdable oT TCP. Hcmons3yss SMTP, mporecc MoeT mepenaBaTh IMOUTY APYTOMY
TIPOIIECCY B TOH e MIIH KaKOH-TO HHOM CETH € TIOMOIIIBIO relay-IpoIieccoB Wit MIUTI030B, JOCTYIHBIX U3 00eHX CeTei.

TaknuM ImyTeM IOYTOBbIE COOOIIEHHST MOKHO IIepelaBaTh Yepe3 MHOKECTBO IIPOMEKYTOUHBIX TPAHCIISITOPOB (relay) mim numo308
Ha Iy TH MEK/Y OTIIPABUTENEM M KOHEUHBIM aJ[pecaToM. J{Jist onpeiesieHust CIIEAYIONIEro «IPOMEKYTOIHOTO TIoTydaTess» (next-
hop) Ha mytm k azmpecary ucmonb3yercs MmexanusMm Mail eXchanger (MX) cucremsr momenneix umen (DNS) [22, 27],
PacCMOTpPEHHBIH B IJ1aBe 5.

2. Modenb SMTP
2.1 basoBas cTpyKTypa

Korna y xnmenta SMTP ecth

VYerpolicTBo MIPOTOKOJIA +-mmm - + Fomm +

SMTP MOKa3aHO pma *----—mmmoomo- + | I I I

PHCYHKE. |loneBoBaTens |<-->| | KoMawuns!/ oTkamky | |
Fommm + | Client- | SMTP | Server- |

cooBIIeHne I mepegadm, on T TTTTTTTTOS + |  SMTP |<===————m—m - >| SMTP | Fommm o +

OpraHH3yeT  ABYXCTOpoHHuii | ®Paitnosas [<==>| | u noura | | <-->| ®anunosas |

KaHAl CBM3M C cepepom |cucCTemMa I I | | | | cncrema |

SMTP. OGs3aHHOCTh KiMeHTa T-~~-~--=—-—-—=-- + +-mm - + Fommmm - + o +

SMTP cocrour B JOCTaBKe KnnenT SMTP CepBep SMTP

IIOYTOBBIX  COOOLIEHMH  Ha
OJIMH MJIA HECKOJIbKO cepBepoB SMTP wiu Beimaya coobmieHns (0TueTa) 0 HEBO3MOXKHOCTH JOCTABKH MOYTHI.

Crioco6 mpenocTaBieH s MOYTOBBIX cooOmenuid kinenty SMTP u onpeneneHus KIMEHTOM JOMEHHOTO MMEHH, KyJa CIeayeT
a/IpecoBaTh COOOIIEHNE, SBISETCA JIOKAJbHOW 3ajadell M HE paccMaTpHBacTCs B crenudukanuu. B HEKOTOPHIX ciydasx
JIOMEHHBIE UMEHa MPeoOpa3yroTcs WM ONpenessiforcs KiueHToM SMTP, koTopeii u Oyaer ompenensTh KOHEYHOTo ajapecara
mouTthl. B npyrux cimydasx, koraa kmueHTsl SMTP cBsi3ans! ¢ peanmmzarmsiMu mpotokosioB POP [3, 26] wmu IMAP [6] i korna
ket SMTP HaxonuTcss B W3OJIMPOBAHHON TPAHCHOPTHOW cpele, JOMEHHOEe WMS OyAeT ONpeAeiiaTh HpPOMEKyTOYHOTO
HoJTy4aressi, Yepe3 KOTOporo TpaHciupyercs Bcs nmoura. Kimmentsr SMTP, koTopble mepenaror Bech TpauK, HE3aBUCHMO OT
JIOMEHa ajipecaTa, CBSI3aHHOTO ¢ KOHKPETHBIM COOOIIEHUEM, NI HE MOJICP)KUBAIOT OUepeet ATt TOBTOPA TIOMBITOK Mepeaadun
COOOIEHNI TpH Heyjade, MOTYT COOTBETCTBOBATh JIAHHOW cIeNM(HKAlMK, HO HE O0ecrednBaTh BCEX BO3MOMKHOCTEH.
[Ipeamnomaraercs, 49to NOMHOGYHKOHMOHAIBHBIE peanu3anun SMTP, BKifoyas TpaHCIATOpaMH, KOTOPHIE HCIIONb3YIOTCS
HETIOJIHBIMM CHUCTEMaMH, W WX MoJydaresl OyayT MOJJIep)KHBaTh OdYepe]H, HOBTOPHl M AJIbTEPHATHBHYIO aJlpecaliyio,
paccMaTpUBaeMBIE B TJaHHOM JOKYMEHTE.

' TpancusTop wiy uuio3. [pum. nepes.
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Crioco0, ¢ momorrsio Kotoporo knueHT SMTP mocne onpeneneHus JOMEHHOTO UMEHH ajipecara, HaxonuT cepsep SMTP ms
repeadn COOOMmIeHNs, a TaloKe TpOoIlece Mepefadyn ONpeNeNsioTes NaHHOW cnenndukanuei. s mepemaun moutsl SMTP-
cepBepy kimeHT SMTP opranmsyer IByXCTOPOHHHI KaHAN CBs3H C cepBepoM. SMTP-knueHT onpenenser anpec MoAXOIAIIEro
XO0CTa, Ha KoTopoMm paboraer cepBep SMTP mpeobpasys momeHHoe mMms moiydaTens B MX-zammcb (Mail exchanger)
MIPOMEKYTOYHOTO MM KOHEYHOTO XOCTa-MOTyYaTes.

Cepeep SMTP MOKeT ObITh KOHEUHBIM HITH IIPOMEKYTOUHBIM TpancisTopom” (relay) winm nutozom’ (gateway). Komanast SMTP
reHepupyrores u nepenarorcs cepsepy SMTP. Cepeep SMTP nepenaer oTkimku B oTBeT Ha KoMaHp! kineHTa SMTP. MHBIMEU
CIIOBaMH, Iiepeiada COOOIICHHUSI MOXKET OCYIIECTBISITECS B OJIMH TPHEM IMyTEM COEAWHEHUs McxoaHoro ornpasutenss SMTP c
KOHEUHBIM nonydaTteneM SMTP mimn gepes menodky npoMexyTodHbIX cHcTeM. B mr060M ciydae mpoTokoin Tpedyer oT cepBepa
JIOCTaBHUTh COOOIIEHHE aipecary WM IPEJOCTaBUTh OTYET O HEBO3MOKHOCTH JTOCTAaBKH.

[Nocie opranuzanyy KOMMYHHKalMOHHOTO KaHalla M COTJIACOBAHMS napaMeTpoB KIMeHT SMTP 00bIMHO MHUIIMMPYET MOYTOBYIO
TpaH3akiuoo. Takas TpaH3akuusi OOBIYHO COCTOMT M3 ITOCJIEAOBATEIBHOCTH KOMAaHJ, 3aJalOIIMX OTIIPABHUTEISI U IOydaTelis
COOOIIEHHS, a TAKXKE TEPEAAIOIINX COIEP)KaTENIbHYIO YacTh MMMChbMa (BKIIIOYAs BCE 3ar0JIOBKM M IPOYHeE CTPYKTYphI). Ecim oxxo
COOOIICHHE TTePEAACTCSI MHOXKECTBY a/IpecaToB, pa3yMHO Iepe/iaBaTh OJJHY KOIHIO COOOIICHHUS ISl BCEX MOJTydaTelNei, 10CTaBKa
KOTOPBIM OCYIIECTBIISETCS HA OJIUH WJIU YepPe3 OUH IIPOMEKYTOUHBIN TPAHCIISTOP.

Cepep o0ecreunBaeT OTKIMK Ha KKIYIO MOJyYEHHYI0 KOMaHly — OTKJIMK MOXET ITOKa3bIBaTh BOCIPHSTHE KOMaH/bI (B TaKUX
CITy4asiX O>KHJIAIOTCSI JIOTIOJHUTENIbHbIE KOMaH/Ibl), a TaKKe COJepXKaThb COOOLIeHHE O BPEMEHHOH WJIM ITIOCTOSHHOW OIIMOKe.
Komannpl, 3amaromye OTIpaBUTENS WM IONydaTeNed, MOTyT BKIIOYATh IHOJepkuBaeMble cepBepoM SMTP pacmmpenus,
omucaHHble B naparpade 2.2. /luanor Mexmay KIMEHTOM H CEpPBEPOM OCYILECTBISIETCS MOATAITHO (KOMaHAa — OTKIMK — KOMaH/a
...), XOTSI MO’KHO HCIIOJIb30BaTh 10 B3aUMHOMY COTJIaCHIO KOHBeHepHyr0 00padoTky [13].

[ocne 3aBepiueHus nepenayn COOOIIEHUSI KIMEHT MOXKET 3allPOCHTh Pa3pblB COCAMHEHHS WM WHULIUHPOBATH CIEAYIOLIYIO
MMOYTOBYIO TpaH3akiuoo. Kpome Toro, ximmeHr SMTP MOXeT HCHONB30BaTh COCAWHEHHWE C CEPBEPOM I JOCTyHa K
JIOTIOJTHUTENIFHOMY CEPBHUCY TUIIA IIPOBEPKU TIOYTOBBIX aAPECOB MIIM ITOMCKA aJIPECOB U3 CIFCKA PACCHUIOK.

Kaxk cka3aHo BblIle, TPOTOKOJ 00ECTIEUNBACT MEXAHU3M IIEPEAAUN IMEKTPOHHON MOUYTHL. JTa Iepenada OOBIMHO OCYIIECTBISETCS
HETIOCPE/ICTBEHHO C XOCTa OTIPABUTENI HA XOCT MOJydaTess, Korjga 00a XocTa HCHOIb3YIOT OAWH TPAaHCIIOPTHEIN cepBuc. Ecmm
K€ XOCTBI MOJKIIOYEHBI K Pa3HBIM CHCTEMaM TPAHCIIOPTHOTO CEpBHCa, Nepeada OCYIIECTBIIETCS ¢ MCHONb30BAaHUEM OHOTO
WIA HECKOJBKIX MPOMEXYTOUHBIX cepBepoB SMTP. IIpomexyTodHbIe XOCTHI B TAKUX CIy4asX OCHCTBYIOT KaK TPAaHCISTOPHI
(SMTP relay) nmm numro3sl B JpyTHE CpeAbl Mepeiadyd | BHIOMPArOTCs 0OBIMHO ¢ Mcmonb3oBaHneM MX-3ammceit DNS (ciryx0a
JOMEHHBIX MMEH). B HEKOTOpBIX CllydasX, OJHAKO, MCIOJIb3YeTCsl SBHOE 33/laHMe MapIpyTa OTIPABUTENEM (CM. TIaBy 5 H
npunoxenus C, F.2).

2.2 PacwuumpeHHasa moaerb

2.2.1 ba3oebie 80npochbl

B pamkax mporpammsl, Hadatoit B 1990, npubnusutensHo yepe3 10 ner nmocne Boinycka RFC 821, mpotokos Obu1 0OHOBIIEH 32

cuer n00aBJICHUsI MOJIEIM service extensions, MO3BOJISIONICH KIMEHTaM M CEpBEpaM COINIACOBATH HCIIOJIb30BAHUE OOIIMX

GbyHKIMI cBepX ompeneneHHbIX HcXonHo# crneuudukanmein SMTP. Mexanusm pacmmpenus SMTP onpenensier, kakue

JONONHUTENbHblE (QyHKIMKM KIMeHT u cepBep SMTP cmoryr wcmonb3oBaTh INpu  B3aMMOACHCTBHH; CEpBEp MOXKET

MH()OPMHUPOBATH KIIHMEHTA O MOAIEPKHBACMBIX PACIINPEHHUSX.

CoBpemennbie peanm3anud SMTP momKHBI moIepKuBaTh 0a30BbIC MEXaHH3MbI pacuiupenus. Hanpumep, cepsep JOJKeH

noanepxuBath komanael EHLO, naxe ecim B HEM HE pEalM30BAHO COOTBETCTBYIOIIEE pACIIMPEHHE, a KIMEHTaM

pexoMeHayeTcst HCToNb30BaTh Komanay EHLO Bmecto HELO®. B Tex ciryuasx, KOraa st HHTEPOIEpabebHOCTH He TpedyeTcst

sBHOe ucnoip3oBanne HELO, HacTosmas cnenngukanys Bceraa paccMatpuBaeT Toiapko EHLO.

[Ipotokon SMTP mmpoko pacmpocTpaHEH W BBICOKOKAUECTBEHHBIC pean3aliyl O0ecCIeurnBaOT TpeOyemyro A paboTHI

ycroitunBocTh. OmHako coobmiecTBo Internet ceifuac cuMTaeT OCTATOYHO BaKHBIMH HEKOTOPBIE CIIY’KOBI, KOTOPBIX IPOCTO HE

ObIO B MOMEHT CO3JaHMs IMpoToKoia. IIpu noOaBieHMM MOJANEP)KKM TaKUX CIyXKO JODKHA 00ECIIeuMBaTBhCS BO3MOXKHOCTB

TIprueMiIeMoii paboThI CTaphIX peau3ayi MpoTokona. K unciy Takux pacmmpeHuii OTHOCSTCSL:

¢ Komanga EHLO B3amen npexHeit komanst HELO;

¢ Peectp pacmmpennii cepsuca SMTP;

¢ JlononuurensHele napamerpsl koMmana MAIL u RCPT;

¢ Bo03MOXHOCTH 3aMEHBI KOMaHJ, OIpEAEICHHBIX B JaHHOM IpoTokoie (Takux, kak DATA) mpu nepemaue CHMBOJIOB,
otnuaHbix oT ASCII [33].

Cuna mporokona SMTP o0ycnoBnena, npesie BCero, €ro mpocToToi. 3HAKOMCTBO C MHOKECTBOM ITPOTOKOJIOB TTIOKA3bIBACT, YTO

TIPOTOKOJIBI C MEHBIINM YHCIIOM OIIHH MOTy4aroT 60Jiee HPOKOE PACIIPOCTPAHEHHE, HEXKENN YCIO0KHEHHbIE TPOTOKOIIBI.

Kaxnoe pacmmpenue, He3aBUCHMO OT 00ECIICUMBACMbIX UM NIPEUMYIIECTB, JOIDKHO OBITh TIIATEIHHO MPOBEPEHO B YAaCTH €TO

pean3anny, pa3BepTHIBAHAS W MHTEPOIEpadenbHOCTH. BOo MHOTHX ciydasx CTOMMOCTBH pacmmpeHue cepsuca SMTP moxer

MHOTOKPATHO NPEBBICUTH JOCTUTAEMBbIE IPEUMYIIECTBA.

2.2.2 OnpedeneHue u pezucmpauyusi pacwupeHuul

Peectp pacmmpennsix cimyx06 SMTP nomnepkuBaercst areHTcTBoM IANA. C KakabM paculIMpeHHEM CBS3aHO KIIFOUEBOE

3nauenne EHLO. Kaxnas nomonHumTensHas ciyx0a, peructpupyemas IANA, nomkna ObITh oOmpenereHa Ha OCHOBE

CTaHJIapTHOTO IpOTOKOJIa WK ogodpenHoro IESG skcnepumenTansHoro npotokosna. OnpeaeneHne J0HKHO BKIFOYATh:

¢ TekcroBoe nMs pacumperHoro cepsuca SMTP;

¢ KiroueBoe 3Hauenne EHLO cBsi3aHHOE C 3TUM CEPBHUCOM;

¢  CuHTakcuc ¥ BO3MOXHBIE 3HAYCHUS [TapaMeTPOB, CBSI3aHHbIE C Kito4eBbIM 3HaueHueM EHLO;

& Bce nononuurtensaeie komanasl SMTP, cesizaHHbIE C paciiupeHueM (TakMe KOMaHIbl HE TpeOyIOTCsS, HO OOBIYHO
HCTIONB3YIOTCS);

2 Tlocye mpreMa MuChMa CepBEP BBHIMONHSAET GyHKIMK Kanenta SMTP, mepecbuias coobIEHne NabIIe.

> MoKeT nepenaBath COOOLIEHHE AAJIbIIIE, HCMOb3Ys OTIMYHbBIA 0T SMTP npotokot.

* OpHAKO Ul COBMECTHMOCTH CO CTaPBIMH Pean3allisiMi KIMEHTHl U cepBepbl SMTP no-nmpekHeMy HOJEKHBI MOALEPKUBATH KOMAHIbI
HELO.
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¢ Bce HoBbIe MapaMeTpsl pacuiupenus, csizanable ¢ komangamu MAIL umu RCPT;

¢ Omnucanue BO3JENCTBUSA MOJAEPKKU PACIIMPEHUS Ha IOBEACHHE KINEHTOB U cepBepoB SMTP;

¢ BemuunHy, Ha KOTOPYIO 3TO pacCIIMpPEHHE MOKET yBeNWYMBaTh MakcumanbHylo manuHy komana MAIL u RCPT ceepx
CTaHAAPTHOrO pasMepa.

Kpowme toro, Bce kmroueBbie 3HaueHnss EHLO, Haunnaromuecs: ¢ X mwin X, yKa3bIBalOIIUe Ha JOKaJIbHBIC PACIIMPEHHS CepBHCa

SMTP, ucmons3yroTcsi Ha OCHOBE IBYXCTOPOHHHX corjiamieHmid. KirodeBble ciioBa, HaunmHarommecs ¢ X (HE3aBUCHMO OT

perucTpa) He MOIYT HCHOJB30BAaThCSl B PETMCTPUPYEMBIX pacUIMpeHHsX cepBuca. VM HAaoOOpOT, KIFOYEeBBIE 3HAYECHUS,

npeacraBmsieMble B oTkiuke EHLO, koTOpblii He HaumHAaeTcs ¢ X, JAOJKHBI COOTBETCTBOBATH CTAHAAPTY, MPEII0KEHHOMY

cranmapry wim ojobpennoMmy IESG oskcnepumMenrtansHoMy pacmmpenuto SMTP, 3aperucrpupoBannomy I[ANA. [lns

COOTBETCTBYIOIIUX TPeOOBaHUSM CTaHIAPTa CEPBEPOB HEAOMYCTUMO TIpeylaraTh HAUMHAIOLINECS ¢ OTIIMYHBIX OT X CHMBOJIOB

pacLIMpeHus CEpBUCA, €CIIA OHU HE 3apErHCTPUPOBAHEL

MMena 10NOMHUTENBHBIX KOMaH] U IapaMeTPOB MOJUYUHSAIOTCS TEM e MPaBUIIAM, YTO HCHOIb3YIOTCS IS KIFOUEBBIX 3HAUCHUN

EHLO; B yacTHOCTH, KOMaH[bl, HAUMHAIOIIUECS C X, SIBISIIOTCSA JIOKAIBHBIM PACIIMPEHHEM M MOTYT HCIIOJIB30BaThCs Oe3

pEerucTpanyy U cranaapTu3anuu. 11 Hao00poT, Bce KOMaH/Ibl, KOTOPhIE HAYMHAIOTCS C CHMBOJIOB, OTIMYHBIX OT X, JOJDKHBI

PEerUCTPUPOBATHCSL.

2.3 TepmuHonorusa

Kmrouesie cioBa MUST (Heo6xoaumo), MUST NOT (neponyctumo), REQUIRED (tpedyerest), SHALL (moskno), SHALL
NOT (ue momxno), SHOULD (caenyer), SHOULD NOT (me ciaexyer)), RECOMMENDED (pexomenayercs), MAY
(Bo3mo:xH0), OPTIONAL (Heo0s13aTe/IbHO) B JAHHOM JTOKYMEHTE TPAKTYIOTCS CIEAYIOIINM 00pa3oM:

1. MUST - HeoOxoauMo

3Oto0 c1oBo, a Takke TepMuHs! Tpedyerest (REQUIRED) u ny:kno (SHALL) ucnonesyercst it TpeOoBaHMiA, KOTOPHIE SBIISFOTCS
a0COIIOTHO HEOOXOAUMBIMH B TAHHOW CHEIIU(PHKALIN.

2. MUST NOT - HexonmycTumo

Orta ¢paza nim cnosa SHALL NOT (He mo3BosisieTcst) 03Ha4atoT aOCOMIOTHBIHN 3alpeT B paMKax Crienn(pUKaIyu.

3. SHOULD - caenyer

310 €J10BO, a Tarke riaron pekomenayercss (RECOMMENDED) ucnionb3yercs a1t 0003HadeHHsI TpeOOBaHHUM, OT BBITOJIHEHHS
KOTOPBIX MOXKHO OTKAa3aThCsl IIPH HAIMYUM PasyMHBIX npuirH. OJHAKO NPH TaKOM OTKa3e CiedyeT MOMHUTH O BO3MOXHBIX
npo0iieMax B pe3yJibTaTe 0TKa3a U IPUHUMATh B3BELLIEHHOE PELICHHE.

4. SHOULD NOT - ne ciexyer

Ora ¢pasa u rnaroa He pekomenayerca (NOT RECOMMENDED) ucnonb3yrOTCs MPUMEHUTEIBHO K OCOOCHHOCTSM WU
(hyHKIMSAM, KOTOPBIE TOITyCTHMBI M MOT'YT OBITB ITOJIE3HBIMH, HO MOTYT BBI3bIBaTh Npo0seMsl. [1py peanusanuy Takux oM
CJICAYET YUUTBIBATb BOBMOKHOCTH BOBHUKHOBCHUA np06neM 1 MIpUHUMATH B3BCIICHHOC PEIICHUC.

5. MAY - B0O3MOXkHO

OT0 cnoBo, a Take npuiararensHoe HeoOs3aTeabHblii (OPTIONAL) 0003Ha9al0T 2JIEMEHTHI, PeaIn3aysi KOTOPBIX SIBISETCS
HeoOs3arenbHOl. OnHM Pa3paboTIMKK MOTYT BKJIFOYATh TaKWE OMIMU B CBOIO MPOIYKIHIO ISl PaCIIMPEHHs BO3ZMOXKHOCTEH, a
JIpyTHE - OIyCKaTh B IIEIIX yNpolueHus. Peanu3anys, He BKIIOYAONIas Ty WM HHYIO OIIIHIO, TOJDKHA OBITH TOTOBA K padoTe ¢
peanu3anusIMi, KOTOPbIe HCIONB3YIOT ATy OIIMI0 (BO3MOXXHO COBMECTHas pabora Oyzmer obecreunBaThes 3a CUET HEKOTOPOTO
yimep6a (yHKIMOHATBPHOCTH). BKIfoUaromue ommuio peanu3aly JOJDKHBI OBITh TOTOBBI (€CTECTBEHHO, 0€3 HCIOIb30BAaHMS
TaKOo¥ OIIIMH) K B3aUMOJICHCTBHUIO C PEATU3aLISIMH, KOTOPbIE TAKYIO OIILIUIO HE T10JIEPKUBAIOT.

2.3.1 O6bekmbI 371eKMPOHHOU MOYMbI

[Ipotokon SMTP obGecneunBaeT TpaHCIOPTHPOBKY OOBEKTOB AJIEKTPOHHOW TOYTHL. Kaxmplii 0OBEKT COCTOWT M3 KOHBEpTa
(envelope) u comep)uMOTO.

Konseptr SMTP nepenaercst kak cepus MpOTOKOIBHBIX 371eMeHTOB SMTP (cm. rmaBy 3). KoHBepT conmepkuT agpec OTHpaBUTENS
(110 KOTOPOMY JOJKHBI BO3BPAIIATHCS OTUETHI 00 OIMOKaxX) M OIWH WK OOJIee aipecoB MOTydaTeseH, a TAKXKE JOMOITHUTEIbHYIO
nH(pOpMAIHIO U PACIIMPEHHBIX CITyk0. B ciry HCTOpHYeCKHX MPUYMH MOTYT HCIIOIb30BAaThCS BAPUAUK KOMAH/IbI C apecoM
noy4arenst (RCPT TO) nunst 3amaHust anbTepHATHBHBIX PEKUMOB JOCTaBKH THIIA HETIOCPEICTBEHHOIO OTOOpaKEHMsI; ceifuac
CIIeZyeT BO3JCPIKMUBATHCS OT TaKuX Bapranuii (cM. maparpad F.6).

Conepxumoe SMTP nepenaercss B Buae nporokonsHoro aneMenta SMTP DATA u cocTout u3 AByX 4acTed — 3aroJ0BKOB U
Tenma. Ecnm comepknMoe COOTBETCTBYET APYTMM COBPEMEHHBIM CTaHIapTaM, 3arojoBoK (opmupyeT Habop map «moine —
3HaYECHUE», CTPYKTYPHUPOBAHHBIX B COOTBETCTBHH CO crieninduKanueil opmara coodienuit [32]; Teno cooOiueHus, Ipy HATHIHAH
B HEM CTPYKTypbl, coorBerctByeT cnemmdukanun MIME [12]. Comepxumoe sBISETCS TEKCTOBBIM IO CBOGW NPHPOAE H
BBIpaXkaeTcs ¢ ucnoib3oBanueM Habopa cumBosioB US-ASCII [1]. Xotsa pacumperus SMTP (tuma 8BITMIME [20]) moryT
00XOZMTH 3TO OTPAHNYEHHE JUIS CO/ICPKUMOTO, 3ar0JIOBKM BCETa JOJDKHBI KOANPOBATHCS C UCIIOIH30BaHHEM Ha0Opa CHMBOJIOB
US-ASCII. Pacummpenre MIME [23] onpesensieT alroput™ NpecTaBiIeHUs B 3ar0J0BKax CUMBOJIOB, He BXxozsmux B US-ASCII,
C HCITIOJIb30BaHHEM KoMOUHaImit ciMBoiioB Habopa US-ASCIL

2.3.2 Omnpaeumenu u nosny4yamenu

B RFC 821 npa xocta, npuanmatomme yuyactue B tpanzakiun SMTP, 6pun onncansr kak SMTP-sender (ornpasurens) 1 SMTP-
receiver (nmonyuaresb). B HacTosiel crenuduKaniy UCIOJIb3YIOTCS UHbIE TEPMUHBI, OTPAXKAIOIINE CIIOKHBUIYIOCS TIPAKTUKY -
SMTP client (nnoraa npocto client) 1 SMTP server (nnm mpocTo server) IJisi OTIPABUTENS M MOJyYaTelisi, COOTBETCTBEHHO.
ITockonmpKy B pexuMe TPAHCIIAIIH OJJUH XOCT MOXKET BBICTYIIAaTh B KaUueCTBE KIMEHTA M CEpBEpPa, MPOI0IKAETCS NCTIONb30BaHUE
TEPMUHOB «IIOJTydaTelib» (receiver) U «oTnpaBuTesy (sender).

2.3.3 [loumoebie aceHMbI U XpaHunuwa

B nanHO# cnenuguKkanyy UCHONb3yeTcsl COBPEMEHHasi TePMUHOJIOTHSI, yCTOsIBILIascs ¢ MoMeHTa nmyonukanun RFC 821. A B
YaCTHOCTH, KJIMEHTH U cepBepsl SMTP obecrieqnBaroT MOYTOBBI TPAaHCTIOPTHBIA CEPBUC W HA3BIBAIOTCS «areHTaMH JOCTAaBKU
nouts» - AJIIT (Mail Transfer Agent unu MTA). TTons3oBarensckue noutoBbie areHThl — [1TTA (Mail User Agent, MUA nnmn
UA) BBICTYHAOT B KadecTBE HCXOAHBIX OTIIpPaBUTENECH W KOHEYHBIX TIONydaTeNnedl IMOYTOBBIX coobmeHuit. Ha cTtopone
otmpasurens I1ITA moxer cobupars mouty ot moib3oBarens aius nepemaun ee AL arent IIIIA Ha cropoHe momydartens
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nepenaet noury I1ITA (o kpaiiHeil Mepe, mepesacT ITOMY areHTy OTBETCTBEHHOCTS 3a JOCTaBKY ITOYTHI; HAIIpUMeEp, TOMeIas ee
B (IIOYTOBOE XPAHMIMIIE) - message store). OHaKo, XOTS 3TH TEPMUHBI U JJOCTATOYHO TOYHO BBIPAXKAIOT CYTh U IIPIMEHUMBI K
IpyruM cpemaM, rpanunbsl Mexay [IITA (MUA) u AT (MTA) onpeneneHsl HEAOCTaTOYHO 4eTKO. CIenoBaTeIbHO, YHTATENb
JIOJKEH BHUMATEIBHO OTHOCUTHCS K TEPMHHOJIOTHH.

2.3.4 Xocm

B pamkax naHHOW crieM(UKaUu TEPMUH «XOCT» 0003HAa4YaeT KOMIIBIOTEPHYIO CHCTEMY, NOAKIIOUCHHYIO0 K Internet (wim, B
HEKOTOPHIX citydasx, k gactHoi cetn TCP/IP) u moanepxwusaronryro mporokon SMTP. XocTsl 00603HagatoTCst IMEHaMH (M. 2.5);
0003Ha4YeHNe YHCIOBEIMH a/IpecaMy He PeKOMEH/TyeTCsl UCTIONb30BaTh.

2.3.5 [lomeH

JloMeH (IOMEHHOE MMsI) COCTOMT U3 OJHON MM HECKOJNBKUX PAa3JCICHHBIX TOYKaMH KOMIIOHCHT. B koHTekcte SMTP st
KOMIIOHEHTHI (METKH B TepMUHax DNS [22]) MOIyT coepKaTh TOJBKO HOCIEN0BATENLHOCTH OyKB®, udp, neduca (-) 1 3HaKa
nmomuepkuBanus () u3 Habopa cumBosioB ASCII [1]. JIoMeHHBIE MMEHA WCIONB3YIOTCS Uil 00O3HAYCHHS XOCTOB U JIPYTUX
00BEKTOB MEepapXuu JOMCHHBIX UMeH. Hampumep, JOMEHHOE MMsI MOKET yKa3bIBaTh Ha mceBIoHnM (MeTka CNAME RR) mmm
MeTKy 3amucu MX (Mail exchanger), koTopast OyIeT UCHONIB30BATLCS JUIS TOCTABKH MOYTHI BMECTO MPEACTABICHHOTO UMCHU
X0cTa. JIonoTHUTEBHEIC CBEICHUS O JOMCHHBIX IMEHAX MOJKHO HalTH B pabote [22] u riaBe 5 JaHHOH crieniu(UKaIyy.
JloMeHHOE MMsl, KaK ONMCaHO B JIAaHHOM JIOKyMeHTe U pabote [22], npencrasiser coboii nmonnoe ums (fully-qualified domain
name win FQDN). JlomeHHbIe nMeHa, He sBistrontrecs FQDN, ecTh HE 9TO HHOE, KaK JIOKAJIbHBIC IICEBJIOHUMBI. B TpaH3aKIusIx
SMTP nosiBneH#e TOKATBHBIX IICEBIOHUMOB HEOIYCTHMO.

2.3.6 bByghep u mabnuya cocmosiHusi

Ceccrn SMTP sBrsroTcss IBYXCTOPOHHUMH M KaXJas U3 CTOPOH IMOACPKUBAET OOIIMH B3I (TOUKY 3pEHHs) Ha TeKyllee
cocTosiHUe. B 3TOM JOKyMeHTe MBI OyJieM MPeCTaBiIsTh TAKOE COCTOSHUE BUPTYaJIbHBIM OydepoM u Tabnuiel coCcTOsIHUM Ha
cepBepe, KOTOPhIe MOTYT HCIIOJIb30BATHCA KIMEHTOM (HaIlpuMep, KIIMEHT MOXKET OUYHUCTHTH Oy(ep, cCOpOCHUTH TaONUITy COCTOSHUS
- B pe3yJibTare yero uudopmanus u3 oydepa ynansercs, a TabiIuia NIepexoIUT B HEKOE HauallbHOE COCTOSTHHE).

2.3.7 Cmpoku

Komauaer SMTP u (ecnu pacuidpeHue cepBrca He 3aJacT HHOTO0) JaHHBIC cOO0meHNH nepenaroTes kak ctpoku (line). Ctpoka
COCTOMT W3 HEKOTOPOro (BO3MOXKHO, HYJIEBOTO) YHCJIa CHMBOJIOB MaHHBIX W 3aBepmiaercs cumBonamu ASCII mms BosBpara
kapetku (CR - ODh) m mepeBoma ctpokm (LF - OAh). IlocmemoBaTenbHOCTH 3aBEpIIEHUS CTPOKM B JOKyMEHTE OyAeT
obo3Havathcst <CRLF>. Jlns peanmzariuif, KOTOpBIE COOTBETCTBYIOT TPEOOBAaHMSAM NAHHOM CIICHH(UKAINN, HeIOMyCTUMO
MIPUHUMATh WIA TEHEPHPOBATh JJISI 3aBEpPIICHHS] CTPOKU JIFOOBIE APYTHE IIOCIEeNIOBATENHHOCTH CHMBOJIOB. CepBephl MOTYT
BHOCHTH OTpaHMYCHUS Ha JUTHHY CTPOK (cM. maparpad 4.5.3).

B nomonHeHre OTMETHM, YTO MCTIOIB30BaHUE B TEKCTE OTACHbHBIX cuMBOJIoB CR mmm LF (He B komOmHaimun <CRLF>) umeer
JIOJITYI0O UCTOPHIO TPOOJIEM B peaM3alMsAX IMOYTOBBIX CHCTEM W INPHIIOKEHHUSX, PAOOTAIOMIMX C AJIEKTPOHHOW mouToi. Jnms
kmeHToB SMTP HegomycTHMa miepeaada STHX CHMBOJIOB 3 HCKITIOYEHHEM TeX CIIyJaeB, KOTJa KOMOWHALNS CHMBOJIOB CITYKHUT
JUIS 3aBEPILCHUSI CTPOKH, a B 3TOM CIIy4ae I0JIZKHA IPUMEHITHCS TOJIBKO CTaHAapTHAs nocienoBaresibHocTh <CRLE>.

2.3.8 Omnpasumenb, cucmema AocmaeKu, mpaHCcsyusi, Wiio3

B nanHo¥ crenmdukanmu pasnuyaroTcst deTbipe Tuna cucteM SMTP Ha OCHOBe BBIMONMHSAEMBIX UMM (YHKIUE Tepenadu
aNIeKTpoHHON mouTkl. Cuctema-otnpasurensb (SMTP originator) BHOcuT coobmenue B Internet nim, B obmieM ciydae, B cpeny
TpaHcnoptHoro cepsuca. Cucrema noctaBku (delivery) SMTP npunnmaer mouty OT TPaHCIIOPTHOTO CEpBUCA M IIEpENacT ee
T10JIb30BaTEIbCKOMY MOYTOBOMY areHTy WJIM pa3MeIlaeT B XPaHWIMIIE COOOLIeHHH, M3 KOTOPOTO IIOJIb30BATENILCKUI areHT
MOXKET B3SITh NOUTY Brocienctsuu. Tpancisatop (relay) SMTP nomywaer noury ot kiuenta SMTP u mepenaer ee apyromy
cepeepy SMTP (anst moctaBku Wi cliefyromieil TpaHCsIIuM) 0e3 M3MEHEHHS JaHHBIX, JOO0AaBIsisA JIMIIL TPACCHPOBOYHYIO
UH(OPMAIIHIO B 3ar0JIOBOK.

lmo3amu (gateway) SMTP Ha3piBaloT cHCTEMBI, HOJIy4alOIIHME IOYTY OT KIMEHTOB W3 OJHOM TPaHCIOPTHOM cpeiasl U
nepearoIue ee ceppepy APYyroi cpeapl. Pasmuuus B MpOTOKOIAaX M CEMAHTHKE COOOILICHHUS MO pa3Hble CTOPOHBI ILTI033a MOTYT
notpeboBaTh MpPeoOpa3oBaHKs, KOTOPOE HE MOXKET ObITh BBINONHCHO TpaHcisiTopamu SMTP. B koHTekcTe maHHOMN
cnenudukanuu Opanamayspsl (firewall), mepenuceiBaronme anpeca, TakKe pacCMaTPUBAIOTCA KakK IIIIO3BI, JaXKe €CIU TOo 00e
CTOPOHBI OpaHaMayaIpa ucrnoib3yercs cpeaa SMTP (cwm. [11]).

2.3.9 Codepxxumoe coobuweHus1 u noYmoesie 0aHHble

TepMunbl «comepkumoe cooOmeHHs» (message content) ¥ «mo4ToBble AaHHble (mail data) B 3TOM JOKYMEHTE SIBIISIIOTCS
B3aMMO3aMEHAEMBIMH W CIy)XaT UI1 o0o3HaueHWs WH(popManwu, mepemaBacMoil mocie BocmpusaTtus komaHabsl DATA no
3aBepuieHus nepegaun. ComepKIMoe COOOMICHUS BKIIOYAET 3arojIOBKA M (BO3MOXKHO CTPYKTYPHPOBAHHOE) TEJIO COOOIICHHMS.
Crermudukarmss MIME [12] oGecrieunBaeT cTaHIapTHRIE MEXaHI3MBI CTPYKTYPHPOBAHHUS TENIa COOOIICHUIA.

2.3.10 lMouymoesIl swukK u adpec

B nanHOil cnenuduKalMy TEPMHH «aapecy» O3HA4aeT TEKCTOBYIO CTPOKY, MICHTHQHIMPYIOIIYIO MOJb30BATENs, KOTOPOMY
TpeHa3HauYeHO COOOIIEHIE WIH MECTO, B KOTOPOM To4Ta OyeT coxpaHeHa. TepMuH «ITOYTOBBIH sAmuk» (mailbox) o6o3Hagaer
MecTo XpaHeHHs ouThl. OOBIYHO 3TH TEPMHUHBI B3aMMO3aMEHIEMBI, €CIH HE UMEET 3HaYCHHS pa3HUIIA MEX/y MECTOM XpaHEHHS
NOYTHI (IIOYTOBBIH SIIMK) U e KOHKPETHBIM HoJIydareneM (axpec). Afpec 0OBIYHO COCTOHT M3 MOJIB30BATEIBCKOH U JOMCHHOM
yacty. CTaHIapTHBIE COMIallieHss 00 MMEHaX MOYTOBBIX SIIIMKOB IPEIIoaraloT uernoib3oBanue Gopmara local-part@domain -
COBPEMEHHas] TEPMHUHOJIOTHS IIOJICP)KMBACT 3HAYMTEIBFHO OOJiee IIMPOKHH CIEKTP NPUMEHEHHH, HEXENMU MPOCTO HMEHa
nosip3oBaredeil. [1o aToii mpuymHe, a TaKke B pe3ysibTaTe HCTOPUYECKOM MPOOIIeMbI, CBA3aHHOMU C ITOMBITKAMHU IIPOMEKYTOYHBIX
MEHSTh JIOKIBHYIO YacTh ajpeca B IESIX ONTHMH3AINH, JIOKaTbHas 4acTh ajpeca MOJKHA HHTEPIPETHPOBATHCS TOJBKO
XOCTOM, YKa3aHHBIM B JJOMEHHOM 4acTH ajipeca.

> Anrmmiickoro andasuta. [Ipum. nepes.
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2.3.11 Omknuk

Otk (reply) SMTP sBisiercst moaTBepikaeHIeM (TIO3UTHBHBIM WIIH HETaTHBHBIM), KOTOPOE TIepefaeTcs OT MOoIydJaTeis depes3
KaHaJ Iepeiady B OTBET Ha koMaHay. O0mielt hopMoii OTKIIMKa SBIIseTCsl HU(POBON KO/ 3aBepLIeHHs (YCIleX WM Heyaada), 3a
KOTOPBIM OOBIYHO CIIENyeT TeKCTOBas cTpoka. Kojapl MCHONB3YIOTCS NpOrpaMMaMiu, a TEKCT OOBIYHO IpeAHa3HAa4YeH s
yesnoBeka. B HenaBHel pabote [34] npuBoauTes criequdUKaLys CTPYKTYPUPOBaHHBIX CTPOK OTKIIMKA, BKIFOYas UCIIOJIb30BaHHUE
JOTOJIHUTENBHBIX U 00Jiee CrIeln(pUIeCKUX KOJIOB 3aBEPIICHHS.

2.4 OOwwme CMHTaKCU4YeckKme npuHUMNnbI 1 MoAeNb TPpaH3aKUunu

Komangp! n otk SMTP noaduHSIOTCSA KECTKUM CHHTAKCHUYECKUM MpaBUiIaM. Bce KOMaHpI HAUMHAIOTCS C «KOMaHJHOTO
rinarosa» (command verb), a Bce OTKIMKH — ¢ 3-3HAYHOTO LHU(POBOro KojAa. B HEKOTOPBIX KOMaHaX M OTKJIMKAaX 32 KOMaHON
WJTH KOZIOM J0JIKHBI CJIEI0BATh apryMeHThl. HekoTopbie KoMaH/Ibl HE IPUHUMAIOT apTYMEHTOB (TI0C/Ie Ha3BaHWs KOMaH[bl), a 3a
HEKOTOPBIMH KOJIAMH OTKIIMKOB MOJKET CJIe/I0BAaTh IPOM3BOJIBHBIN TeKCT. Bo Beex Ciydasx MpUCYTCTBHS TEKCTa OH OTAEISIETCS
0T KOMaH/Ibl HJIM KOZIa CHMBOJIOM Tipo6era. ITomHble onvcanns KOMaH[ ¥ OTKIMKOB IIPHBE/ICHEI B TJ1aBe 4.

Peructp cuMBONIOB B KOMaHAAaX M 3HAYCHUSIX apryMEeHTOB He mMmeeT 3HadeHusa (T. €., TO: um to: B xomange RCPT ne
pa3IMYaoTCs), OHAKO 3TO MPABHIIO UMEET UCKITIOUEHHS VTSl JIOKIFHOM 9acTH Ha3BaHHS MOYTOBOTO sHKa (pactmperns SMTP
MOTYT SIBHO yKa3bIBaThb YyBCTBUTENIBHBIE K PETHCTPY CHMBOJIOB 3/1eMEHTHI). Ha3BaHus KoMaHI, 3Ha4YEHHUsS apryMEHTOB (KpoMme
JIOKJIBHOW 4aCTW MMEHM IOYTOBOTO SIIMKA) U CBOOOJHBINH TEKCT MOKET COAEPKaTh MPOU3BOJIbHYI0 KOMOMHAIMIO CHMBOJIOB
BEPXHETO W HIKHETO perucTpa. [y JoKambHONW YacTH MMEH MOYTOBBIX SIIIUKOB PETMCTP CHMBOJIOB JI0JIKeH MPHHUMATHCS BO
BHUMaHue. CnenoBatensHo, peamu3anud SMTP 10JKHBI IBITATECS COXPAHUTH PETUCTP CUMBOJIOB B JIOKAIBHONW YaCTH UMEHU
MIOYTOBOTO SIIMKA. B 9acTHOCTH, IUIs1 HEKOTOPBIX XOCTOB IIOJIB30BaTeNb smith MokeT oTnmgarbes OT mosb3oBatens Smith.
OpHako, UCIONB30BAHUE UYBCTBUTENIBHBIX K PETUCTPY JIOKAIBHBIX 4YacTel B MMEHAX MOYTOBBIX SIIIMKOB CHHUXKAET YPOBEHb
MHTEpONepadenbHOCTH — CIIeAyeT N30erarh Takoro IIPUMEHEHNS JIOKaJIbHBIX NMEH.

Hexotopsie cepsepsl SMTP B Hapyiienne nanuoii cierudukanym (1 RFC 821) TpebyroT 0T KIMEHTOB MPEeICTaBICHNS! KOMaH B
BEpXHEM perHcTpe (3ariaBHble OyKkBbI). B peanmzammmn cepBepoB MOTYT NPHHUMATHCS MEPBI IUISL MIPEICTABICHNST KOMaH]| B
COOTBETCTBHH C TPEOOBaHUSIMH TAKUX CEPBEPOB.

Ione apryMeHTOB COAEPKUT TEKCTOBYIO CTPOKY NMEPEMEHHON ANMHEL, 3aKaHuuBarollytocs cuMmBosiamu <CRLF>. TIpunumatommas
CTOpOHa He OyeT NpeNPHHIMATh HUKaKHUX JEHCTBHUHN JI0 ITOyUeHHUs CTaHIapTHOTO 3aBEPILICHHS CTPOKH.

CHHTaKCHC KaKIO0W KOMaHJIbl paccMaTpuBaeTcsi HIKE BMeCTe ¢ omnucaHusMu Komania. OOIue 3JIeMeHThl M MapameTpbl
paccMoTpensl B maparpade 4.1.2.

Komannp! u otkimmkn cocrost u3 cumBoiioB ASCII [1]. Koraa TpancnopTHbIi cepBuc obecrieunBaeT 8-OUTOBBIM (OaiThl MITH
OKTETHI) KaHaJ Tepeaydn, KaX bl 7-0MTOBBIM CUMBOJ IIepeacTCs C BRIPABHUBAHUEM I10 IIPAaBOMY Kparo (CTapiimii OUT OKTeTa
uMeeT HysieBoe 3HayeHue). CranmaptHbiii cepBuc SMTP oOecrnieunBaeT MOANEPKKY TOJBKO 7-OMTOBBIX CHMBOJIOB. KitneHt-
otnpasutenb SMTP, KOTOpEI HE CMOT COTIacOBATh MOIXOASIIEE PACIIMPEHHE C CEPBEPOM, He I0JIAKEH TepeiaBaTh COOOIIECHHIH,
cojiepxalux MH(OPMAIMIO B CTapUIMX OWTAax OKTeToB. Ecim B HapylleHHe 3TOro HpaBHiia Takoe COOOLICHHE IepelaeTcs,
npuHUMatommit cepsep SMTP mMoskeT cOPOCHTH CTapIInii OUT WM OTBEPrHYTh COOOIIECHNE KaK HEeKOppekTHoe. B obmem ciryuae
TpaucisTopy SMTP pekomeHayercest mpeanonaraTs, 4To COASPIKUMOE IPUHATOTO COOOIICHUSI KOPPEKTHO U, MPEIoaras, 4ro
KOHBEPT TO3BOJISIET 3TO CIETATh, TPAHCIMUPOBATh COOOIIEHHE O€3 MPOBEPKH €ro copepkumoro. KoHeuHo, eciu comepkumoe
HEKOPPEKTHO M IyTh IEPEAaud HE IMO3BOJISIET €ro0 BOCIPUHSATH, TAKOE PEIICHHE MOXET NPHUBECTH K JOCTABKE KOHEYHOMY
aapecaTy UCKaxkeHHOTro coobmmenns. Cuctemsl gqoctaBku SMTP moryT otBeprats (Bo3Bpamars - bounce) Takue cooOImIeHNs, He
nmoctaBnsisl wx. Hukakum mepenmaromum cucremMam SMTP He mo3Bossiercst mepenaBarh envelope-KOMaHIBI, COAEpIKaliue
CHUMBOJIBI, He BKmodeHHble B Habop US-ASCII; nmpuHHMaOmMM cHCTEMaM peKOMEHAyeTcsl OTBEepraTrb TaKHe KOMaHIBI,
MCTIONB3Ys cTaHAapTHEIN oTkImK 500 syntax error - invalid character.

Kimenrt mMoxkeT y cepBepa nepenady 8-OMTOBOTO COAEPKUMOTO COOOMICHHUH C MCIIONb30BAHUEM PACIIUPEHHBIX BO3MOXKHOCTEH
SMTP (8BITMIME [20]). Cepepam SMTP caenyer noanepxuBars peskum 8BITMIME. OnHako 3T0 He AOJIAKHO TPaKTOBATHCS
Kak paspelleHre Ha HeOrpaHMUYCHHYIO Nepenaqy 8-OMTOBBIX CUMBOJIOB. J[JIs OTIpPaBUTEIS HEIOMYCTHMO 3alpalliiBaTh PEXUM
8BITMIME mnst mepenadu TaHHBIX, B KOTOPBIX [UIS CTapIiero OMTa He MCIOIB3YEeTCs COOTBETCTBYoMIee KoaupoBanne MIME;
CepBEPBI MOTYT OTBEPraTh TAKUE COOOLICHHS.

Hcronb3yemass B 9TOM JOKyMEHTE METaJMHTBHCTHYECKas HOTamusi cooTBeTcTByeT HoTaimn Augmented BNF, npunsroit B
JIOKYMEHTax MNo4ToBOM cucteMbl Internet. UuraTensM, KOTOpble HE3HAaKOMBI C ATUM CHHTAaKCHUCOM, CIEAyeT IpOodYecTb
cnenudukanuio ABNF [8]. [lns ssicHOCTH TEepMHUHBI METas3bIKa, HCHOJIB3YEMbIC B TEKCTE, 0003HAYCHBI YIIIOBEIMUA CKOOKaMHU
(mampumep, <CRLF>).

3. O630p npoyedyp SMTP

B 3T10i1 rmaBe mpuBeneHB! ONHMCAHUS MPOLEAYp, HCHOIb3yeMbIx B SMTP: mHHIMMpOBaHHE CEaHCOB, MOYTOBBIC TPAH3AKIIUH,
MePEeChUIKA MTOYTHI, MPOBEPKAa WUMCH IMOYTOBBIX SIIUKOB, 00pab0TKa CIIICKOB PACCBUIKH, a TAKKe OpraHU3alUs U 3aBEpIICHHE
oOMeHa JaHHBIMH. BOMPOCH TPaHCIHSAIHMK MTOYTHI, TIOYTOBBIX JOMEHOB M CMEHBI POJIEH pacCMaTpUBAIOTCS B KOHIIE IJIaBHL B
Ipunoxennu D paccMaTpuBaeTcst HECKOJIBKO KOHKPETHBIX CIICHAPHUCB.

3.1 U"HMumnnpoBaHue ceaHca

Ceanc SMTP uHHIMUpYeETCs, KOTa KIIMEHT COSJUHSIETCS C CEPBEPOM M CEPBEP OTBEYAET COOTBETCTBYIOIINM COOOIICHUEM.
Peanuzaims cepsepa SMTP moxker BkIrOYaTh HMACHTU(HKAIMIO CBOMX IMPOTrpaMM M CBEIEHHS 00 MX BEPCHU B OTKIIHMK
TIOATBEPIK/ICHUS COSJMHEHUS 1Tociie koaa 220, Ha pakTUKe 3Ta HH(QOPMAIKS TTO3BOJISIET YIPOCUTh TIOMCK U PEIlIEHUE MTPOOJIEM.
Peanuzaimu MOryT BKIIIOYaTh BO3MOXKHOCTB 3alpeTa repeady JaHHbIX O IPOrpaMMe U €€ BEPCHH B LesIX 0e30macHoCTH. XO0Ts
HEKOTOPBIC CUCTEMbI TAKIKC YKa3bIBAIOT CBOW KOHTAKTHBLIC aApeca AJid CBA3AHHBIX C MOYTOM HpOGJ’IeM, 9TO HE MOXKET CIIYXUTh
3aMeHOH TpeOdyeMoro cTaHaapToOM ajpeca postmaster (cM. maparpad 4.5.1).

[Tporokon SMTP no3Bosnsier cepBepy popManibHO OTBEpraTh TPAH3AKLMIO, TO3BOJISISL TTO-MIPEKHEMY H3HAYAJIbHBIE COEIUHEHMSI:
KoJ 554 Mo:KeT BO3BpAIATHCS B OTKPHIBAIOIIEM cooOmeHnH B3ameH kona 220. CepBep, NCTIONB3YIONINNA TaKOW BApHAHT, 10JKEH
MO-TIPeXKHEMY JKaTh, OKa kiaueHT nepenact komanay QUIT (cm. maparpad 4.1.1.10) mepen 3akpbiTHEM COEAMHEHHs, a Ha
mo0yr0 MeIaromrylo KOMaHAy cjeayeT Bo3Bpamars oTkiuk 503 bad sequence of commands (HeKoppekTHAs
ocJie1oBaTeNbHOCTh KoMaH. ITockonpky noneiTka opranusanun SMTP-coeanHeHns ¢ TAKUMH CHCTEMaMHU MOXKET IPHBOIUTH K
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ommoOKe, cepBepy, BO3BpallarolieMy Koj 554, ciemyer mepeaaBaTh BMECT€ C KOJIOM HH(OPMAIMIO, KOTOpas IO3BOJIUT
NepeaoNieil CHCTEME MOHSTh TPUYUHY OIITHOKH.

3.2 UHnunmnpoBaHue KnmeHTa

[Tocire Toro, xak cepBep Iepenain MpUriamaonee coo0meHne M KIMEHT TIOJyYnI ero, MOCIeHUH 0OBIMHO IEepeaacT cepBepy
komanny EHLO, naenTnduimpyromnyro KIMeHTa. A JONOJHEHHE K OTKPBITHIO ceaHca ucroib3oBanne EHLO nokaseiBaer, 4to
KJIMEHT CIIOcOOEH padoTaTh C PacIIMPEHHBIM CEPBHCOM M 3alpalllMBacT y CepBepa CIMCOK IOJICP)KUBAEMBIX PACIIMPEHUH.
Crapsle cuctembl SMTP, HecriocoOHBIE TOAEPIKUBATE PACIIUPEHUS CEPBUCA U COBPEMEHHBIE KJIMEHTHI, KOTOPBIM He Tpedyercs
paCIIMPEHHBI CEpBUC C HMHULMUPYEMOM MOYTOBOM ceaHce, MOryT wucrnons3oBatb HELO Bzamen EHLO. [lns cepepon
HEeJO0MYCTHMO BO3BpaIarh paciupeHHble oTKnkH B ctuiie EHLO na komanmy HELO. [ KOHKpETHOM MOMBITKH COEIUHEHUS,
€cliM cepBep Bo3BpaaeT oTkiauk command not recognized (komanma He pacrno3Hana) Ha EHLO, kimeHty cieayer HayaTh
TIpoIIeCcC 3aHOBO U nepenath komanay HELO.

Xocrt, nepenaroumii komanny EHLO, unentuduuupyer B Hel ceOs; KOMaHAy MOXKHO MHTeprperupoBath kak «Hello, I am
<domain>» (Ilpuser, s moMmeH ...), a g ciydas EHLO — «and I support service extension requests» (s Mory ...).

3.3 NMouToBLIe TPaH3aKunu
[ouroBas Tpam3akumss SMTP cocromt w3 Tpex »dTamoB. Hawamom TtpaH3akiuu ciyxuT komaHma MAIL, marommas
HACHTU(QHKALINIO OTIpaBUTENS (B 001IeM cirydae komanna MAIL MoskeT ObITh BBEZIEHA TOJILKO ITPH OTCYTCTBHH HE3aBEPLICHHBIX
TIOYTOBHIX TpaH3aknuif; cM. maparpad 4.1.4.). Ilocne storo crnemyer oxna wiau Heckonbko komann RCPT, ykaseiBarommx
noyyarened cooOmenust. [locmennuii sTan TpaH3akuuu HauumHaercss komaHaoi DATA, koTopas MHHLIMHPYET Nepenady
TIOYTOBBIX IAHHBIX M 3aBepIIacTCst MHANKAaTOpoM end of mail, KOTopsIil TakxKe MOATBEP)KIACT TPAH3AKIIUIO.
1. IlepBbIM I1aroM MOYTOBOM TpaH3aKIUK sABIsgeTCS koma"ga MAIL.
MAIL FROM:<reverse-path> [SP <mail-parameters> ] <CRLF>
Ota KoMaHa TOBOpHT noirydaremo SMTP o Hagane HOBOW OYTOBOH TpaH3aKIIMU M cOpachIBaeT BCE TaOJIHIIBI COCTOSHIH U
Oydepsl, BKIIIOYas JTIOOBIC TaHHBIC MTONYJaTeNsl FIIM ITOYTOBBIe AaHHBIE. YacTh <reverse-path> (0OpaTHBINA MyTh) MEPBOTO
WIN €MHCTBEHHOTO apryMEeHTa KOMaHIbl COACPKHUT Ha3BaHHUE ITOYTOBOTO SIIHMKA OTHPABHUTENSA (MEXIy cKoOKamu < U >),
KOTOpPOE MOJKET HCIIONIb30BAThCS ISl TIEpefaun OT4eToB 00 ommOkax (cM. maparpad 4.2). BocnpunsaB komaHIy, cepBep
SMTP Boszpamaer otknuk 250 OK. Ecnm yka3aHHBIH MOYTOBBIA SIIIUK 110 KAKUM-TO IPUYWHAM HETIPHEMIIEM, CepBep
JO0JI’KEH BO3BPAaTHTh OTKIIMK, MOKA3bIBAIOIMH BPEMEHHOHW THII OTKa3a — IOCTOSHHAs (T. €., TIOBTOPUTCS HPH TOBTOpE
KOMaH/(bl KJIMEHTOM) WM BpPEMEHHas (T. €., afpec KIMEHTAa MOXKXET OBITh NMPUHAT IPH CICIYIOIEM BbI30BE) OIIMOKa.
HecMmoTpst Ha 04eBHUIHOCTH 3TOro TPeOOBaHMS, CYLIECTBYIOT OOCTOSTEIBCTBA, IIPU KOTOPHIX BO3MOXKHOCTH BOCIIPHSITHS
00paTHOTO IyTH HEBO3MOXKHO OIIPEAENUTh, IIOKa He OyJeT MOJydYeH IO KpailHeH Mepe OIMH IpsSMOil ImyTh (B KOMaHje
RCPT). B rtakux cimydasix cepBep MOKeT BOCHPHHSATH 0OpaTHbIH ImyTh (OTKIMK 250) M COOOIMTH O BO3HHMKHOBEHHWH
MPOOIIEM IOCIIe TOTYICHHS U MIPOBEPKH MPAMBIX ITyTeld. OOBIYHO 3TO ENACTCS ¢ TIOMOIIBIO OTKINKOB 550 mm 553.
HUcropuuecku <reverse-path> MOXET coliep>kaTh OOJIbILE JAHHBIX, HEXXEIH IIPOCTO MMSI TOYTOBOTO SAIINKA, HO COBPEMEHHBIM
crcTeMaM He cJieyeT HCII0JIb30BaTh MapIIpyTH3aIMIO OYTHI OTHpaBHUTENEM - source routing (cm. [Ipunoxenue C).
JlonosiHUTE bHBIC TapaMeTpbl <mail-parameters™> CBA3BIBAIOTCS C COMNIACOBAHHBIM paciiupenueM ceperca SMTP (cm. 2.2).
2. BropsiM 3Tanom TpaH3akuuu aeisiercs komanaa RCPT.
RCPT TO:<forward-path> [ SP <rcpt-parameters> ] <CRLEF>
[lepBblif MM €AMHCTBEHHBIH apryMEHT 3TOW KOMaHIbI BKIIOYaeT MPSAMON IMyTb (OOBIYHO MMS MOYTOBOTO SIIUKA WIN
JIOMEHa, 3aKJFOUYCHHOE B CKOOKH <), HACHTUDHUIUPYIOMHH moiydaTels. Bocnpuass komanmy, cepsep SMTP Bo3Bpariaer
otkmuk 250 OK n coxpanser npsiMoi myTh. Ecim n3BecTHO, 4TO 1MoyTa HE MOXET OBIThH JJOCTaBIICHA aapecary, cepep SMTP
BO3Bpamaer oTKINK 550, 00BIYHO COMpPOBOXKIAEMBIN CTPOKOW THMa "no such user - " ¢ ©UMEHEM HOYTOBOTO SIIUKA, VIS
KOTOpPOTrO HEBO3MOXKHA JOCTaBKa (BO3MOXHBI TaKOKe JAPYrHe OOCTOSTENBCTBA M KOZBI BO3BpaTa). DTOT 3TAll TPaH3aKIIUU
MOXET HOBTOPSTHLCS POU3BOJILHOE YHCIIO Pas3.
[Mapamerp <forward-path> moskeT cozepkarh He TOJbKO aapec noiyyarens. Mcropuuecku <forward-path> moxker BKIItouaTsh
MappyT (source routing) K Mmojyd4arellto B BHIE CIHCKa MPOMEXYTOYHBIX XOCTOB, OIHAKO COBPEMEHHBIM KimeHTaM SMTP
He PeKOMeH/yeTcsl MCIIOJIb30BaTh MapUIpyTH3auuio noutsl ornpasureneM (cM. [Ipunoxenue C). Cepep moJKeH ObITH
TOTOB K BOCIIPHUATHIO CHHUCKA Source route B MPsIMOM ITyTH, HO PEKOMEHAYeTCsl HTHOPUPOBATh 3TU MapLIPyThl U MOXKHO
OTKJIOHSATH NpeJlaraéMyto 3TUM MapLIpyToM TpaHcasaiuio. [Tono6HO 3TOMy cepBep MOXKeT OTKa3aThcs OT MpHUeMa MOYTHI,
MpeIHa3HAuYeHHON ISl IPYTUX XOCTOB WIIM CHCTEM. DTH OTPaHUYCHUS JENaloT cepBep OECIoie3HbIM KaK TPaHCIATOp Ul
KJIMEHTOB, HE TIOJIHOCTBIO MOJIEpKUBaIOIINX (QyHKIMoHabHOCT SMTP. CienoBaresbHO, 1Sl KIIMEHTOB C OTPaHHYeHHBIMU
BO3MOXXHOCTSIMH HeTOMYCTHMO TpeJroarars, uyto 100t SMTP-cepep B Internet Mo>kHO MCTIONB30BaTh AJIst 00PaOOTKH
(Tpancmamuu - relaying) moursl. Ecnu komanga RCPT mpunsta 6e3 mpemmectytoreii komanasl MAIL, cepep 10/ukeH
Bo3Bpamark oTkiMK 503 "Bad sequence of commands". JlononHuTenbHbIe napaMeTpbl <rcpt-parameters™> CBSI3BIBAIOTCS C
COTJIACOBAHHBIM pacuiupenreM cepsruca SMTP (cM. maparpad 2.2).
3. Tperbum 3TaoM TpaH3aKIKK IBJsieTcss 00padoTka komanapl DATA (wiu ee aHamora Ajisi pacIiinpeHHOro CepBrca).
DATA <CRLF>
Bocmpunsas komanny, cepep SMTP BosBpamaer mnpomexyrounslii oTkimk 354 Intermediate m paccmarpuBaer Bce
TIOCIIE/TYIOMINE CTPOKH, BIUIOTH (HO HE BKJIIOYAs) 0 MHIMKATOPA 3aBEPLICHHS MOYTOBBIX JAaHHBIX. [IpH ycremHoM nprueme
BCEro TEKCTa CepBEP COXPaHsET MNOMyUYECHHBIE JaHHBIC U BO3BpAIllaeT OTHpaBuTesto oTkIuk 250 OK.
[NockonbKy MOYTOBBIE JaHHBIE MEPEAIOTCs Yepe3 KOMMYHHUKAIMOHHBIN KaHall, 3aBepILCHIE JAHHBIX JJOJDKHO OBITh YKa3aHO
TakuM 00pa3oM, 4YToObl MOXKHO OBbLIO BO30OHOBUTH KOMaHAHBIN nuajor. [Iporokon SMTP ucnonedyer misi o6o3HaueHus
KOHLIa IOYTOBBIX MJAHHBIX TOYKY B HycTod crpoke. [lyns mpemoTBpamieHuss OmMOOK B CIydasx HaJMYUs TaKoW
MOCJIEOBATENbHOCTH B IOJB30BATEILCKUX JAHHBIX IMPUMEHSCTCS CIIeIMaibHas MpoIleaypa (transparency), omucaHHas B
naparpade 4.5.2).
WuankaTop 3aBepIeHNs MOYTOBBIX JAHHBIX TAaKXKe MOJTBEPXKIACT TOYTOBYIO TPAaH3aKIMIO U ToBOpUT cepBepy SMTP kax
00pabarbiBaTh COXpaHEHHBIC TIOJIL30BATE/ILCKUE M IOYTOBbIE AaHHbIe. Bocnpuusas nanHele, cepep SMTP Bozpaiaer
otkimk 250 OK. C6oii mpu o6padotke komanas! DATA MokeT mponCcXOIUTh TOJIBKO Ha ABYX dTarax oOMeHa JaHHBIMHU:
¢ Ecm xomannst MAIL 1 RCPT =e Obii BBeIeHBI WK OBLTH OTBEPTHYTHI, CEPBEP MOKET BO3BpALIaTh OTKIMK command
out of sequence (503) mmu no valid recipients (554 — HeT KOpPEKTHBIX HoIydaTeneil) B oTBeT Ha komanay DATA. Ilpu
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MOJYYCHUH OJHOTO M3 TaKMX OTKIMKOB (WM JIFOOOTO OTKIHMKA S5yz) s KIHEHTa HEeJOIyCTHMA Tiepefada JaHHBIX
cepBepy (TogHee, mepenada JaHHBIX HeI0MyCTHMA, TIOKa He Oy/IeT TOITyYeH OTKINK 354 ).

o Eciu koMaHIa BOCHPHHATA U NepenaH OTKIMK 354, HebinonHeHne koManabl DATA MoeT ObITh CBS3aHO TOJIBKO C
HETIOJIHOTOH TOYTOBOM TpaH3aKUWHM (HAIpHMep, HE yKa3aH aapecar), HEJOCTYIMHOCTBIO pPecypcoB (BKIIOUas M
HEO)KUJIaHHYIO HEJIOCTYITHOCTh CEepBepa) MM OTKa30M CepBepa 0T 00pabOTKH COOOIEHHUSI B COOTBETCTBUH C 3aaHHOM
TTOJIMTUKOW IV TI0 MIHBIM TIPHYHHAM.

OyHaKoO Ha MPaKTHKE HEKOTOPBIE CEpPBEPHI HE MPOBEPSIOT ajpecaTa Iocie NMprueMa TeKCTa cooOmeHus. TakuM cepBepam

cJeqyeT TPaKTOBaTh OTKA3 IS OJHOTO WM HECKOJBKHX MOJydYaTeleldl Kak «OTKa3 OOYCIOBIICHHBIA JPYTHIM OTKa30M»

(subsequent failure) " 1 Bo3BpaIaTh MOYTOBOE COOOINCHHE, KaK YKa3aHO B TiaBe 6. Mcmonp3oBanue oTkimka 550 mailbox

not found (mnm ero SKBWBaJEHTA) MOCIE BOCHPHUSTHS MAHHBIX JieNlaeT Ui KJIMEHTAa CIOKHOW WM HEBO3MOXKHOM

JIMarHOCTHKY NMPUYMHBI OTKa3a.

ITpn ncnons3oBanuu gopmara RFC 822 [7, 32] moyroBble JaHHBIC BKIJIIOYAIOT 3JIEMEHTHI 3aroJIOBKa, Takue Kak Date,

Subject, To, Cc, From. Cepsepam SMTP He pexoMeHayeTcsi OTBEpraTh COOOIICHHs Ha OCHOBE eekToB B 3arosioBkax RFC

822 u MIME [12] unu B Tene cooOuieHns. B 4acTHOCTH, HETOMYCTHMO OTBEPraTh COOOIICHUS, B KOTOPBIX YHCIIO TOJEH

Resent He cooTBeTcTBYET M Resent-to mossisiercst 6e3 Resent-from w/mim Resent-date.

KoMaH/pI MOYTOBBIX TPaH3aKIUH JOJIKHBI HCIIOIB30BaThCS B TPUBEICHHOM BBIILIE TIOPSI/IKE.

3.4 MNepecbinka ansa KOppeKkun n oOHOBNEHNA aapecoB

[Tonneprkka nepechuIKy Yale BCero TpedyeTcst Uil KOHCOJIMIANH a/I{peCoB U YIPOIIEHHUS apEecaui B CETH NPeIIPHATHS (M

MIPUMEHHTENIFHO K TaKOH CETH) W pexe Uil CIydaeB M3MeHeHus anpecoB. Ilepecbutka 6e3 yBemomireHus otmpaButens (Silent

forwarding) B miesax obecrieueHnst 6e30MacCHOCTH WM MHBIX HENISX BEChMa pacipocTpaHeHa ceronus B Internet.

B 060onx nepeuncieHHbIX cirydasx IPUXOANTCS PEIIaTh BOIPOC COKPHITHS HHPOPMAIHH (B HEKOTOPBIX CIydasix — 0€30I1acHOCTH)

— CJIeAyeT JM TOKa3bIBaTh OTIPABUTEINIO JaHHBIE O IEPECBUIKE MOYTHL. JTO MOKET OBITh 0CO00 Ba)KHBIM, KOT/Ia KOHEUHBII

ajipecar IMPOCTO HEIOCTYyINeH Al oTnpaButens. ClieoBaTebHO, MEXaHM3M NEPECHUIKH, ONMCAHHbBIH B maparpage 3.2 paboTsl

RFC 821 1 ocobeHHO cTpokn OTKIMKOB 251 (cKoppekTHpoBaHHbIH mosyyarens) 1 551 (komanga RCPT) nomkHBI 0CTOPOKHO

OLICHMBAThCA MPH pa3padOTKe 1, KOT/Ia 3TO BO3MOXHO, TPH HACTPOIHKE KOH(PHUTIYpAIlUH CHCTEMBI.

B gactHocTH:

¢ Cepsep MOKeT IepechUIaTh COOOIICHHUS, KOTAa eMy U3BECTHO 00 M3MeHeHnH aapeca. I1pu Takoif mepecsuike cepBep MOKeT
MIPEIOCTABIISATH CBEJACHHUS O CMEHE ajpeca ¢ KOJOM 251 WM «Io-THXOMY» MepechulaTh cooOeHre, Bo3Bpamias kox 250.
ITpu ucronp3oBaHun Koxa 251 HeZONMyCTHMO IIpefrojiarath, YTo KIMEHT Oyner oOHOBIITH MH(opmaimio o0 aapece
MOJTy4aTesIsl Ha OCHOBE MPUHATOTO OT CepBepa OTKIIMKA.

¢ CepBep MOKeT OTBEPTHYTh MM «3aBEPHYTHY» COOOIIECHUS, KOT/a UX HEBO3MOXKHO JOCTaBUTh IO yKa3aHHOMY ajipecy. B
TaKHX CJIy4asiX CepBep MOKeT COOOIINTh O CMEHE aJipeca B OTKIMKE 551 Wil 0TBEeprHyTh COOOIIEHNE KaK HEIOCTABISIEMOE C
koztoM 550 6e3 mornonHNTENBHBIX cBefeHni. [Ipu ncrnonb3oBanuy Kojaa 551 HeAOMYCTHMO TIpeIoaraTh, 4To OTIIPaBUTENb
Oynet OOHOBIISITH aJpec Ha OCHOBE MOJTyYESHHBIX CBECHUI HJIH TOBOJIUTH 3Ty MH(OPMAILIUIO 10 HOJIb30BaTENsI.

Peamuszamusam cepBepoB SMTP, mopnepxuBaromuM OTKIUKH ¢ Komamu 251 w/wim 551, HACTOSTENBHO PEKOMCHIYETCS

obecrieynBaTh KOH(HUIYPAlMOHHBIA MEXaHH3M, IO3BOJSIIOIINKA OTKJIIOYUTH JIOTIOJHUTENBHYI0 WH(OpPMAIMIO Uil CalTOB,

KOTOpBIE MOTYT UCIIOJIb30BATh €€ HEXKEeNaTeIbHBIM CIIOCOOOM.

3.5 OTnapgo4yHble KOMaHAbI
3.5.1 O630p

IIpotokon SMTP obecneurnBaeT KOMaHABI A TMPOBEPKH WMEH IIOJB30BATENCH WM IMOMYYCHUS COICPIKAMOTO CIHICKOB
paccbuiok. Takue onepanuu ocymecTBisiorcs ¢ nomoinsto komang VRFY u EXPN, koTopble moiydaroT TEKCTOBBIE CTPOKU B
Ka4yecTBe aprymMeHToB. Peammsanumsam ciaexyer moanepxxuBate komManasl VRFY u EXPN (0coOeHHOCTH HMCHONB30BAaHUS THX
KOMaH]I paCCMOTpEHEHI B maparpadax 3.5.2 u 7.3).
Js xomauner VREFY mapamerpoMm sBIsieTCst UMsI TTOTB30BATENs, K KOTOPOMY MOXKET OOaBIATHECS TOMEHHOEC UMS (CM. HIDKE).
[Ipu nosdydeHrr HOpMAaTbHOrO OTKIMKA (KOm 250) Takoi OTKIMK MOKET BKIIOYATh MMOJHOC MM IMOJh30BaTEIsS U JAOJKEH
BKITFOYATh Ha3BaHUE TIOYTOBOTO AMIUKA. TEKCT OTKIIMKA IOJIKEH HCIIOh30BaTh OJHY U3 IBYX BO3MOKHBIX (DOPM:

User Name <local-part@domain>

local-part@domain
Korna ums, ykazanaoe B komanae VRFY Moxer uIeHTHGHIUPOBATH O0JIee OHOTO MOYTOBOTO SIIHMKA, CEPBEP MOKET OTMETUTh
HEOJIHO3HAYHOCTh WJIU MPEIUIOKUTh B OTKIIMKE HECKOJBKO BapUAHTOB. MIHBIMU CIIOBaMU, B TAKHX CITy4asx BO3MOXHEI JIFOObIC U3

[IEPEYUCIICHHBIX BAPUAHTOB OTKJIMKA HAa KoMaHy VRFY:
553 User ambiguous

U
553- Ambiguous; Possibilities are
553-Joe Smith <jsmith@foo.com>
553-Harry Smith <hsmith@foo.com>
553 Melvin Smith <dweep@foo.com>
U

553-Ambiguous; Possibilities

553- <jsmith@foo.com>

553- <hsmith@foo.com>

553 <dweep@foo.com>
IIpu HOpPMABHBIX YCIOBHAX KIHEHTY, MOJYYMBIIEMY OTKIHK 553, cieayeT JOBECTH 3Ty WH(POPMAIHMIO IO ITOIB30BATEII.
Hcnons3oBaHue MpUBEACHHBIX 3/1eCh (DOPM U KITFOYEBBIX CIIOB user ambiguous (I0Ik30BaTeNs HE ONPEICITUTH OTHO3HAYHO) FITH
ambiguous (HEOIHO3HAYHOCTH), BO3MOXKHO JIOMTOTHEHHBIX PACITMPEHHBIMU KOJaMH OTKIHKA (THIIA PACCMOTPEHHEIX B padote
[34]), moMoraer npu HEOOXOIUMMOCTH 00ECIIEYNBATh ABTOMATHYCCKHI TIEPEBOJT HA JPYTHE S3bIKU. KIIMEHTHI C BRICOKUM YPOBHEM
aBTOMAaTH3allMd M TOJAEPKKOM JPYTUX S3bIKOB MOTYT IIONBITaThCSl MEPEBECTH OTKIMK, BO3BPAaTUTH IOJIb30BATEIIO
HECTAHIAPTHYIO WHIWKAIMIO WIX TPESIIMPUHITE HEKOTOPHIC aBTOMATUYECKUC OMEPAIUH THIA OOPAICHUS K CIyK0e KaTaJoros
JUIS IOJIyY€HUS JOIIOIHUTENbHBIX JaHHBIX IIEpel BO3BPATOM OTK/IMKA I10Jb30BATEIII0.
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Hnst komauger EXPN cTpoka mapaMeTpoB HASHTU(GUIMPYET CIMCOK PACChUIKA M MPU YCIHEUIHOM BBIMOJHEHUH KOMaHIIbI
BO3Bpamaercs OTKIMK 250, KOTOPBI MOKeT BKIIFOYaTh MHOTOCTPOYHBIA CIIMCOK ITONIE30BATENCH CIHCKA U J0JKEeH BKIIOYaTh
MMEHA MOYTOBBIX AMINKOB U3 CITHUCKA.

Ha HeKoTOpBIX X0OCTax pasinyus MEXIy CIHCKAMU PACCHIJIOK U IICEBJIOHMMAaMH BBIPaKEHBI BECbMa €i1ab0, TIOCKOJIBKY 00a THIa
3anucedl MOTYT COXPaHSTBCSI B E€AMHOM CTPYKType HOAaHHBIX M MOTYT CYIIECTBOBAaTh CIIMCKH PAaCCBUIOK, COAEPXKAIINe
eIMHCTBEHHBIN anpec. Ecnu naercs 3anpoc Ha npuMenenne komanabl VRFY k cmcky pacchulOK, HO3UTHUBHBIN OTKIMK MOKET
OBITH BO3BpAIICH, €CIIM HANpPaBICHHOE IO aJpecy CIMCKa COOOIIEHHE MOXKET OBITh JOCTaBICHO KOMY-TH0O W3 CIIMCKa, B
OCTAJIbHBIX CIydasx cjeayeT BO3Bpamars coolmenue 06 ommoke (Hanpumep, otkimk 550 That is a mailing list, not a User —
«3TO CIIMCOK PACCBUIKH, a He Mmok3oBaTenby mwin 252 Unable to verify members of mailing list «HEBO3MOKHO ITPOBEPUTH WICHOB
criicka»). Ecim nenmaercst 3armpoc MMEHH IOJIB30BATENs M3 CHHCKA, CEpBEP MOKET JaBaTh [TO3UTHBHBIM OTKIIMK, COJCPKaLIHi
CIIFICOK W3 OJHOTO MMCHH, Wi coobmeHne o0 ommoOke (Hampumep, 550 That is a user name, not a mailing list — «3T0 UM
MI0JIb30BATEIs], a HE CIIUCOK PACCBHUIKM).

[lpn ycriemrHOM BBINONHEHHUHM BO3BPAIIACTCS MHOTOCTPOUHBIM OTKIMK (0ObraHblil muist EXPN), comepkamuii uMs OJHOTO
TIOYTOBOTO SIIIMKA B KaX0H cTpoke. CHTyalluu ¢ HEOJTHO3HAYHBIMHU 3aITpocaMH ObUTH PAaCCMOTPEHBI BBIIIE.

Tepmun User name (uMsi moib3oBaresst) sIBISIETCS HEAOCTAaTOYHO YETKMM M JIOJDKEH MCIIOJIB30BaThCS OCMOTPHTEIIBHO.
Peamusauuu xomann VRFY um EXPN poJkHBI, 10 KpaiiHell Mepe, paclOo3HABAThH JIOKAIBHBIE IIOYTOBLIE SIIIMKHA KAaK MMEHA
nosp3oBareneil. OnHako B cetu Internet 3auacTyro 0OIMH XOCT OOCITY>KHBAET ITOUTY JUISi MHOXKECTBA JIOMEHOB, XOCTaM (0COOEHHO
TeM, KOTOpbIe pabOTarOT C Pa3HbBIMU JOMEHAMH) cJedayeT 00ecrevnBaTh TaKylo (YHKIHMOHAIBHOCTh U BOCIPHHUMATH (HOpPMY
local-part@domain kak ¥Ms TONB30BaTENs; XOCTHI TAK)KE€ MOTYT Pacro3HaBaTh KaK «MMEHA IOJIb30BATENEH» CTPOKH JAPYTHX
THIIOB.

Cryd4aii moydeHUs] UMEH IOYTOBBIX AIIMKOB M3 CIMCKAa PACCBHUIOK TPeOyeT MHOTOCTPOYHBIX OTKJIMKOB THIIA NPUBEACHHOIO
Hmxe (C — KIHEHT, S — cepBep; npum. nepes.):

: EXPN Example-People

250-Jon Postel <Postel@isi.edu>

250-Fred Fonebone <Fonebonel@physics.foo-u.edu>

250 Sam Q. Smith <SQSmith@specific.generic.com>

nn n QN

HJIn

C: EXPN Executive-Washroom-List

S: 550 Access Denied to You.
CumBonbHas crpoka aprymeHToB VRFY m EXPN He MokeT OBITh JOIONHUTENEHO OTpaHHMYEHA BCIIEACTBHE PAa3IMIHBIX
KOHHQHHHﬁ HWMEH II0JIb30BaTe/IeH U MOYTOBBIX SIIMUKOB B PA3HBLIX pCain3aiusix. B HCKOTOPBIX CUCTEMAX apTryMEHTOM KOMAaH/IbI
EXPN moxer ObITh UM (haiina, cOAeprKaliero CIHCOK PacChUIKH, HO 3[€Ch OILITh MPHXOMUTCS CTAIKUBATHCS C PA3INIHBIMH
KOHLIETIIMSIMU MMEHOBaHusI (aiiioB B Internet. OTMETHM Taxke, YTO B CHIIy MCTOPHUECKHX MPUYUH BapHAIMU BO3BPAIIAEMBIX
STHMHU KOMaHJaMH OTKJIMKOB JJOCTATOYHO BEJIMKH U BBIMOIHATH HHTEPIPETALHIO OTKIMKOB CJIEAYeT OYE€Hb OCTOPOXKHO U TOJIBKO
B LEJISX JUATHOCTHKH.

3.5.2 HopmarnbHbie omknuku VRFY

Korna Bo3Bpamaercss HopManeHBIH (ko 2yz uimm 551) B pesynsrate 3anpoca VRFY mwmm EXPN, oTKMK 00BIMHO BKITFOYAET UMS
MIOYTOBOTO SIIIMKA, T. €., HOJKHA TPHCYTCTBOBaTh 3amuch Buna <local-part@domain>, rae domain smsercs momuemM (fully
qualified) moMeHHBIM WMeHeM. B cHTyanmusax, HWCKIIOUAOIINX HapyIIeHHe TpeOOBaHWA NaHHOW CHENHU(UKAINN, MOMKET
TEKCTOBast CTPOKa POU3BOJILHOH (hopMbl. {11 00erdeHust aHai3a 1 paszieieHuss MMEHH ITOYTOBOTO SIIMKA U IJAHHBIX YeJIOBEKa
(v7M KOMIIAaHUM) ajpec cJieayeT BHIBOAUTD B YIIIOBBIX CKOOKax. IIpu Bo3Bpare ajpecoB (a HEMPOM3BOJILHONW TEKCTOBOM CTPOKH)
xomasHasl EXPN u VRFY nmomkHBI BO3BpallaTh TOJBKO KOPPEKTHBIE 3HAUEHHS JOMEHHOM 4acTH ajpeca, KOTOPbIE MOXKHO
ncrionb3oBath B komanae RCPT. CrenoBarensHO, ecny afpec MOApa3yMeBaeT JOCTaBKY MPOTrpaMMe WJIM JPYro cucTeMme,
JOJI’KHO YKa3bIBaThCSl MMsI TTOYTOBOTO SIIMKA, MCIONB3YyEeMOTo JUIs JIOCTyNa K ajapecary. Bo3Bpar myrteil (sSBHbIE MapLIpyThI
source route) st komana VRFY u EXPN venonyctum.

Peaymzanusim cepBepoB caemyet noaaepxusath 00e komanasl VREFY u EXPN. B [emsax 6e30macHOCTH MOKET 00SCIICYMBATHCS
JIOKaJIbHAsl BO3MOXKHOCTh OTKJIFOUHTH 3TH KOMAaHJbl C TMOMOIIBIO KOH(UTypalMOHHBIX mapamerpoB. Korma 3Tu KoMaH[bl
HOAJICPIKUBAIOTCS, HEe TpeOyercst paboTaTh Yepe3 TPaHCISITOPHI MPU pa3pelieHHoi TpaHcsiuu. [1ockoybKy 00e 3T KOMaH bl
ObUIM HeoOs13aTeTbHBIMK B crieridukanuy RFC 821, oHM A0KHBI OBITH YKa3aHbI KaK pacIIupeHus cepBuca B oTkianke EHLO
(ecnu KOMaH[TbI MTOJIICPIKUBAIOTCS ).

3.5.3 3HayeHusi omknukoe npu ycnewHom 3asepweHuu VRFY unu EXPN

Jns cepeepoB HemomycTHM Bo3Bpar oTKinMkoB 250 ma xomangsl VRFY m EXPN, moka agpec peamsHO He mpoBepeH. B
YaCTHOCTH, JJISl CepBepa HeOOMyCTHMO BO3BpamaTth ko 250, eciu ero NEeHCTBHUsS OTPaHHYMINCH TPOBEPKON KOPPEKTHOCTH
CHHTaKcHca. B Takux cimydasx cjeayer Bo3Bpamath ko 502 (komanma He peanm3oBaHa) ik 500 (cHHTakCHYecKasi ommnoKa,
KOMaHJa He pacrio3Hana). Kak ObUIo ykazaHo, peanu3aius (B CMBICIE NPOBEPKH aIpecoB M BO3BpaTa MH(POPMALUK) KOMaH]
VRFY u EXPN nHacrosTensHO pekomeHayercs. CienoBaTenbHo, peann3aliy, Bo3Bpamatomue kox 500 wm 502 amst koMaHast
VRFY He SBASIOTCS MOTHOCTHI0 COBMECTHMBIMHE C TAHHOU CTien(pHUKaITUeH.

CyInecTBYIOT CHTyallMy, KOT[a aupec MPECTABIIETCS KOPPEKTHBIM HO HE MOXKET OBITh MPOBEPEH B PEATbHOM MAacIiTade
BpeMEHH (B YaCTHOCTH, KOTJa CEepBep HCIONIB3yETCs MPH OOMEHEe MOYTOW Ui IPYyroro cepBepa Wid ToMeHa). «Bumimas
KOppeKTHOCTH» (Apparent validity) B Takux ciydasx OyJeT BKIIFOUATh O KpaifHeH Mepe MPOBEpKY CHHTAKCHCA, U MOXKET TaKkKe
BKITIOYATh TIPOBEPKY BO3MOKHOCTH TPAHCIIANWH JUIS YKa3aHHOTO ajpeca. B Takux ciydasx cjiexyeT Bo3Bpamars Kox 252. Otu
CHUTYaIllH CBsi3aHbI ¢ Borpocamu npoBepku RCPT, paccmoTtpenHbME B maparpade 2.1. AHaIOrHYHO CHTYalMH, ONMCAHHOW B
3.4, xomst 251 u 551 moryT ucnone3oBarses 1 koMadn VRFY u EXPN, uToOBI IOKa3aTh ajpeca, KOTOphIe pacIio3HAHbL, HO
oYTa JUIs HUX OYZIeT MepechUIaThCs Wi OblIa BO3BpallcHa. Peami3anusM B 00meM ciaydae ciieayeT ObITh 0ojee KECTKUMH B
BOTIpOcax MpoBepkH anpecos s caydas VRFY, Hexxenn mis komanasl RCPT, naxke ecnm 3to OymeT 3aHNMAaTh HEMHOTO OOJIbIE
BPEMEHH.

3.5.4 Cemanmuka u ucnosib3oeaHue EXPN
Komanna EXPN 3auactyio odeHp moje3Ha Juisi OTJIAJKH M TIOMCKa NpOOJEM, CBA3aHHBIX CO CIHCKAaMH DPAacChUIOK W
TICEBJIOHMMAaMHU KO MHOXKECTBY azapecoB (multiple-target-address alias). HekoTopble cucTembl MBITAOTCS HCIIOIB30BaTh MTOMCK
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OTIPABUTENSI B CIIUCKE PACCBUIKK JUIS MPENOTBpalIeHus TyOiIMKaToB. PacrpocTpaHeHHe CHCTEMBI IICEBJOHMMOB C ITOYTOH B
Internet s xoctoB (00braHO 3amc MX n CNAME Ha cepepax DNS), MOYTOBBIX SIIUKOB (pa3IHYHBIC TUIBI JOKATBHBIX
TICEBJIOHNMOB XOCTa) U B PA3JIMYHBIX ProXy-CHCTEMax JeJlaeT MOYTH HEBO3MOXKHON CTPATETHIO COTTIACOBAHHOTO MCIOIB30BAHMS
TICEBJIOHNMOB U ITOYTOBBIM CHCTEMaM He cJIeyeT MBITaThCs PELINTh 3Ty 33/1a4y.

3.6 loMeHbI

IIpu ucmonp3oBaHNK TOMEHHBIX UMeH B SMTP nomyckarotcst ToJbKO mpeobpasyembie (resolvable), monHble TOMEHHbIE HMEHA

(FQDN). MHBIMEU cTTOBaMH, TOMyCTUMBI MMEHa, KOTOphIe BKIIFOUeHB! B 3anucd MX RR uinu A RR (cM. riaBy 5), a Taxoke nMeHa,

ykazannele B 3anucix CNAME RR cepepo nmern (DNS). HegomycTuMo HCHONB30BaHKE JIOKATBHBIX MMEH M HEMOJHBIX

JIOMeHHbIX nMeH. OJTHaKO CyIIECTBYIOT ABa HCKIIIOYeHHs 13 mpaBmwi FQDN:

¢ Jlomennoe umsa B xomanae EHLO poskHO OBITH OCHOBHBIM HMMeHeM XocTa (primary host name — nomMeHHoe WM,
BKJIFOUEHHOE B 3anUCh A RR) uity, eciiv XoCT He UMEEeT UMEHH, - «JIOCIOBHBIMY» aJipecoM B cooTBeTcTBUH ¢ 4.1.1.1.

+ 3ape3epBUpPOBaHHOE UM IIOYTOBOTO SIIMKA postmaster MO>KeT HCroib30BaThes B komane RCPT 6e3 ykasanus nomena (cm.
naparpad 4.1.1.3) ¥ 10JIZKHO BOCIIPUHUMATBCS CEPBEPOM.

3.7 TpaHcnauus

HoctymHocts 3anmceit MX (Mail exchanger) B DNS [22, 27] u36aBnsier 0T HCOOXOJMMOCTH UCIIOJIB30BaHUS SIBHO 3aJIaHHBIX
MapIIpyToB B IMOYTOBOH cucteme Internet. C sSBHOM MapmipyTH3amiell MOYTH CBA3aHO MHOKECTBO MPOOJIEM, JETal0IINX TaKoe
UCIIOJIb30BaHUE COBEPLICHHO HexenaTtenbHbM. Kinnenram SMTP He ciiemyeT reHepupoBarh sIBHBIE MapLIpyThl source route 3a
UCKITIOUeHneM ocoObIx cutyarmid. Cepeepsl SMTP MoryT oTKas3bIBaTh B TPAaHCISAIMM WM HE BOCHPHHHUMATh COOOLICHWS B
YKa3aHHBIM OTIpaBHTedIeM MapuipyToM. OOHapyXUB MapuipyTHyto HMH(popManmio, cepsep SMTP Moxer urHopupoBarth ee 1
MIPOCTO TepeciaTh MoYTy KOHEYHOMY ajipecary, yKa3aHHOMY B ITOCJIEAHEM 3JIEMEHTE 331aHHOTO MapIpyTa (CepBepaM cJiemyeT
MOCTYIaTh UMEHHO Tak). BcTpewaroTcst ciiydan HEKOPPEKTHOTO MCIOIb30BAaHHMSA MMEH apecaToB, OTCYTCTBYIOIIMX B 3aIlUCSIX
DNS ¢ wucnons3oBaHueM INpeoOpa3oBaHUs MMEH Ha IMPOMEXYTOUHBIX XOCTaX, YKa3aHHBIX B Mapuipyre source route. [Ipm
MOBPEXACHUH 33J]aHHOTO MaplIPyTa B TAKUX CIIydasx BO3HUKAOT pobiieMbl. CyIecTBYeT HECKOJIBKO IIPUYKH, TI0 KOTOPBIM ISt
kiauentoB  SMTP  HemomycTmma reHepanusi HEKOPPEKTHBIX MapLIPYTOB SOurce route WM IyTel, B3aBHCSAIIUX OT
MOCJIEIOBATENHHOTO TPE00pa30BaHMs IMEH.

Koraa mapiipyTsl source route He UCIOB3YIOTCA, Ipouecc, onucanHblii B RFC 821 ams koHCcTpyHpoBaHus 00paTHOTO MyTH U3
MPSAMOTO, HEIPIMEHNM H 00PaTHBIN ITyTh BO BPEMsI IOCTAaBKM OYAET MPOCTO aipecoM, yKa3aHHBIM B komaHae MAIL.
Tpancmupyrommii cepsep SMTP 00buHO ompenensercs u3 3amucu MX W He SBSIETCS CHCTEMON OKOHYATEIbHOHW JTOCTAaBKH
noutsl. Takoit cepBep MOKET NPHHUMATH WX OTBEPraTh TPAHCIIIMIO MOYTH aHAJIOTHYHO BOCIIPUSITHIO WIIM OTKA3y JUIS MOYTHI
JIOKaJbHBIX TOJIb30BaTeNie. Ecin cepBep NMpUHSIT TPAHCIALHIIO, OT CTAHOBUTCS KiIHMeHTOM SMTP, opranusys kaHan nepenaqn
cnenytomemy cepeepy SMTP, ykazannomy B DNS (B COOTBETCTBHH C TIpaBHJIaMH, OTIMCAHHBIMH B TJIaBe 5), U MepenacT eMy
nouty. Ecim cepBep oTBepraeT TpaHCIISAIMIO HOYTHI TSI KAKOTO-MHO0 azipeca, eMy cjaefyeT BO3Bpamarh OTKIUK 550.
CymiecTByeT MHOXKECTBO KIIMEHTOB, IIEPEAAIOIINX HOUTY (JacTO 3TH K€ MPOrPaMMBbI CIY)KaT Ul MpHeMa ITOYTHI 110 IPOTOKOITY
POP3 mwmn IMAP), koTopble He 00eCTIEYNBAIOT MOTHYIO MOJIEPKKY TaHHOHW CIeIU(UKAINH (HaIpUMep, TToAAep)KKa odepenen
JUIsl TIocienyromell nepexaun). [y Takux KIMEHTOB OOBIYHOM NMPAaKTHKOW SIBIISIETCS OPraHU3allisl YacTHOTO COTJIAIECHHS C
CepBEpOM ISl OTIIPABKH €My BCEH TOUTHI C MEIbI0 OCIeayromei 00padoTku 1 mocraBku. Kak 06110 ormeueHo Beime, SMTP ve
SBJIICTCSl M/ICAJIBHBIM DEIICHWEeM JUIS TakMX 3ajad M paboTa CHCTEMBI ONpEIENTSeTCS CTaHIapTU30BAHHBIMH IIPOTOKOJIAMHU
MIPE/ICTABJICHUS TIOUTHI, KOTOPBIE MOTYT BpeMsl OT BPEMEHH MEHSTBCS C YIETOM PEeajlbHOTrO OIbITa. B mobom ciydae, yacTHBIH
XapakTep COIJIAIICHNS] MEX/Ty CEPBEPOM U KJIMEHTaMHU BBIBOJHT TOT BOIIPOC 3a NPeJIeNbl JAHHOH CrIeln(HKAIHH.

Baxno ormeTuts, yro 3amucu MX MoryT ykassiBaTh Ha cepBepbl SMTP, KoTOpbIe AEHCTBYIOT KaK IIIIO3bI B IPYTUE CPEbL, a HE
TOJIBKO BBIIOJIHSIOT TPAHCIISIMIO M OKOHYATENBbHBIN IPUEM ITOYTHI (M. aparpad 3.8 u rnasy 5).

Ecin cepep SMTP npunsut Ha ceOst 3a/1ady TpaHCISIIMA MTOYTHI U MTO3{HEE OOHAPYXWJI, UTO TTOJIy4aTeNb yKa3aH HEKOPPEKTHO
WM TIOYTY HEBO3MOXKHO JOCTaBUTh 10 KaKMM-JTHOO MPUYMHAM, STOT CEpBEp MOJKEH CO3/aTh YBEJIOMIICHHE O HEBO3MOXKHOCTH
nocraBky noutsl (undeliverable mail) n nepeciiate €ro OTHPaBUTETIO HEAOCTABICHHOTO COOOLIEHHS, YKa3aHHOMY B OOpaTHOM
myTH. J{s yBemomiieHus ciexyeT (10 BO3MOXKHOCTH) UCIIOJIb30BaTh CTAHIaPTHBIC (hopMarthl (CM., Harpumep [24, 25]).

3TO yBeAOMIIEHHE JJOJDKHO IOChIIaThest cepepoM SMTP ¢ XxocTa-TpaHceasTopa nitm Xocta, KOTOPbIi 00HaPy I HEBO3MOXKHOCTh
noctaBku. EctecTBeHHO, 4TO 1UIs1 cepBepoB SMTP HemomycTtMMa OTHpaBKa YBEJOMJICHHH O HEBO3MOXHOCTH JIOCTaBKU
yBeIOMJICHHH (O HEBO3MOXXKHOCTH JOCTaBKH 1MOYTh). OJTHUM M3 CHOCOOOB NPEIOTBPAIIIEHUS NIETENb IIPH TIepeiadye COOOIEHUH
00 ommOKax sBJISETCs UCIOJIb30BaHHE MYCTOW cTpoku obparHoro mytu (null reverse-path) B xomange MAIL mpu nepenaue
yBenomiieHus. [Ipu mepemaye Takoro COOOIICHUS CTPOKa 0OPAaTHOrO MyTH AOJKHA ObITh mycToil — null (cM. maparpad 4.5.5).
Komanmga MAIL ¢ mycTeiM 00paTHBIM ITyTeM UMeeT BUA: MAIL FROM: <>

Kak obcyxnanoce B maparpade 2.4.1, tpancimsitop SMTP He 00s3aH mpoBepsiTh M 00pabaThIBaTh 3arojlOBKM U TEJIO
TPaHCINPYEMBIX COOOIICHUH, a TaKKe HEAOMYCTHMBI JIIOObIe NEHCTBUS IO OTHOIICHHIO K COOOMICHHIO, 32 HCKIIIOUYCHHEM
Jo0aBeHHS K 3aroyioBKy ctpoku "Received:" (cM. maparpad 4.4) u (HeoOs3aTeNBLHOM ) TIOMBITKH 00HAPYKEHHUS MeTeNb (cM. 6.2).

3.8 NouToBbIe WnHo3bI

OrnucaHHbBIE BbIIIE TPAHCIATOPHI paboTaloT B TpaHcHopTHO# cpene Internet SMTP, onnako 3amicu MX 1 pasHbie HOpMBI IBHOM
MapHIPyTH3aIlid MOTYT IIOTpeOOBaTh HWCIONB30BAHUSA IPOMEXYTOUHBIX cepBepoB SMTP, kotopsie OymyT obecrieumBarh
peoOpa3oBaHUE MOYTHl MEXKIy pa3NMYHBIMH TPAHCIOPTHBIMHU cucTeMamMu. Kak Opmio orMedeHo B maparpade 2.3.8, Taxue
CHCTeMBI, palOTaloIMe Ha TPaHWIAX MEXIy ABYMS CHCTEMaMH TPaHCIOPTHOTO CEpBHCA, HA3BIBAIOTCSA MITIO3aMH WU
MTOYTOBBIMH IILTIO3aMHU (gateway, gateway SMTP).

[IT;mro30BaHMe MOYTHI MEXAY PA3IMYHBIMU MOYTOBBIMH cpefamu (pa3Hble pOpMaThl M IPOTOKOIBI) SBIISIETCS CIOXKHOM 3a1adei,
CTaHAAPTU3AIMS KOTOPOH Takke Hempocta. OZHAKO MOXKHO COPMYIHPOBATh HEKHE TPeOOBaHUS OOMIETO IUIaHa IS IIITF030B
Mexny Internet n IpyruMu MOYTOBBIMHU CPEIAMH.

3.8.1 Nons 3a2onoeka npu pabome co w030M

ITons 3arosoBka MOr'yT 6BITI) npu HCO6XOZII/IMOCTI/I nepenurcanbl Korja COO6H1€HI/IC NnepeaacTCs 4Yepe3 rpaHully MCEKAYy
MTOYTOBBIMHE cpeiaMu. HecMoTps Ha puBeieHHEIC B Taparpade 2.4.1 3ampeTsl JoKalbHas 9acTh aipeca IMOTydaTelss MOKET ObITh
MN3MCHCHA HUIKO30M; JOITYCKACTCs TAKKE IPOBEPKA COACPIKUMOTO IMOYTEI.
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Jlpyrre mOoYTOBBIC CHCTEMBI MPH Tepeaayde coodieHuii B Internet 4acTo UCMOIB3yIOT MOAMHOKECTBO 3aroioBkoB RFC 822 wmu
o0ecrieunBaeT MOXOXKYI0 (YHKIMOHATHHOCTh C WCIONB30BAHUEM JPYTOTO CHHTAKCHCA, HO HEKOTOPHIE M3 TAKUX MOYTOBBIX
CHCTEM He MMEIOT JKBHBasieHTa KoHBepToB SMTP. CremoBarensHO, Korga cooOmieHHe MOKHAaeT MOYTOBYIO cpeny Internet,
MOJKET TOTpeboBaThCs BKIIOUCHHE WHpOpMaIy u3 KoHBepTa SMTP B 3aromoBok cooOmieHns. Bo3MoXHBIM perieHneM Oyaer
CO3/IaHMEe HOBBIX ITOJIEH 3arojioBKa Ui mepexadyn uHpopmarun u3 kKorseprta (Hanpumep, X-SMTP-MAIL: u X-SMTP-RCPT:).
OpHako Takoe pelieHHe MOTpeOyeT M3MEHEHHUS IOYTOBBIX MPOrpaMM B UY)KOH Cpele W MOXKET MPHUBECTH K pa3riallcHUI0
yacTHOH nHpopMarmu (cM. maparpad 7.2).

3.8.2 Cmpoku Received: npu ucnosnb3o08aHuu w0308

[Ipu nepecrbuTke coobmeHus B cpeay Internet wim W3 Hee MUTIO3 AOJKEH BKITIOYHTH B 3aTOJIOBOK CBOIO CTpOKy Received:, HO
HeIOIyCTHMO MEHSTH CTpoKH Received:, yke UMeronyecs B 3arojoBKe.

[Mona Received: cooOmieHnit 3 9yKUX Cpel MOTYT HE COOTBETCTBOBAThH JaHHOH crienmdukanmm. OmHako Hanbojee BaKHBIM
ACIICKTOM HUCITI0JIb30BAHUSA CTPOK Received: sBnsercs JUarHoCTukKa c00€eB B IIOYTOBOI CUCTEME U TaKas OoTj1aiKa MOXKET ObITH
CHUJIbHO OCJIO’KHCHA HUIKO3aMH, KOTOPBIC IMBITAOTCA «UCIIPABUTL) CTPOKH Received:. I[pyrHM BaXXHbBIM aCIICKTOM 06p360TKI/I
TpaccHpoOBOUHbBIX moel u3 apyrux (He SMTP) cpen sBisieTcst To, YTO Ui MPUHUMAFOIICH CUCTEMBI HETOIMYCTUMO OTBEPraTh
o4Ty Ha OCHOBE (bopMaTa MoJIeH TPaCCUPOBKU U CJIEAYET COXPAHATh MaKCUMYM 3IPABOMBICIIHU IIPU BCTPEYEC C HeO)KHI[aHHOﬁ
uHpopmarmei uiam GpopmMaTaMu MoJIeH TPACCHUPOBKH.

[Inro3y crieyer yka3slBaTh Cpely ¥ MIPOTOKOI C MOMOIIBIO MOJIS Via B cTpoke Received, co3aBaeMblil ILTFO30M.

3.8.3 Adpecauus npu ucnosnb308aHUU WIO308

Co cTopons! Internet 1uTI03y cJieayeT BOCIPHHIMATH Bce KOPPEKTHBIE opMathl afapecoB B komanaax SMTP u 3aronoskax RFC
822, a Taxke Bce KoppekTHbIe coobmieHuss RFC 822. I'eHeprpyeMble MUTI030M aapeca U 3aroJIOBKH TOJIKHBI COOTBETCTBOBATH
NpUMEHUMBIM cTaHnapram Internet (Bkitouas nannyro crienndukanmio 1 RFC 822). 111036l OAYMHSIOTCS TEM K€ IpaBUiiaM
00paboTKM MapIIpyTOB source route, KOTOpbIe ONrcaHsl B maparpade 3.3 s apyrux cucrem SMTP.

3.8.4 [lpyaue nosisi 3a20/108K08 rpuU UCMOJ/Ib308aHUU WJITHO308

[Ir03 moJrkeH obecrieunBaTh COOTBETCTBHE TpeOoBaHMSIM Internet Bcex Imoseil 3aroloBKOB B COOOIICHHSX, NEPENaBAEMbIX B
NoYTOBYIO cpeny Internet. B wactHocTH, Bee anpeca B monsx From:, To:, Cc: ¥ T. 1. 10KHBI TPe0OPa30BBIBATECS (€CTH HYXKHO)
B cooTBeTcTBUH ¢ ciHTaKcrcoM RFC 822, 7oJ1KHbI yKa3bIBaTh TOJIBKO TTOHBIE TOMEHHBIE MMECHA U AOJIAKHBI OBITH 3()(hEKTHBHBI
1 TIOJIE3HBI IS TIEPefadydl OTKIMKOB. ANTOpUTMY, UCIIONIB3YEMOMY AJIs TpeoOpa3oBaHus moutkl Internet B apyrue dopmarsl,
ciaeayer o0ecreunBaTh JOCTaBKY COOOIICHMH 00 OmmOKax U3 4y»KOH MOYTOBOM Cpelpl 10 IyTH BO3Bpara u3 Kousepta SMTP, a
HE OTIIPAaBUTENIO, YKa3aHHOMY B mosie From: (vt apyrux mossix) 3aronoBka RFC §822.

3.8.5 KoHeepmbi npu pabome co winro3amu

[Ipu mepecwiike cooOmeHnit W3 Opyrux cpen B Internet mumo3y cjeayeT ycTaHAaBIMBaTh B KOHBEPTE IyTh BO3Bpara B
COOTBETCTBHH C a/IpeCOM BO3BpaTa COOOMIEHUH 00 OMIMOKaX, €CIM 3TOT aIpec MPEIOCTABISIETCS Yy Kol cpenoi. Ecim B wyskoit
cpeae HET 3KBUBAJIEHTHON KOHIICTIIHWH, IIUTKO3 TOJLKCH YCTAHOBUTH U UCIIOJIb30BATh HAWITYUIIICC HpI/I6JII/I)KCHI/I€ (anpec HNCXOOAHOTI'O
OTIPAaBUTEIIA COO6H1€HI/ISI Ipu OTCYTCTBUU APYTUX BapI/IaHTOB).

3.9 Pa3pbIB ceaHCOB U coeguHEHNN

Coemunenne SMTP paspeiBaerca npu nomyueHuu ot kiueHta koMadasl QUIT. Cepeep Bo3Bpamaer B OTBET Ha 3Ty KOMaHIY

TTO3UTUBHBIN OTKJIMK M 3aKPBIBACT COCMHEHHE.

s cepsepoB SMTP HeponmycTuMo npetHaMepeHHO 3aKPBIBAaTh COSTMHEHN 32 HCKIIFOUCHUEM CIIEAYIOIINX CUTYaIHii:

¢ Ilomyuenue komanast QUIT u oTknuk Ha Hee ¢ kogoMm 221.

¢ Ompenenerne HeoOxommmocTh oTkmroueHus (shut down) cepuca SMTP u Bo3Bpar xoma 421. Takoil OTKIHK MOXET
BBIJABATHCS TOCJIE TMOJMYYEHHS CepBEpOM JIO00HW KOMaHABI Wi (TIpM HEOOXOIMMOCTH) ACHHXPOHHO (HE3aBHCHUMO OT
KOMaH/[) B IPEJIIIOJIOKEHHH, YTO KIIMEHT OyJIeT IOoJIy4aTh OTKIIMK [OCIIe BBOJA CICAYIOLIEeH KOMaHIbl.

B wactHOCTH, pa3phIB COSANHEHUS CEPBEPOM B OTBET HA HEMOHATHYIO KOMAHIY SBIICTCS HapyIICHHEM JaHHOH CIeIU(pHUKAIIINL.

Oxunaercs, 4To cepBepbl OyAyT TepHUMbl K HEW3BECTHHIM KOMaHjaM, BO3Bpallas B OTBeT Ha HuX koj 500 m oxupas

JTAJIbHENIINX UHCTPYKIMH OT KJIUEHTA.

Cepsepam SMTP, xotopsie oTkmodatorcs (shut down) myTem BHEUIHEro BO3ACHCTBHSA, CJIeAyeT IBITATHCS IepeaaTh KIHEHTY

CTPOKY, comepkamryto kox 421, mo 3aBepureHns pabotsl. Kimment SMTP o0praHO Oymer monrydats kox 421 mocie mepenadn

CIIEYIOLIEN KOMaH/IbI.

Kmnentam SMTP, y3HaBIIUM O 3aKpBITHH COCIOMHEHHS, cOpoce WM APYTHMX KOMMYHHKAITMOHHBIX COOSX BCIIC/ICTBHE

HEKOHTPOJIMPYEMBIX KIWEHTOM COOBITHH, A oOecriedeHHs] yCTOHYMBOCTH TIOYTOBOM CHCTEMBI cJleayeT (3TO OTYacTh

MIPOTUBOPEUHT TAHHOH CTIEIM(HUKAINN, HO B HEKOTOPBIX CIIy4asix IPOCTO HEOOXOIMMO) TPAKTOBATh IIOYTOBYIO TPAH3aKIMIO KaK

MIPH [IOJIyYEHUH OTKIMKA 451 1 1eHCTBOBAaTh B COOTBETCTBUM C 3TUM.

3.10 NMouyTOBbIE CNUCKM U NCEeBAOHUMBbI

Xoctam SMTP caenyer moanepxuBaTh Kak MCEBJOHUMBI, TaK U CIHCKH JIJIsI 00ECTIeUeHUs] TPYIIIOBOM PACCHUTKA COOOIIECHHIA.
Korza cooluienue mocraBisieTcss WM IepechulaeTcs MO KaXIOMYy ajapecy M3 CIIMCKa, anpec Bo3Bpara B konBepre (MAIL
FROM:) noszkeH 3aMeHATHCA Ha afpec aqMUHUCTpaTopa crrcka. OTHAKO B TAKHUX CIy4asx 3ar0JIOBOK cOOOMIeHHS [32] A0/1KeH
COXPAHATHECA HEU3MEHHBIM; B YaCTHOCTHU, HE TOJDKHO MEHATHCA 110JI€ From.

OpmHUM W3 BaXKHBIX CBOHCTB MOYTOBOM CHCTEMBI SBJISIETCS MEXaHM3M JOCTABKH OTHOTO COOOIIEHHS MHOKECTBY aapecaToB 3a
cuet npeodpaszoranus (expanding unm exploding) rceBmo-aapeca B CIMCOK peabHBIX aapecoB mojy4ateseil. Korma coobmienne
TepeaeTcs Mo TaKoMy TICEBA0-aApecy (MHOT/Ia ero Ha3eBaloT exploder), KOMHs 3TOro COOOIIEHUS MepeCchIaeTCs 0 KaKIOMY
aapecy w3 cmnucka. Cepepy cJieayeT IPOCTO HCIOJIB30BAaTh agpeca M3 CIHCKA, NPUMEHEHHE HIBPUCTUKH WIH IPOBEPKH
COOTBETCTBUS U1 HCKIIOUCHHS HEKOTOPHIX aJpecoB (HAIPUMEp, OTHPABUTENS HCXOTHOTO COOOIICHHs) HACTOSTENBFHO HE
pexomenayercs. bynem HaspBaTh mceBro-anpeca crmckamu (list, mail list) mmm mceBmonmmamu (alias) B 3aBHCHMOCTH OT
crioco0a TOTyYeHHS aJPECOB U3 CIHCKA.
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3.10.1 NcegQOHUMBI

Jis mpeoOpazoBaHus TICEBIOHMMA ITOYTOBAsI MPOTPaMMa-TIONydaTellb IPOCTO 3aMEHSET B 3aroJIOBKE TICEBI0-3/Ipeca KaXIIbIM
aﬂpeCOM U3 CIIMCKa, coxpaH;m HCHU3MCHHBIMU OCTa.]'H)HyIO 4acTb KOHBepTa U TCI0 COO6HICHI/IH. HOCHG 3TOro COO6HIGHI/I$I
JO0CTaBJIAAOTCA UJIIN HCpCCBIJIaIOTCSI I10 BCEM az[pecaM.

3.10.2 Cnucku

IToutoBBle cruckm obecrmeunBaroT mepepacnpenenenne (redistribution), a He mepecbutky (forwarding) cooOmenwmit. s
npeoOpa3oBaHMsl CIMCKa IOYTOBAasl IMPOrpamMMa-TIoNlydaTelb 3aMEHsSET B KOHBEPTE IICEBO-aJpec PeabHBIMHU aJpecaMu U3
cnmcKa. Azpec BO3BpaTra B KOHBEPTE 3aMEHSETCS Ha afpec aJMHHUCTpaTopa CIHcKa (HEe OTHPAaBUTENS COOOILIEHMs), KOTOPBIH
0OBIYHO KOHTPOJIMPYET COAEPKUMOE CITUCKOB U JIOCTABKY.

4. Cneyuchukayuu SMTP
4.1 Komangbl SMTP

4.1.1 CemaHmuKa u cuHmakcuc KomaHo

Komannsr SMTP onpenensitor nepenady noutsl U QyHKIMH, 3arpalidBaeMble Mojb30BaTeneM. KomManabl npeacTaBisitoT codon
TEKCTOBBIC CTPOKH, 3aBepIIatolnuecs mocienoBarenbHocTbio <CRLF>. B xoMaHgax MoryT conmep)karscsi OyKBBI (JIATHHHUIIBI -
npum. nepes.), OTIEICHHBIC TPOOEIOM OT ITapaMeTPoB. B mensx nobIeHUs ypoBHS HHTEponepadensHocTH noxyyareny SMTP
JIOJDKHBI OBITH TEPIUMEI K ITpo0esiaM nepes; KOMaHI0i WiM repes 3aBepiuaroiieii mocienosareabHocTbio <CRLF>. Cunrakcuc
JIOKJILHOM YaCTH UMEHH ITOYTOBOTO SIIIIUKA COOTBETCTBYET COTJIALICHHUSM IPHHUMAIOLIETO CaliTa U CHHTAKCHCY, OITCaHHOMY B
naparpade 4.1.2. Komanast SMTP 06cysxnaroTcs Huxe, a paCCMOTPEHHUIO OTKIIMKOB MOCBSIIICH maparpad 4.2.

[MTouroBas TpaH3aKIMs BKJIIOYAET HECKOJIBLKO OOBEKTOB JIAHHBIX, MCIIOJIb3yEMbIX B KaueCTBE apryMEHTOB Pa3iIMYHBIX KOMAaHI.
OOpatHsIii myTH (reverse-path) siBisiercss aprymentom komannsl MAIL, npsimoit mytu (forward-path) — aprymentom RCPT, a
JlaHHbIe — apryMeHToM komauabl DATA. DTu apryMeHTbl WM OOBEKTHI JAHHBIX JOJDKHBI MEepeaBaThCsl U COXPAHSTHCS JI0
3aBepIleHUs] TIpeMa JaHHBIX, YKa3bIBAIOIIMX OKOHYAHWE MOYTOBOM TpaH3akUMU. [Isi KaXAOro THMa NAHHBIX (MIPSAMOM U
0oOpaTHBIM MyTh W TOYTOBBIC JAHHBIC) HMCIIONB3YIOTCS pa3nuuHble Oydeprsr. KoHKpeTHass koMaHZa MPHUBOIUT K T0OABICHUIO
(append) uH(bOpMAIHIO B KOHEII COOTBETCTBYIOIIETO Oy(epa Mtk IPUBOIUT K CO3TaHHIO OTHOI'O MIIA HECKOJIbKUX Oy(dhepoB.
Hexoropsie xomangsl (RSET, DATA, QUIT) He monmepkuBaroT mapaMeTpoB. B oTcyTcTBHE crienmn(MUecKiX pacIInpeHui,
MpeIaraeMbIX CEPBEPOM U TIPHHUMAEMBIX KJIMEHTOM, JUIs TIOCICHUX HETOIyCTHMO Tepe/laBaTh NapaMeTphbl TAKUM KOMaH/IaM,
a cepBepy cJeayeT OTBEpraTh KOMaHIbl KaK B CIydasix HEKOPPEKTHOTO CHHTAKCHCA.

4.1.1.1 PacwupeHHoe npusetcteue (EHLO) unu cranpaptHoe npusetcteue (HELO)
DT KOMaHAbl UCHOJb3ytoTcs i npenctaBieHus: SMTP-kiauenta cepsepy SMTP. Ilone apryMeHTOB COAEPKUT MOJTHOE
JoMeHHoe uMs knueHta SMTP, ecnmu Takoe mMs cymectByeT. B Tex cmydasx, xoraa kaueHT SMTP He umeer 3Haummoro
JIOMEHHOTO MMEHH (HalpuMep, NMpu ITUHAMHYECKOM BBIISIICHUH aJPEeCOB M HEIOCTYITHOCTH OOpaTHOro IMpeoOpa3oBaHus),
KIIMEHTaM CJIedyeT TepeaBath TOCIOBHBIN anpec (cM. maparpad 4.1.3), 3a KOTOPBIM MOXKET CJIe0BaTh HH()OPMAIIMOHHOE T0JIE,
MTOMOTAOIIEee HICHTU(PHUIIUPOBATh KIMEHTCKYI0 cuctemy. CepBep SMTP mpezacrarisier ce0st KJIMEHTY B JaHHOM COCIMHEHHU C
MOMOIIIBIO OTKIIMKA Ha KOMaH Ty IPUBETCTBHUSL.
Kmuenram SMTP crnenyer HaumHath ceccuto SMTP ¢ momomipio komannsl EHLO. Ecmu cepsep SMTP mopnmepkuBaer
pacimpenHsbie cy:x0b1 SMTP, oH OyeT nepenaBaTh MO3UTHBHBIN OTKITHK, COOOIIEHHE 0 cO0e win coobieHue 00 ormmoke. Eciu
cepep SMTP (B HapymeHnue qaHHOW crienM(HUKANNN) HE MOIICPKUBACT HUKAKOTO pacmupeHHoro cepsuca SMTP, on Oynmer
TCHEPUPOBaTh B OTBET coobmieHne 00 ommoOke. Crapbie kimeHTel SMTP Moryr (kak 0OCYXIaqoCh BBIIIE) HCIOJIB30BATh
komangy HELO (B cootBerctBuu ¢ RFC 821) B3amern EHLO, cepseps! Aoxubl onaepxkuBate komanasl HELO u maBate Ha
HUX TIPaBWIBHBIA OTKIMK. B 1000M ciydae KIHEeHT J0JkeH ucnonb3oBaTh koManay HELO wnmu EHLO no Havana mo4toBoi
TpaH3aKIIH.
O1r KoMaHb! U OTKIMKH 250 OK Ha HUX MOATBEPKAAIOT, YTO KIUEHT U cepBep SMTP HaxonsaT B HAYATbHON CTauH, B KOTOPOI
HET BBIOJTHAEMBIX TPAH3aKIHIA, a BCE TAOIHUIIBI COCTOSHIA 1 Oydepa emie MycCThIe.
CunTaKcuc:

ehlo "EHLO" SP Domain CRLF

helo = "HELO" SP Domain CRLF
OO6braHO B oTBeT Ha kKomMaHay EHLO Bo3Bpamaercss MHOTOCTPOYHBIN OTKIMK, KaXKIas CTPOKAa KOTOPOTO CONEPKHUT KIFOUCBOE
CJIOBO M MOKET BKJIFOYATh OAWH MIJIM HECKOJBKO IapaMeTpoB. B cooTBeTcTBHM C TpeOOBaHMAMHU K HOPMAIEHOMY CHHTAKCHCY
MHOTOCTPOYHBIX OTKJIMKOB KITFOYEBHIC CIIOBA CICAYIOT mocie koma 250 m geduca (uis Bcex CTPOK, KpoMe TMOCIEAHEH) M
npobena (B mocnenHel cTpoke). Himke mpuBeneH mpuMep MO3UTUBHOTO OTKIIMKA C HCToNb3oBanneM HoTanui ABNF u cumBosioB
3aBepiueHus [8]:

ehlo-ok-rsp = ( "250" domain [ SP ehlo-greet ] CRLF )
/ "250-" domain [ SP ehlo-greet ] CRLF
*( "250-" ehlo-line CRLF )
"250" SP ehlo-line CRLE )
ehlo-greet = 1*(%d0-9 / %d11-12 / %d14-127)
; CTpoKa CHMMBOJIOB, He conepxamasa CR wmam LF
ehlo-line = ehlo-keyword *( SP ehlo-param )
ehlo-keyword = (ALPHA / DIGIT) * (ALPHA / DIGIT / "-")
; IOIOJIHUTEJIBHEM CHMHTakcuc ehlo-params B 3aBucuMocTu oT ehlo-keyword
ehlo-param = 1*(%d33-127)

; JuoOble CMMBOJIEL, BkJouas <SP> m ynpaensgiomme xomsl US-ASCII (0-31)
Xorts B komanae EHLO MoxxHO ncnons30Bath M00yl0 KOMOMHAMIO CTPOYHBIX M IPONHMCHBIX OYKB, KOMaH/a BCET/a A0JIKHA
pacrniozHaBaThcs M 00padateiBaThesi kak EHLO (3arnaBHble OyKBBI) — 3TO IPOCTO paclIMpeHue MpakTHKy, ykazaHHoi B RFC 821
n naparpade 2.4.1.

4.1.1.2 Havano TpaH3akuuu (MAIL)
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Orta KoOMaHJa CIIYXHUT 11 WHUOHUHWPOBAHUA MOYTOBOM TpaH3aKIHuH, B KOTOpOﬁ TOYTOBBLIC JAHHBIC JOCTABJIAIOTCA Ha CEPBEP
SMTP, xoTOpEIii, B CBOIO OYepenb, AOCTABISET MOYTYy B ONWH WM HECKOIBKO IOYTOBBIX SIIWKOB WM TIEperacT ee APYyroi
MTOYTOBOH crcTeMe (BO3MOXKHO, ¢ ucmoibp3oBanneM SMTP). Ione aprymMeHTOB conepXuT 00paTHBINA My Th (reverse-path) n Moxer
BKJIFOYATh JIOMOJHUTENBHBIE TTapaMeTpsl. B obmiem ciydae komanna MAIL MoeT niepenaBaThCs TOJIBKO B CITydasX OTCYTCTBHS
He3aBepIICHHBIX OYTOBBIX TPaH3aKIHH (cM. maparpad 4.1.4).

OOparHBIii MyTh yKa3blBae€T IOYTOBBIA SIIMK OTNPABUTENS. B CHily MCTOPHYECKMX NPUYMH IIOYTOBOMY SIIUKY MOXKET
TIPEAIIECTBOBATh CIIMCOK XOCTOB, HO TaKas MpaKTHKa B HacTosmiee Bpems ocyxmaercs (cMm. Ilpunoxenne C). B HekoTOpbhIX
THMAaxX COOOIICHNI-OTYETOB, OTKJIMKH Ha KOTOPBIE MOTYT IOpPOXIATh IETIAHM (HAarmpuMmep, yBEJIOMIICHHS O JOCTaBKe WIIN
HEBO3MOKHOCTH JTOCTABKH) ITOJIe 0OPAaTHOTO My TH SABIIIETCS ITyCTHIM (cM. maparpad 3.7).

Ota KomaHza ouninaer Oydepsl 0OpaTHOro IyTH, NPSIMOTO MYTH W IOYTOBBIX JAHHBIX, a TAKKE IOMEIIaeT HH(OPMaUIo 13
KOMAaHJIHOH CTPOKH B Oydep 00paTHOTO My TH.

Ecnu cornacoBaHo HCIIOJIB30BaHNE PaCcUIMPEHHOTO cepBHca, komManaa MAIL MoxeT conepKaTh IOMOIHUTEIBHBIE ITapaMeTphl.

CuHTaKCHuC:
"MAIL FROM:" ("<>" / Reverse-Path) [SP Mail-parameters] CRLF

4.1.1.3 Nony4atens (RCPT)
OTa KOMaH/a CITy>KHUT JUIS HASHTU(PUKAINK OTISITBHOTO MTOJTydaTesis HOUYTOBBIX TaHHBIX; TPH HEOOXOAMMOCTH 33/1aTh MHO)KECTBO
MoJTyJaTtesiel KoMaHJa TOBTOPSETCS COOTBETCTBYIOIIEE 4HciIO pa3. [lome apryMeHTOB COAEPXKHUT HPSIMOH MyTh M MOXET
BKJIIOYATh JAOMOJIHUTENbHBIE TapaMeTpBL.
[IpsiMoit myTh OOBIMHO YyKa3bIBaeT IOYTOBBIA SIIMK mojydarens. llepeparomuMm cucreMaM He cJeAyeT TeHEepUpoBaTh
JIOIIOJIHUTEIIFHBIA CIIMCOK XOCTOB, M3BECTHBIM Kak source route (MapuipyTusauus oTrnpasuresieM). [IpHHUMaroIe cucTeMbl
JOJIKHBI PAacIiO3HABaTh CHUHTAKCUC source route, HO MM CJIeIyeT BbIpe3aTh CHElU(HUKALMIO0, HCIONb3ys JIOMEHHOE WM,
CBSI3aHHOE C TIOYTOBBIM SIIHKOM, Kak OyJITO OTITpaBUTEh BOOOIIE HE 3a1aBall MapIIpyTa.
[Togo0HO 3TOMY TpaHCIsITOpaM cJieayeT MpPOIyCKaTh MM MCHOPHPOBATH source route, a MMeHa HeJOIYCTHMO KONHMPOBATh B
nose obparHoro myTtu. Koraa modra mpuxoJuT K KOHEUHOMY azapecary (IpsiIMOW IIyTh COAEPIKUT TOJBKO IOYTOBBIN SIIMK
noyuarenst), ceppep SMTP nomeniaer cooO1ieHne B MOYTOBBIN AMIMK afpecaTa B COOTBETCTBUH C MPUHATHIMU COTJIALICHHUAMH.
Haan/IMep, To4Ta, oJIydCHHas TpaHCJIATOPOM XyZ.COm U COJZCprKallasd B KOHBEPTEC KOMaHAbL

MAIL FROM:<userx@y.foo.org>

RCPT TO:<@hosta.int,@jkl.org:userc@d.bar.org>
OOBIYHO Oy/IeT TIepechlIaThCS HeTIOCPEICTBEHHO Ha XOCT d.bar.org B KOHBEpTE ¢ KOMaHIaMH

MAIL FROM:<userx@y.foo.org>

RCPT TO:<userc@d.bar.org>
Kak ykazano B [Ipunoskeann C, XOCT XyZ.cOm MO3KeT Takke TPAHCIMPOBATh MOYTY Yepe3 APYroi XOCT, UCTIONIB3Yys B KOHBEPTE
KOMaH/IbI

MAIL FROM:<userx@y.foo.org>

RCPT TO:<@hosta.int,@jkl.org:userc@d.bar.org>
i (i TpaHcim gepes jkl.org)

MAIL FROM:<userx@y.foo.org>

RCPT TO:<@jkl.org:userc@d.bar.org>
ITockonbKy XOCTBI HE 00sI3aHBI TPAHCIMPOBATH MTOYTY, XyZ.COM MOXKET OTBEPTHYTh COOOIIeHNE IpH noydeHnn komanasl RCPT,
HCTONB3Ys OTKIHK 550 (0TKa3 B COOTBETCTBUH C MCIONB3YEMBIMH MTPaBIIIaMH - policy reason).
Ecnm cornmacoBaHo MCIIOIb30BaHKE PACIIMPEHHOTO cepBrca, komanna RCPT Moxer Taxke BKIIFOUATh apaMETPhl, CBA3aHHBIE C
OT/ENBHBIM THIIOM CEPBHCHOTO PACIIMPEHMs, IpelaraéMoro cepsepoM. Uil KIIMEeHTa HeJONMyCTHMA Iepeaada mapaMeTposB,
KpOMe TeX, KOTOpPbIE CBA3aHBI C PACIIUPEHUEM CEPBHUCA, IPEUIOKEHHBIM cepBepoM B oTkinrke EHLO.

CHHTaKCHC:
"RCPT TO:" ("<Postmaster@" domain ">" / "<Postmaster>" / Forward-Path) [SP Rcpt-parameters] CRLF

4.1.1.4 DaHHbie (DATA)

[Monyuarens 0ObMHO BoO3BpaiaeT oTKIMK 354 Ha komanay DATA u mocne 3Toro TpakTyeT AaibHEWIIe CTPOKU (CHMBOJIBHBIC
nocnenoBareabHOCTH, 3aBepmaromuecs: <CRLF>, kak cka3ano B 2.3.7) Kak TOYTOBBIC JaHHBIE OT OTIpPABUTENS. DTa KOMaHIIa
nobaemsier (append) moyToBbIC JaHHBIC B KOHEN Oydepa moutsl. JaHHbIC MOTYT BKIIFOYATH J100bIe 13 128 cumBosioB ASCII, xoTst
OTIBIT TTOKA3bIBACT, YTO MCIIONB30BaHME yIpasistomux cuMBoiioB (kpome SP, HT, CR, LF) MoxeT BBI3bIBaTh IPOOIIEMBI, IOATOMY
ciIexyeT u30erath TAaKHMX CHMBOJIOB.

JlaHHbIE 3aBEPIIAIOTCS CTPOKOH, COEprKalel TOIBKO TOYKY M MOCIIEIOBATEIFHOCTh 3aBEPIIECHHS CTPOKHU (B ITOTOKE CHMBOJIOB
at0 6ymer <CRLF>.<CRLF>, cm. maparpad 4.5.2). Ormerum, uto mnepBas nocnepoBarensHocTh <CRLF> Ha camom nene
3aBepIIaeT MOCIIEAHIOI CTPOKY MOYTOBBIX JTAHHBIX (TEKCTa COOOIICHUs) WK (TIPH OTCYTCTBHH AaHHBIX) — KOMAHIHYIO CTPOKY
DATA. HeponycTtumo nobaBieHune JTUIIHHX mocienoBarenbHocTeli <CRLF>, mockombky 3T0 OyaeT MpHUBOIUTH K BCTaBKE
ITyCTOH CTPOKM B cooOImIeHNe. EMMHCTBEHHBIM HCKITIOUEHHEM 3 3TOTO MpaBmiIa sBsieTcss 00paboTKa cooOIeHn , nepenanHbIX
HACXOIHOMY OTHpaBUTENMO0 Oe3 3aBepmaromieid mocmepoBarensHocTn <CRLF> B mocienHelt cTpoke, B TaKMX CIydasx
OTHpasystomas coodmenue cucteMa SMTP mo/kHa OTBEprHyTh COOOIIEHHE KaKk HEKOppekTHoe mian mobaButs <CRLF> B
KOHIIe, YToOBI mprHIMarotIiii cepsep SMTP cmor 3adukcupoats yenosue end of data (koHer cooOrieHwst).

Hcnonb3oBanue CTPOK, 3aBEPIIAIONIMXCS OMMHOYHBIM cuMBONOM <LF>, xak 310 mpuuATO B HekoTophix UNIX-cucremax,
TIOPO’KAAET 3HAUUTEIBHO OOJbIIE MPo0JieM, HeXenn pemmaet 1 11t cepsepoB SMTP Takoif monxon HeAOMyCTHM, TaKe BO UM
TIOBBIIICHNST OTKa30yCTOWYMBOCTU. B wacTHOCTH, nocnenoBarenbHoct <LF>.<LF> (mepeBon cTpoku 6e3 Bo3Bpara KapeTKH)
HeJOIYCTHMO TPAaKTOBATh Kak 3KBUBaJIeHT nocienoBarenbHocTd <CRLF> <CRLF> miis1 3aBeplieHus: NOYTOBBIX JaHHBIX.
[Nonyyenue nHAMKaTOPa 3aBEPIICHNS JaHHBIX TPEOYeT OT cepBepa 00pabOTKH COXpaHEHHOM MH(POPMALIUK JUIs TaHHOM [TOYTOBON
Tpan3akiyy. [1pu 310# 06paboTKe UcIoNb3yeTcs coaepxkuMoe OydepoB mpsiMoro n 0OpaTHOTO MyTH, a Takke Oydepa TaHHBIX.
[To 3aBeprrennn koMaHgwl Oydepbl ounmarorcs. Eciu o0paboTka KOMaHIBI 3aBEpIIMIIACH YCIEIIHO, MOJy4areib J0JIKeH
nepenath otkink OK, a npu Heyaaue — OTKIMK O HeyAauyHou momnbiTke. Mogens SMTP He fommyckaeT 4aCTUYHBIX OTKA30B Ha
3TOM 3TaIle — COOOIIEHNE WM BOCTIPHHUMAETCS CepBEPOM JUTSI JOCTABKU C BO3BPATOM IO3UTHBHOTO OTKIIMKA, UM COOOIICHHE HEe
MIPUHAMAETCS M CEpBEp BO3BpalllaeT HEraTWBHBIA OTKIMK. [Tociie mepenauu MO3WTHBHOTO OTKJIMKA HA 3aBEpLICHHE MpHEMa
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JIAaHHBIX CepBep NPHHUMAET Ha ceOsl MOJHYIO OTBETCTBEHHOCTh 32 3TO coobuieHue (cM. maparpad 6.1). Ilpu oOnapyxeHnn
ommOOK BIOCIICACTBIH J0JLKHBI TIEPEIaBaTHCS TIOUTOBIC YBEIOMIICHHUS O HUX, KaK CKa3aHO B maparpade 4.4.

Korma cepsep SMTP BocnpuHnmaer cooOmieHne Uil TPAaHCISIWM WM OKOHYAaTeNbHOW JOCTaBKHM, OH ITOMEIIAcT
TPacCHUPOBOUHYIO 3amich (trace record), KOTOPYFO TakXke Ha3bIBAIOT time stamp line (CTpoka ¢ BpeMEHHOH METKOI) WM CTPOKa
Received B BepxHe#l 4YacTW IOYTOBBIX JAHHBIX. JTa 3allUCh IIOKa3bIBaCT XOCT, MEPENABIIMK COOOIIEHUE, XOCT-TIPHEMHHUK
(cepBep), a Taxke maTy ¥ BpeMs IpueMa cooOmeHus. TpaHCIMpyeMble COOOIIEHUsI MOTYT COAEpKaTh Ha (DMHAIBLHOM 3Tare
MHOKECTBO TPACCUPOBOYHBIX 3anuceil. JleTaibHoe onrcanue TPaCCUPOBKH M CUHTAKCHCa 3alicel MpUBoaUTCs B aparpade 4.4.
JonomaurenpHyto nHGopManuio o oopadorke koman DATA MosxHO HaliTh B maparpade 3.3.

CHHTaAKCHC:
"DATA" CRLF

4.1.1.5 C6poc (RSET)

OTa KOMaH/ia CITy)KHT JIIsl TIPephIBaHMs TEKyIel MOYTOBON TpaH3akIMu. Bce coxpaneHHble B Oydepax NaHHBIC TOJIKHBI ObITh
oTOpomieHsl ¢ ouncTkoi Oydepos. [IpuHuMaromas cropoHa B orBer Ha koMaHnmy RSET mepemaer otkmmk 250 OK 6e3
JIONIOJHUTENBHBIX apryMeHToB. Komanny RSET kimeHT Mo)keT BBOJUTH B JII000 MOMEHT TpaH3aKIMU. JTa KOMaH/a SBISIeTCs
skBuBaieHToM NOOP (He BBINOMHSETCS HUKAKUX JIEWCTBUIT) Ipu BBeaeHHu cpasy nocie EHLO, no mepBoro ucnosib30BaHus
EHLO B nanHOM ceaHce, MOCJI€ 3aBEPIICHUS M MOATBEPKACHUS Mepeadyd JaHHBIX WU HEMOCPENCTBEHHO Mepen KOMaHIO0u
QUIT. Hns cepsepoB SMTP HepomycTHMO 3aKpbIBaTh COSAMHEHME B pe3yibraTe nomyueHus koMmanasl RSET — nns paspsiBa
coenuHenus ciryxuT komanaa QUIT (cm. maparpad 4.1.1.10).

IMockonbky obpabdotka komang EHLO TpeOyeT HEKOTOPBIX ITOMOJHHUTEIBHBIX ONEpalkii Ha CepBepe, UCIOIb30BaHUE KOMAH/IbI
RSET o06514n0 6011€e 3¢pdexrrnBHO, ueM moBTopHEIH BBoA EHLO, X0Ts popmanbHas ceMaHTHKa KOMaHI OIMHAKOBA.
CyLIecTBYIOT 00CTOSITENbCTBA (HEKOHTPOJIMPYEMbIE AaHHOM crenudukanueii), mpu kotopbix ceppep SMTP moxer nonyyurth
WH]IMKAIMIO pa3pbiBa WK cOpoca coelnHeHNs Ha HipkenexameM ypoBHe TCP. s coxpaHeHHs 0TKa30yCTOHYMBOCTH TOYTOBBIX
cucreMm cepsepam SMTP caexyer ObITh TOTOBBIMH K TaKUM CHUTYaIlMsIM M TpakToBaTh MX Kak noiydenue komanas! QUIT mo
MOTEPH COCMHEHMS.

CuUHTaKCucC:
"RSET" CRLF

4.1.1.6 Npoeepka (VRFY)

OTa KOMaHJa NMPOCUT MOATBEPAUTH APTyMEHTHI, MICHTU(UIMPYIONIHE MOJIb30BaTesd WIM MOYTOBBIA sAuK. Ecmu 310 MMA
TI0JIL30BATEIs], BO3BPAILACTCS MH(POPMALIUsI B COOTBETCTBHY C OIIMCaHUEM B naparpade 3.5.

JlanHas KOMaH/1a He BO3AEHCTBYET Ha coepkuMoe Oy(hepoB 00paTHOTO U MPSMOTO MyTH, a TaKkkKe Oydepa TaHHBIX.

CHHTaKCHC:
"VREFY" SP String CRLF

4.1.1.7 NpeobpasoBatb cnucok (EXPN)

Ota KOMaHJa MPOCUT MOATBEPAUTL apryMCHTHI, I/IHGHTI/Iq)I/ILlI/Ip}IIOH.II/Ie CIIUCOK PACCBIIIKH U (HpI/I HaJIMYUH YKA3aHHOT'O crmcxa)
BO3BpAIaeT CITUCOK WieHOB. [Ipn ycrenmHoM 3aBepieHu KOMaH/Ibl Bo3BpamniaeTcs HHGOopMaus, onrcanHas B maparpage 3.5.
ITOT OTKIIHK 6y,H€T COACPIKATb MHOXKECTBO CTPOK 3d UCKIIFOYCHNEM TPUBUAJIBHBIX CITYYacB CIIMCKA C OAHUM apECOM.

JlaHHas KOMaH/1a He BO3ICHCTBYET Ha coepxkuMoe OydhepoB 00paTHOTO U PSMOTO MyTH, a TaKkKe Oydepa TaHHBIX.

CHHTaKCHC:
"EXPN" SP String CRLF

4.1.1.8 CnpaBka (HELP)

IIo »stoMt KOMaHJ€ CCEpBCPp BO3BpAIACT KPATKUEC CIPABOYHBIC CBCIACHUA O KOMAaHJAaX W apryMeHTax. KOMaH,Ha MOKET
HCIOJIb30BATh B KAY€CTBC apIryMCHTA UM JI[pyl“Oﬁ KOMaH/bl UL TOJTYYUCHU S COOTBGTCTByIOIl[CfI CITPABKH.

JlanHast koMaH/1a He BO3/ICHCTBYET Ha coiepkumoe Oy(hepoB 00paTHOro 1 IPSIMOTO ITYTH, a Takke Oydepa JaHHBIX.

Cepsepam cirexyet noanepskusats komanxy HELP 6e3 apryMeHTOB 1 MOSKHO T10JIepKUBaTh KOMaHIy C apryMEHTaMu.

CHHTaAKCHC:
"HELP" [ SP String ] CRLF

4.1.1.9 NycTtas onepauusa (NOOP)

Orta KOMaHJa HE BIHSET Ha COJACPKUMOE OY(epoB M BHIIOJHCHUC BBCACHHBIX paHee kKoMaHI. [lo KOMaHJE cepBep MPOCTO
nepenaet otk OK.

JlaHHasi KOMaHa HE BO3JCHCTBYET Ha COACPKUMOE Oy(hepoB 0OpaTHOTO M MPSMOIO IyTH, a Takke Oydepa JaHHBIX U MOXKET
BBOJIUTHCS B JIF000H MoMeHT. [Ipy HamM4uK y KOMaH bl MAPaMETPOB CEPBEPY CJIeAyeT UTHOPUPOBATH UX.

CHHTaAKCHC:
"NOOP" [ SP String ] CRLF

4.1.1.10 3aBepLuieHune pabotbl (QUIT)

[Tony4us 5Ty KOMaHIy cepBep X0JKeH BO3BpaTHTh OTKIHK 1 OK 3aKphITh KaHAIT Iepeaayn.

Jlyis cepBepa HETOIYCTHM TIPETHAMEPCHHBIN pa3phbiB cOeTUHEHUS, 10 nonydeHus komaHabl QUIT u oTkirka Ha Hee (axe mpu
BO3HUKHOBCHHHU OH_II/I6OK). Ecin COCAMHEHHUE 3aKPBITO MPEKICBPEMCHHO B HAPYHICHUC CKAa3aHHOI'O BBIIIC WJIM B PE3YJIbLTATC
CeTeBOro cO0si, CepBep J0JDKEH PEepBaTh BCC HE3aBEPIIICHHBIC TPAH3AKIIMY, HE OTKA3bIBAsICh OT BBHIMOJHCHHBIX TPAH3aKIMHI, U (B
olmieM ciydae) JI0JKeH JEHCTBOBATh KaK IMpH MOJMydeHHH HH(opManuu o0 OmmOKe BO BpPEeMs BBIIOIHEHHMS KOMaHIBI MIIN
TPaH3aKIHH (T. €., OTKIHK 4yZ).

Komannma QUIT MoskeT ObITh BBEZICHA B JIIOOOH MOMEHT.

CHHTAKCHC:
"QUIT" CRLF

4.1.2 CuHmakcuc apaymMeHmMoe KomaHo
Hipke npuBeieH CHHTAKCUC IIOJed apryMEHTOB NEPEUYMCIICHHBIX Bblle KOMaHJ (110 BO3MOXKHOCTH, CIEIyeT IOJb30BaThCs
CHUHTAaKCHCOM, OIMCaHHBIM B pabote [8]). HexoTopsle 13 npuBeIeHHBIX HIXKE BAPUAHTOB HCIIOJIB3YIOTCS TOJIBKO C MapIIpyTaMu
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source route, kak omucano B [Ipunoxxennn C. O6o3HaueHus, He ompeneneHHsie 3aeck (Tnma ALPHA, DIGIT, SP, CR, LF,
CRLF), onmcansl B pabote [8] (rmasa 6) wm [32].
Reverse-path = Path
Forward-path = Path
Path = "<" [ A-d-1 ":" ] Mailbox ">"
A-d-1 = At-domain *( "," A-d-1 )
; oTMeTuM, UYTO »Ta dopmMa, HaszeBaeMmas source route",
; BOJIXHA I[PMHMMATBLCH, €€ He cJenyeT I'eHepMpOBaThb M ClemgyeT MI'HOPMPOBATH.

At-domain = "@" domain
Mail-parameters = esmtp-param * (SP esmtp-param)
Rcpt-parameters = esmtp-param * (SP esmtp-param)
esmtp-param = esmtp-keyword ["=" esmtp-value]
esmtp-keyword = (ALPHA / DIGIT) * (ALPHA / DIGIT / "-")
esmtp-value = 1*(%d33-60 / %d62-127)

; JIOOBIE CHMMBOJIBL KpoMe =, SP u ynpaBJsaolMX KOIOB
Keyword = Ldh-str
Argument = Atom
Domain = (sub-domain 1* ("." sub-domain)) / address-literal

sub-domain = Let-dig [Ldh-str]

address-literal = "[" IPv4-address-literal /
IPv6-address-literal /
General-address-literal "]"
; CMm. nmaparpad 4.1.3
Mailbox = Local-part "@" Domain
Local-part = Dot-string / Quoted-string
; PEeruCTP CHMBOJIOB MOXET pPas3JIMuaThbCs

Dot-string = Atom * ("." Atom)

Atom = l*atext

Quoted-string = DQUOTE *gcontent DQUOTE

String = Atom / Quoted-string
XOTs B IPUBEJCHHOM BHIIIE ONMCaHny TpeboBanus Kk Local-part OTHOCHTENIBHO IHOEpaNbHBI, XOCTaM, IIPHHIMAIOLIINM II0UYTY
cieayer u30eratb OpraHM3alyy MOYTOBBIX SIMKOB, Ul KOTOpIX Local-part TpeOyer (wim ucnonssyer) dopmy Quoted-string
WIN Pa3IndaeTcst pErucTp CUMBOJIOB. st oOBIX 3a1a4, TpeOyIOIMX IeHepaluy Win cpaBHeHus nojiel Local-part Bce Gopmer
Quoted-string TOKHBI TPAaKTOBAThCS KaK JKBHBAJICHTHbIE U TEPEAAIOIIMM CHCTEMaM cieayeT (opMy, HCHONB3YIOIIYIO
MHHUMAaJbHOE KBOTHPOBaHHE.
HenonycTumMo ompenensiTh MOYTOBBIE SIIUKH TakUM 00pa3oM, uroOsl B SMTP TpeGoBasiock MCIONB30BaHHE CHMBOJIOB, HE
Bxosmx B Ha0op ASCII (cHMBOJIOB, HCIIOJB3YIOMINX 8-OMTOBYIO KOAMPOBKY) iy yrpasisironmx kogoB ASCII (necsruynbie
3HayeHus 0-31 u 127). Takue CHMBOIBI HeAOMYCTHMO HcTonb3oBaTh B KomMaHgax MAIL m RCPT wm apyrux xomanzax,
COZIepIKAIINX UMEHA MOYTOBBIX SIIUKOB.
OtmernM, 9To 00paTHBIH cimdmr (\) OTHOCHTCS K CHMBOJAM KBOTHPOBAHHS, HMCIOJB3YEMBIM IJISi WHAWKAINN OYyKBAJIEHOTO
(literally) wucrmonp3oBaHMs CcreIyONIEro CHMBOJA (B3aMeH OObIYHON wHTeprnperanuu). Hampumep, 3amuchk "Joe\,Smith"
cootBetcTByeT “Joe, Smith”, T. e. 3amsTas mocne 3Haka \ TpaKTyeTcsl UMEHHO KaK 3aIlsiTast, a He CIICIHaIbHBIA CHMBOI.
s obecriedenrst HHTEpOTIepabebHOCTH B COBMECTUMOCTH ¢ DNS B MMEHOBaHWHW U TIPUIIOKEHHUSAX (CM., HanmpuMmep, maparpad
2.3.1 6a3oBoro cranmapta DNS - RFC1035 [22]) HegomycTHMO BKJIIOYATh B METKH TOMEHHBIX UMCH IS KIIMCHTOB U CEPBEPOB
SMTP Hukakue CHMBOJIBI, Kpome OyKB NatuHHUOBL, mudp u medmca. B wactHOCTH, cuMBON momuepkuBaHusa (underscore)
ucrionb3oBarh Henb3st. Cepepel SMTP, mosyuaronme KOMaHIbl ¢ HEKOPPEKTHBIMH CHMBOJIAMH (NP OTCYTCTBHH JPYTHX
TIPUYMH T 0TKa3a) J0JIKHbI OTBEPraTh TAKNE KOMaHbI C BO3BpaToM OTKiIMKa 501.

4.1.3 «[JocnoeHble» adpeca

WHoraa XoCT He 3HAeT JOMEHHOTO MMEHH M ITOYTOBAs CBS3b (B YACTHOCTH, Iepeaada cooOImeHnii 00 ommokax) Giokupyercs.
Jnst pernenust 510l mpoOiieMbl B KauecTBE aIbTEPHATHUBHI JJOMEHHOMY MMEHH MOXET HCIIOJIB30BAThCS CIEHHanbHas (opma
anpeca (literal address). Imst anpecos IPv4 sta dopma ucmons3yer gecatiuaHoe mpeacTaBieHue OaiitoB [P-anpeca ¢ pasgenenuem
TOYKaMH. AJIpeca 3aKII04al0TCs B KBaJjpaTHble CKOOKHM (Harpumep, [123.255.37.2]), kotopblie roBopsT 00 HCIIOJIb30BaHUH aJ[peca
[Pv4 B mecsTMYHOM TpencTaBlIeHUH C paszieneHueM Toukamu. st IPv6 m npyrux dopm aapecanmy, KOTOpsle MOTYT OBITH
BIOCJICICTBUM CTaHAAPTH30BaHBI, (OpMa BKIIIOYACT CTAHIAPTU30BAaHHBIA Ter, WICHTU(GHUMPYIONMHA CHUHTAKCUC ajpeca,
nBoerodne (1) 1 coOCTBEHHO azpec B hopMmare, 3aJaHHOM cTaHaapToMm [17].

B uacTHOCTH, HCTIONB3YIOTCS CIIEAYIOIIIE BAPUAHTHL:

IPv4-address-literal = Snum 3("." Snum)
IPv6-address-literal = "IPv6:" IPv6-addr
General-address-literal = Standardized-tag ":" l*dcontent
Standardized-tag = Ldh-str ; mospxeH OHTH CcTaHmapTmu30BaH B RFC m 3apermcrpupoBaH IANA
Snum = 1*3DIGIT ; zmecsaruuHoe uejioe or 0 mo 255
Let-dig = ALPHA / DIGIT
Ldh-str = *( ALPHA / DIGIT / "-" ) Let-dig
IPv6-addr = IPv6-full / IPv6-comp / IPvev4-full / IPv6v4d-comp
IPv6-hex = 1*4HEXDIG
IPvo-full = IPvo-hex 7(":" IPv6-hex)
IPv6-comp = [IPv6-hex *5(":" IPv6-hex)] "::" [IPvo-hex *5(":"
IPv6-hex) ]
; :: IpencTaBJigeT 10 KpaMrHel Mepe 2 16-0OMTOBEHX IIOCJIEIOBATEJIBHOCTU HYJIEn
; B IOIOJIHEHME K :: MOXET IIPUCYTCTBOBATbL He OoJjiee 6 TPy
IPv6ov4-full = IPv6-hex 5(":" IPv6-hex) ":" IPv4-address-literal
IPv6v4-comp = [IPv6-hex *3(":" IPv6-hex)] "::"
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[IPvo-hex *3(":" IPvo6-hex) ":"] IPv4-address-literal
; @ IpencTaBJigeT II0 kKpaMHel Mepe 2 16-OMTOBEIX IIOCJEIOBATEJIbHOCTU HYyJIeMn
; B IOIOJIHEHME K :: MOXeT IIPUCYTCTBOBATbL He Oojiee 4 Ipynn u

; IPvd-address-literal

4.1.4 Mopsiook komaHO

J171st Iopsi/iKa NCTIONB30BaHMUSI KOMaH/I CYIIECTBYIOT HEKOTOPBIC OTPaHMYECHUSL.

CeaHc, KOTOpBI Oy/eT BKIIOYATh ITOYTOBYIO TPAH3AKIMIO, AOJKEH OBITh CHavyala WHUIMaNM3upoBaH komanmoi EHLO.
Cepsepam SMTP ciienyer BocripuHIMATh 0€3 HHUNNAIM3AMN KOMAH/IbI, HE HCITIOIB3YIONIHE TOYTOBBIX TPaH3aKIUK (HampuMep,
VRFY umu EXPN).

Komanna EHLO mo:xeT BBOOUTHCS KIMEHTOM B IEUCTBYIOLIEM ceaHce. [Ipu nepBoM UCIOIb30BAHUM KOMaH/ bl B TJAHHOW CECCUU
cepBep SMTP posken ounctuth Bce Oydepbl 1 cOpocuTh cocTosHUE Kak npH nomydenun komanasl RSET. UHbMu cioBamu,
nocientoBarensHocTh koMan g RSET - EHLO sBnstercss n30bITOYHON, M MMEET Majo IOJb3y BBHJY BBHINOJIHEHHS HEHYXHBIX
MOBTOPSIIOLIUXCS AEHCTBUH.

Ecmn xomanna EHLO nenpuemnema s cepsepa SMTP, oH posken Bo3Bpamars otkiuk 501, 500 wmm 502. Cepsep SMTP
AO0JIKEeH COXPAHATH [ocye Mepeaul TaKHX OTKIMKOB TO COCTOSHHE, KOTOpoe Ob110 10 noxydeHust komanasl EHLO.

Kiment SMTP posken (10 BO3MOXKHOCTH) HpeloCTaBisATH B Hapamerpax komann EHLO mnepeuunoe nomenHoe ums (He
CNAME umn MX) cBoero xocra.. Ecnu 3T0 HEBO3MOXHO (HampuMep, KIMEHT UCIONb3yeT AUHAMUYECKUN aapec M He UMeeT
SIBHOTO MMEHH), cJIeflyeT B3aMEH MMEHH HCIOJIb30BaTh «JOCIOBHBIN» aJpec, MpeoCTaBiss AOMOJHUTENbHYI0 HH(POPMAIIUIO,
KOTOpasi TOMOYKET HICHTU(PUITNPOBATH KITHEHTA.

Cepsep SMTP Mo:xxkeT mpoBepsITh COOTBETCTBUE AoMeHHOro nMeHu B komanae EHLO peansHomy [P-agpecy kimnenTa. OgHako
JUIL cepBepa HEAOMYCTHMO OTBEpraTb COOOINCHHE NPH HECOOTBETCTBMM MMEHH M aJpeca — pe3ylbTaTbl MPOBEPKU MOTYT
HCTIOJIB30BATHCS TOJIBKO ISl TPOTOKOJIMPOBAHMS M TPACCUPOBKH.

Komanger NOOP, HELP, EXPN, VRFY u RSET moryT ncnomns3oBarbcsi 1r000i MOMEHT Ha IPOTSHKEHHN BCETO CEaHCa M TaKe
0e3 mpenBapuTenbHOW opraHm3ammu ceaHca. CepBepam SMTP ciiemyer HopMaibHO 00pabaThiBaTh 3TH KOMaHIBI (T. €., HE
BBIZIaBaTh B OTBET OTKIMK 503) make B TeX CiydasX, KOTJa 3TH KOMaHIbl MCIOJIB3YIOTCS 10 mosydeHus komanasl EHLO;
KJIMEHTaM cJiedyeT OTKPbIBaTh CeCCHUIo ¢ momMotipio komanasl EHLO 1o BBo#a nepeurncieHHbIX KOMaH I,

Ecmu criepoBats aTiM mpaBminam, npumep u3 RFC 821, moka3sBarommii otkimk 550 access denied to you B 0TBET Ha KOMaHITy
EXPN nexoppexres, eci komanna EHLO we Opi1a BBeeHa 1o EXPN mim oTka3 KIMEHTY He OBUIO 0TKa3aHO B 0OCITyKIBaHIH
Ha ocHoBe [P-anpeca kimeHTa Wiy 1o pe3yJbTaTtaM ayTeHTH(UKAIMK W aHAJIOTUYHBIX MEXaHU3MOB.

Komanma MAIL (wmm ycrapesmme komannasl SEND, SOML, SAML) HaumHaeT mOYTOBYIO TpaH3akiuio. [locie Hagama
TpaH3aKIIMM OHa BKJIIOYACT HAYaJIbHYI0 KOMaHIy, ofHy WiM Heckoibko komann RCPT u komanmy DATA, BBOaMMEIE B
yka3zaHHOM mopsiike. [louroBas Tpanszakuus npepsiBactcss komannoir RSET (wmm HoBo# xomanmoit EHLO). B ceance moxer
IIPOUCXOANTh MHOKECTBO ITOCJIEAOBATEIbHBIX TPaH3aKIMA WM He OBITh TpaH3akuuii BooOme. HemomycTumo mnepenaBaTh
komany MAIL (wum SEND, SOML, SAML), ecim ouToBast TpaH3aKIMs yXKE OTKPBITA, T. €., 3Ty KOMaHJ{y MOXKHO IIepeaaBaTh
TOJBKO TP OTCYTCTBHM B CEaHCE IPOAOJDKAIOUICHCS IMOYTOBOW TpaH3aKIMW — MPEAbLIyIlas TpaH3aKLus JI0JDKHA OBITh
3aBeplleHa YCIeNHbIM BbIonHeHneM koManasl DATA nnu npepsana komangoi RSET.

Ecnu aprymMeHT HauMHArOIEeH TpaH3aKIKI0 KOMaH bl HETIpHEMIIEM, A0JIKeH Bo3BpaaTbes oTkiIuK 501 u cepep SMTP nosrxen
COXpaHiTh cBoe cocTosiHue. Eciu B ceaHce Hapymiaercs HOPAJOK KOMaHI B TakOW CTENEHM, YTO A3TO MPEMATCTBYET HX
BBINOJTHEHUIO CEPBEPOM, MOCTICTHUN T0JDKEH BO3BPATUTh OTKIMK 503, cOXpaHss CBOe COCTOSHHE.

IMocnenneit komanoit ceanca AoskHa ObiTh KoManaa QUIT. Komanga QUIT He MOXKET UCIONB30BaThCS B JTFOOOH MOMEHT Ha
MPOTSHKEHUH CeaHca, HO KJIMEHTaM CJIeAyeT HCIIOJIb30BaTh 3Ty KOMaHIY JUIA pas3pblBa COCOMHEHHS AK€ IPU OTCYTCTBUHU
KOMaH/IbI OTKPBITHS CEeaHca.

4.1.5 KomaHObI YacmHO20 UCMNoJIb308aHUs

Kaxk Obuto ckazano B maparpade 2.2.2, KOMaH/bl, HAUMHAIONIMeCs ¢ X, MOTYT HCIIOJIb30BaThCs B PE3yJIbTaTe JBYXCTOPOHHETO
COTJIAIICHHUSI MEXIy KJIMEHTOM (OTIpaBUTENb) U cepBepoM (momydarens) SMTP. Ilpeamonaraercs, uto cepsep SMTP, ne
pacrno3HarolIuMii Takue KoMaHabl, Oyzaer Bo3Bpamars oTkiuk 500 Command not recognized. Cepep SMTP ¢ paciiupenHbIMu
(OYHKIMSMHA MOKeT TIePeYnCIIUTh MMEHa, CBS3aHHBIC C KOMAaHAaMH YaCTHOTO FICIIONB30BAaHHA B CBOEM OTKIIMKE Ha KOMaHIY
EHLO.

Komanzgpl, mepenannsie nim BocupuHsTeIe cucteMamu SMTP 1 He HaunmHarormecs ¢ X, J0/KHbI COOTBETCTBOBATH TPEOOBAHUSIM
naparpada 2.2.2.

4.2 Otknuku SMTP

Oty Ha koMaHAsl SMTP cimyxar aias CHHXpPOHHM3aLlMU 3allpoCOB U BBINOJIHSIEMBIX NEWCTBHH MpU Iepenade MOYTOBBIX
COOOILEHUH, a TaKkKe JJIsl 0OecIieueHus! TapaHTHH MONTy4YeHHUs KIMSHTOM cBeleHHH o cocrosiHun cepepa SMTP. Ha kaxnyro
KOMaH/y Jd0JIZKeH T€HepHpOBaThCsS CIMHCTBEHHBIM OTKIMK. JleTalbHOE OMMCaHHME IOCIEAOBATEIbHOCTEH KOMaHAa — OTKIIMK
npuBoaUTCs B naparpade 4.3.

Otkuk SMTP conepxut Tpex3HauHbli HoOMep (IIepeAacTcsi Kak TPU YMCIOBBIX CUMBOJIA), 32 KOTOPBIM OOBIYHO CJIEyeT CTPOKa
TEKCTa, €CIIM B JAHHOH crenu@uKalyuy SBHO HE YKa3aHO WHoe. UMCIOBBbIE KOJBI INpEJHAa3HAUCHBI ISl aBTOMAaTHYECKON
00pabOoTKH OTKIIMKOB, TEKCT — JIs yenoBeka. Lludpooii kox odecnieunBaet TpeOyemyro HHOPMAIIUIO U TPOrpaMMe-KIINEHTY He
TpedyeTcsi MPOoCMaTpUBaTh TEKCTOBYIO YacTh OTKIIMKA, KOTOPYIO B Pe3yJIbTaT€ MOXHO IPOCTO OTOPachIBaTh WJIM II€peiaBaTh
M0JIB30BaTEN0. VIMerommuecs CKITIOUSHUS U3 3TOTO MpaBHiIa SBHO yKa3aHbl B crienudukanuu. Hanpumep, koxas! otknukos 220,
221, 251, 421 u 551 cBsi3aHBl C TEKCTOBBIMH COOOILIECHUSMH, KOTOpbIE KIHEHTCKas IporpamMma AOJDKHA pa30ouparth |
MHTEPIPETHPOBaTh. B 00IIEM ClTydae TEKCT MOXKET 3aBUCETh OT CEPBEPA MM TEKYIIEro KOHTEKCTa, T. €., KaKAbIH OKIIMK MOXET
coJiepkath pasHblii TekcT. OOCykIeHHEe TEOPETHYECKHX BOIPOCOB TI'€HEpallMM OTKJIMKOB TpHBOAUTCS B maparpade 4.2.1.
DopMabHO OTKIIMK OIIPENeNseTcsl Kak II0CIeIOBaTeIbHOCTE: TpeX3HauHBIA kox, <SP>, crpoka Tekcra, <CRLF> wmmu
MHOTOCTPOYHBIN TeKCT (cM. maparpad 4.2.1). [Tockoneky (B HapymieHHe JaHHON cTieIi(UKaIim) TEKCT HHOTAa He BKIIFOYACTCS B
OTKIIMK, TTOMYYMBIINM TaKOW OTKIMK KIHEHTaM cJiedyeT ObITh TOTOBBIMH K O0OpabOTKE TOJIBKO TEKCTOBOTO KOZAa (BO3MOXKHO,
mocye Koja B OTKIMK Oyaer momenieH cuMBoi npobena). [Ipeamonaraercs, gro mums komanasl EHLO, EXPN u HELP moryt
BO3BpAIllaTh MHOTOCTPOUYHBIE OTKJIMKH IPH HOPMAJIBHBIX OOCTOSTENBCTBAX, OJHAKO TAaKHE OTKJIMKH JOIYCKAIOTCS U1 BCEX
KOMaHJI.

www.bilim.com 17 www.protocols.ru




PasymHble ceTn oT komnaHum BiLiM Systems MepeBon RFC 2821
B ¢opmare ABNF oTkink cepBepa nMeeT BU:

Greeting = "220 " Domain [ SP text ] CRLF

Reply-line = Reply-code [ SP text ] CRLF
rae Greeting MOSBISIETCS TOJIBKO B OTKIIMKAX ¢ KOIOM 220, aHOHCHPYIOIINX OTKPBITHE CEPBEPOM CBOEH JacTH COCIMHEHHUS.
CepBepam SMTP caenyer mepemaBaTh TOJIBKO OTKIMKH C KOJAMH, YKa3aHHBIMH B 3TOM CIICIM(UKAINK, COMPOBOXKIAS HX
TEKCTOM, YKa3aHHBIM B IPIMEpax, KOTia 3TO IPHEMIIEMO.
Kimentst SMTP f0/1HBI ompenensaTe CBOM ACHCTBHSA TOJIHKO HAa OCHOBE KOZA OTKJIMKA, a HE ero TeKCTa (32 MCKIFOUECHHEM
"change of address" 251 u 551, a mpu HeoOxomumocTr u 220, 221, 421). B oOmmiem cirydae KIMCHT JOJKHBI BOCIIPUHIMATH
000 TEKCT M OTKIMKA 0e3 TeKcTa (XOTS cepBepaM He cjedyeT IepeiaBaTbh OTKIMKOB, COAEPIKAIINX TOIbKO kox). [Tpobern
TI0CIIe KOJIa OTKJIMKA PacCMaTPHBACTCSl KaK YacTb TEKCTA. [10 BO3MOXKHOCTH MOJIydaTellio cjaeAyeT MPOBEPATh MEepBYIO HU(PY
KOJIa OTKJIMKA (MHANKAIWS BAKHOCTH).
[IpuBeneHHbI HIKE CIMCOK KOJOB HEAOMYCTHMO PACCMaTPUBATh KaK HEM3MEHHBIH. XOTs 00aBlIeHNE HOBBIX KOIOB SIBIISIETCS
PEeIKUM M 3HaYMMBIM COOBITHEM, HOBBIE CTAHIApPThI MOTYT J00ABIATH KOJBI OTKIMKOB. CiienoBarensHo, ornpasutean SMTP
JOJIKHBI OBbITH TOTOBBI K 00pabOTKe KO/IOB, HE YKa3aHHBIX B JaHHOW cnenudukanyy. Takas oOpaboTKa AOJIKHA OCHOBBIBATHCS
Ha MHTEPIPETAILH TOJIBKO MEePBOi IMpHI Koza.

4.2.1 BaxxHocmb K008 OMKJIUKa U meopemuy4yecKue 80rpocChl

Kaxnas u3 Tpex mudp Koja OTKIMKA MMEET CBOH YpoBeHb 3HauMMocTH. IlepBas mudpa ompepenser ycnex, Heyaady HIIH
HC3aBCPUICHHOCTL KOMAaHbI. I[J'ISI MPOCTBIX KIWCHTOB SMTP unu Ipyu NMOJIYYCHUU HEU3BECTHOT'O KOJa MOXXHO OHNpEACIUTH
JaJbHeHIme 1eiicTBys (IPOAOIDKEHUE, TOBTOP, OTKA3 U T. I1.), OTPaHWYMBILIKCH IepBoii ¢ poii koxa. Kimmentst SMTP, kotopsie
XOTAT HOJIYYHUTh 00JIee TOYHYIO0 HHPOPMAIHIO O TPOUCXOISIIEM (OIMOKa MOYTOBOM CHCTEMbI, HEKOPPEKTHBIN CHHTAKCHUC U T. 11.)
MOTYT HCIIOJIb30BaTh BTOpylo Impy koma. Tperbs mudpa W JONONHUTENbHAs HHGOpPMalUs B OTKIMKE CIyXaT IUIst
IpeAOoCTaBICHN Hanboee TOAPOOHBIX CBEICHHH.

[epBast uudpa koga MOKET IPUHUMATD 5 3HAUCHUI:

1yz — nozumuenulii npedgapumenvHbvlilt OMKIUK

KOMaHI[a 61;1na BOCIIpUHATA, HO 3aIllpOIICHHBIC ﬂeﬁCTBHH TIOKa HC BBIMNIOJHCHBI, IIO3TOMY B JaHHOM OTKJIMKE HE MEPEAACTCA
OKOHYaTenbpHOTO monTBepkaeHus. Kmmenty SMTP ciemyer mepenmarte Apyryl0o KOMaHAY, YKa3bIBAIOIIYI0 CEpBEPY
HEOOXOMMOCTD MPOIOIDKEHNS MITH IIPEKPAICHHUS 3aIIPOIICHHON paHee Oreparun’.

2y7 — no3umugHwlil OKOHYAMENbHBIIL OMKIUK

3amnpolieHHast Oneparys yCIeIHO 3aBEPIIeHa U MOTYT BBOAUTHCS HOBbIE KOMaH/IbI.

3yz — no3umugHblil NPOMEINCYMOUHbIIL OMKAUK

Komanna Obia BocIipuHSTa, HO 3alIpONICHHbIE ICHCTBUS MOKA HE BBIOIHEHBI M CEPBEP JKAET AOMOIHUTENbHON MH(OpMaInm.
Kimenty SMTP crnenyer nepenats Apyryio KOMaHmy, CoAepKalryto TpeOyemble faHHble. OTKIMKKA 3TOH I'PYHITBI HCTIONb3YIOTCS
B KOMaH/IaX C MOCJIe0BATEIbHBIM BEITONHeHHEM (Hanpumep, DATA).

4yz — Hezcamu6nbIll OMKAUK O 6PEMEHHBIX NPODIEMAX

Komanna He mpuHSATa M 3ampolIeHHAs omnepanys He BbIoaHeHAa. OAHAKO YCIOBHS, HE ITO3BOJISIONINE BBINOJIHUTHE KOMAHIY,
HOCSIT BPEMCHHBIN XapakTep W oOIepanusi MOXKET OBITH 3amporieHa BHOBb. OTIPaBUTENIO CIIEAYeT BEPHYThCS K Hadary
TIOCIIEIOBATENFHOCTH KOMaH/ (eciu TakoBas Obiia). IloHATHE «BpeMeHHBIN» (transient) sSBISETCS HEOCTATOYHO CTPOIMM H
B3aUMOJIEHCTBYIOIIME CTOPOHBI (KJIMEHT U cepBep SMTP) 10/mKHBI 0IMHAKOBO MHTEPIPETHPOBATH €ro. [IJIsi KaXKaoro OTKIIMKa
9TOH TPYNIBI BpeMsI MOXKET pazindaTthes, HO kimeHTy SMTP Hu4To He 3ampeniaeT MmpoJoInKaTh MOMBITKH. Pasmuuaus Mexmy
BPEMEHHBIMH ¥ ITIOCTOSHHBIMH ITpoOieMamMu (KoJpl 5yZz) TOCTaTOYHO YCJIOBHBI M OTKJIMKH 4yZ OOBIYHO BO3BpAILAIOTCS B TEX
ClTyJasiX, KOrJia BO3MOXKCH [TO3UTHBHBIA pe3yJIbTaT IpU MOBTOpe 0e3 3MEeHEHUs GOpMBI KOMaHAbl U CBOWCTB OTIPABUTENS WIN
noxyyarens (T. €., KOMaH/ia IpOCTO MOXKET OBITh MOBTOpPEHA 03 U3MEHEHUIA).

5yz - HezamueHbLi OMKIAUK 0 NOCMOAHKBIX NPOOIEMAX

Komanna He mpuHSTa W 3ampolieHHas omepanus He BeioiHeHa. Kimment SMTP He nomkeH HpoCTO MOBTOPSATH KOMAaHIY,
TIOCKOJIBKY OHA 3aBEeJJOMO He OyzeT BbInojHeHa. HeKoTopble «IOCTOSHHBIE» TPOOIeMbl MOTYT OBITH pelIeHbl KOPPEKTUPOBKOH
KOMaHI, ITO3TOMY MOJb30BaTeNb (YeslioBeK) MOXET 3ampocuTh y kKnueHta SMTP moBTopa omeparuu mociie KOPPEeKTHPOBKU
KOMaH/| WIN UX IopsAJaKa.

Bropas mudpa oTKIIMKa TOKa3bIBAET KATETOPHUIO OIITHOKH:

x0z Cunmakcuc: naHHBI OTKIMK CBS3aH C CHHTAKCHYECKOM OIMIMOKOHN (CHHTAaKCHYECKH KOPPEKTHas KOMaHa, HO OTKIIHK He
MOXET OBITh OTHECEH K APYTUM KaTeropHsaM, HEpealn30BaHHAsI KOMAHAA ! T. I1.).

xlz Hugpopmayusa: oTKIMK Ha 3anpoc HHPopMaruy (HampuMep, CipaBKa WA COCTOSHUE).

x2z Coedunenue: OTKIVKH, OTHOCSAIINECS B KaHAITY TIEpEIadH.

x3z He ucnonszyemcs.

x4z He ucnonv3yemcs.

x5z Iloumogasa cucmema: Takue OTKJIMKHU IOKA3bIBAIOT COCTOSIHUE NMPHHHMAIOMIEH MOYTOBON CHCTEMBI IO OTHOILICHHIO K
3aIpOIICHHON Ilepeade UK IPyruM JeHCTBUSIM TIOYTOBOW CUCTEMBI.

Tperbs mmpa MO3BOIAET MONYUYUTH NOMOTHUTENBHYI0 WH(POPMAIHIO ISl KaXIOW KaTeroOpwH, 3aJlaHHOH BTOPOH HH(POH.
[IpuBeneHHbI HIKE CIIMCOK OTKIIMKOB MJUTIOCTPUPYET 3TO 1MOJIX0/1. TEeKCToBas 4acTh OTKIIMKA SIBIISIETCSI CKOpEe PeKOMEH/TyeMOii,
4yeM 0053aTeNIbHOW M MOXKET M3MEHSATHCS B COOTBETCTBHM CO CBS3aHHOW C OTKJIMKOM KOMaHIOH. C Ipyroil CTOpOHBI, KOJBI
OTKJIMKOB JIOJDKHBI B TOUHOCTH COOTBETCTBOBATH ITPUBEIICHHOIN B 3TOM pasjene crenudukanuu. [Ipu paspaboTke mporpamm-
CEpBEPOB HE CIIeIyeT M300peTaTh HOBBIE KOJBI [UIS HE3HAYMTENHbHO OTIMYAIOIIMXCS CUTyallMd — HYXXHO BBIOpaTh HamOoiee
MOJXOASAIINI KOJI U3 YKCJIa ONPEEICHHBIX B CHEIU(UKALINY.

Hanpumep, xomannsr Tuma NOOP, npu ycriemHoM 3aBepiieHn# KoTopslil kineHT SMTP He momydaer HOBO#M mH(bOpManuy,
Oynyt Bo3Bpamiath koa 250. Otkimuk 502 Bo3BpamiaeTcs MpU 3ampoce HEpealM30BAaHHOM KOMaHJbL, a OTKIMK 504 — s
peann30BaHHBIX KOMaH/ C HEMOIEP>KUBaeMbIMH TTapaMeTpaMu.

TekcT oTKIIMKa MOXKET collepKaTh 0oJiee OAHOW CTPOKU M B TAKMX CIYYasX TEKCT JOJDKEH MapKHPOBAThCS Tak, YTOOBI KIIMEHT
SMTP mor y3HaTh 0 3aBepieHuH TeKcTa. J{Js 3TOro UCHoiab3yeTcs ClelUabHbINH (PopMaT MHOTOCTPOYHBIX OTKIIMKOB — KaXKAas
CTpoka (Kpome MOCIeAHeH) MO/DKHA HAYMHATHCS KOJOM OTKIIMKA, MOcjie KoToporo cieayer aeduc (-), a maiee - TeKcT. B

¢ Cepsepsl SMTP, He MOIIEPKUBAIOIINE PACHIMPEHHH, MOTYT HE MMETh KOMAH[, MO3BOJSIOIMX OTKJIMKH 3TOTO THIA, ¥ KOMAHM IJIs
IPOJIOJDKEHHS UM MIPEPhIBAHUS ONEpalliy.
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rociietHel cTpoke BMecTo feduca mcnonbiyercs nmpoden - <SP>, mocie kotoporo MoxeT cienosaTh TekcT, 1 <CRLF>. Kak
yKa3aHO BBIE, CEpBEpPaM CIEIyeT IMepeaBaTh CUMBOJI <SP>, ecnu manee He OyJeT TEKCTa, HO KJIMEHT HAOJKeH OBITh TOTOB K
OTCYTCTBHIO CUMBOJIA rpoberna. Huke nprBeeH NpuMep MHOTOCTPOYHOTO OTKIIHKA:

123-First line

123-Second line

123-234 text beginning with numbers
123 The last line

Pa3ymHble ceTu ot komnaHum BiLiM Systems

B GompmmHCTBE CiydaeB KIMCHTY JOCTATOYHO HAWTH CTPOKY, B KOTOPOH 3a KojoM oTkimka cienyer <SP> mmn <CRLF> u
MPOIYCTUTBH BCE NMPEAILIECTBYIONINE CTPOKU. B HEKOTOPBIX Cllydyasix TEKCTOBBIN OTKJIMK COAEPIKUT BaXKHBIE 711 KIIMEHTA JaHHBIE,
KOTOpBIE KIIMEHT MOXKeT 00pabaThiBaTh C y4eTOM KOHTEKCTA.

4.2.2 Kodbl omknukoe (no 2pynnam)

500

501
502
503
504
211
214
220
221
421

250
251
252
450
550
451
551
452
552
553

354
554

Syntax error, command unrecognized

Syntax error in parameters or arguments

Command not implemented

Bad sequence of commands

Command parameter not implemented

System status, or system help reply

Help message

<domain> Service ready

<domain> Service closing transmission channel
<domain> Service not available, closing transmission
channel

Requested mail action okay, completed
User not local; will forward to <forward-path>

Cannot VRFY user, but will accept message and
attempt delivery

Requested mail action not taken: mailbox
unavailable
Requested mail action not taken: mailbox
unavailable

Requested action aborted: error in processing
User not local; please try <forward-path>

Requested action not taken: insufficient system
storage

Requested mail action aborted: exceeded storage
allocation

Requested action not taken: mailbox name not
allowed

Start mail input; end with <CRLF>.<CRLF>
Transaction failed nim No SMTP service here

CuHTakcuueckas oOmmMOKa, KOMaHIAa HE paclo3HaHa (3TO MOXET
TOBOPHUTH O CIUIIKOM JUTMHHON KOMaH/IE)
CuHTakcuueckas ommoKa B mapaMeTpax WM apryMeHTax
Komanpaa He peanmu3oBana (cM. maparpad 4.2.4).
HekxoppekTHbIi MOPAIOK KOMaH]
ITapameTpbl KOMaHABI HE pEaTN30BaHbI
OTKJIUK C CHCTEMHOH CIPaBKON MIJIM COCTOSIHUEM CHCTEMBI
Wupopmanus o padote ¢ cepBepoM WM OTAEITBHBIX KOMaHaXx.
Cuiry>x0a Juist yka3aHHOTO JIOMEHa TOTOBA.
3akpbIBaeTCsl KaHaN Mepeaadn sl yKa3aHHOTO JOMeHa
Jlnsg yka3aHHOTO JOMeHa OOCTy)KHBaHHE HEBO3MOXKHO M KaHANI CBSI3U
3aKPBIBAETCS. ITO MOXKET OBbITh OTKIMKOM Ha JIIOOYIH0 KOMaHIy, €CIH
U3BECTHO, YTO CEPBUC OTKIIOYCH
Omepanyst 6IaromnoIyIHO 3aBepIIeHa
HenokanbHBIH MONB30BaTENb — MMOYTA OyAET MEepechuIaThesl MO MPSIMOMY
myTH (cM. maparpad 3.4)
He ymaercs TpoBEpHTh MOYTOBBIA SIMK, HO COOOIIEHHWE IPHUHATO H
cepBep IMOMBITACTCA €ro A0CTaBHUTh (cM. maparpad 3.5.3)
3anpolieHHas onepanys HEBO3MOXHA — IIOYTOBBIH SIIUK HEJOCTYIICH
(HampuMmep, 3aHsT)
3anpoImieHHas onepanys HEBO3MOXKHA — IOYTOBBIH SIIUK HEJOCTYIICH
(HampuMep, TMOYTOBBIM SIIUK HE HaWAeH, K HeMy HEeT HOCTyla WIH
KOMaHJIa OTBEPTrHYTA IT0 COOOPaKCHUSAM HCIIOIb3yEeMON ITOIUTHKH).
3ampolleHHas onepanys IpepBaHa B Pe3yJbTaTe OLUIMOKH.
HenokanbHbli 101b30BaTENL — MONBITAUTECH UCIIONB30BAThH NMPSIMON IyTh
(cm. maparpad 3.4)

3ampouleHHas Onepanys HE BBIIOJHEHA IO MNPHYMHE HEXBATKH
IIPOCTPAHCTBA (Ha IUCKeE).
3ampouleHHas ~ OIepauus INpepBaHa MO TNPUYUHE  IPEBBILICHHS

BBIZICIEHHOTO (ANCKOBOI'0) IPOCTPAHCTBA

3amnpolleHHasl Omepals He BBINOJHEHA — HEJOMyCTHUMBINA ITOYTOBBIH
SIUK (HaIpuMep, CHHTaKCUYeCcKasl OIIMOKa B IMEHU SIIIHKA).

Hauano BBoza nanHbIxX. 3aBepuienue no <CRLF>.<CRLF>

OTka3 TpaH3aKIMM WIH OTCYTCTBHE Hoanepxkku cepsuca SMTP (mpu
MOMBITKE COCAUHEHHUS)

4.2.3 KoObl omknukoe e nopsioke HOMepoe8

211
214
220
221
250
251

252

354
421

450

451
452

500

501
502
503
504
550

System status, or system help reply

Help message

<domain> Service ready

<domain> Service closing transmission channel
Requested mail action okay, completed

User not local; will forward to <forward-path>

Cannot VRFY user, but will accept message and
attempt delivery

Start mail input; end with <CRLF><CRLF>

<domain>  Service not available, closing
transmission channel
Requested mail action not taken: mailbox

unavailable

Requested action aborted: error in processing
Requested action not taken: insufficient system
storage

Syntax error, command unrecognized

Syntax error in parameters or arguments
Command not implemented

Bad sequence of commands

Command parameter not implemented
Requested mail action not taken:
unavailable

mailbox

www.bilim.com

OTKIIMK ¢ CHCTEMHO# CHPaBKOM MIIM COCTOSHUEM CHCTEMBI
Wudopmarus o paboTte ¢ cepBepoM MM OTACIBHBIX KOMaH/AaX.

Criyx0a 1 yKa3aHHOT'O JOMEHA TOTOBA.

3akpbIBaeTCS KaHA MEepefady Uil yKa3aHHOrO JIOMeHa

Omnepanys GJIaromoyqHo 3aBepIieHa

HenokanpHbIH 1M01b30BaTENb — MOYTA OyJET IEepPeCchUIaThCs O IPSIMOMY
myTH (cM. maparpad 3.4)

He ynaercsi mpoBepHUTh HOYTOBBIN SIIMK, HO COOOIICHHE INPUHATO M
cepBep MOMBITAeTCs €ro AOCTaBUTh (cM. maparpad 3.5.3)

Hauwano BBona nannbix. 3aBepmrenue mo <CRLF><CRLF>

Jlnsg yka3aHHOTO JOMEHa OOCTy)XKMBAaHME HEBO3MOXKHO M KaHAl CBS3U
3aKpBIBACTCSA. DTO MOXET OBITh OTKIMKOM Ha JO0YI0 KOMAaHIy, €CIH
U3BECTHO, YTO CEPBUC OTKIIOYECH
3anporieHHasi onepanysi HEBO3MOXKHA — IIOYTOBBIM SIIMK HEJOCTYIICH
(Hampumep, 3aHAT)
3anporeHHas onepanys pepBaHa B pe3yJibTaTe OMIUOKH.
3anpolieHHas ONepaldss HE BBINOJHEHa 10 MPUYMHE HEXBATKH
MPOCTPAHCTBA (Ha JUCKE).
CuHTakcnueckas onmoOKa, KOMaHAa He paclo3HaHa (3TO MOXKET TOBOPUTH O
CJIMILIKOM JUIMHHOM KOMaH[IE)
CuHTakcuueckas ommoOKa B TapaMeTpax WM apryMeHTax
Komanna He peanusoBana (cm. maparpad 4.2.4).
HekoppekTHblif TOpsIIOK KOMaH/
TTapameTps! KOMaHABl HE PEaTU30BaHBI
3anpoImieHHass omepands HEBO3MOXHA — IIOYTOBBIM SIIIMK HEIOCTYICH
(HanpuMep, TTOYTOBBIH AMUK HE Hali/IeH, K HEMy HeT JOCTYyIIa MJIH KOMaHIa
OTBEPrHYTa 110 COOOPaKEHHUAM HCIOJIE3yEMOH MMOIUTHKH).
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551  User not local; please try <forward-path> HenoxanpHblil Moab30BaTeNlb — MONBITAUTECh UCIOIB30BATH NMPSIMOM IMyTh
(cMm. maparpad 3.4)
552 Requested mail action aborted: exceeded storage 3ampomeHHas — omepamus ~IpepBaHa 110 NPUYHHE  NPEBBIMICHHS

allocation BBIJICJIEHHOTO (AMCKOBOT'0) IPOCTPAHCTBA

553  Requested action not taken: mailbox name not 3ampomeHHas onepanys He BHIIOJTHEHA — HEAOIYCTUMBII IIOYTOBBIA SIIHK
allowed (HampuMep, CHHTaKCHYeCKast ONIMOKA B IMEHU SIIIHKA).

554  Transaction failed nnm No SMTP service here OTka3 TpaH3aKIMM WM OTCYTCTBHE TOAACpXKH cepBuca SMTP (mpu

TIOIIBITKE COCHI/IHGHI/IS{)

4.2.4 Omknuk 502

VY pa3paboTYMKOB YacTO BO3HHMKAIOT BOMPOCHI 00 mcmonb3oBanuu oTkianka 502 (Command not implemented — komaHga He
peanmn3oBana). Kox 502 caexmyer ucnonb3oBaTh B TeX ciydasx, kornma cepep SMTP pacrmosnan komaHay, HO HE yMeeT ee
BBITTONHATE. Ecin komaHaa He pacmo3HaHa, cjeayeT Bo3Bpaniats koa 500. {ng cuctem SMTP ¢ pacmmpeHHbBIMU QYHKITUSIMU B
oTkiMKax Ha komaHay EHLO HeponmycTMo yka3plBaTh KOMaH/IbI, TpUBOAAIINE K OTKIUKY 502 umu 500.

4.2.5 Kool omknukoe nocsie DATA u nocnedyroujux <CRLF>.<CRLF>

Korma cepsep SMTP Bo3Bpamaer MHONHBIA MO3UTHBHBIA OTKIMK (KOx 2yz) mocie 3aBepiieHus komaHasl DATA ¢

nocnenoBaTebHOCTEI0 <CRLF>.<CRLF>, 3TOT cepBep npuHUMaeT Ha ce0s1 OTBETCTBEHHOCTH 32 CIISIYFOIIHE OIIePaIlH:

¢ JlocTtaBka cooOmIeHNs (€ciy MTOYTOBBIN SIIMK ITOTy4YaTelis CYIIECTBYET)

¢ IIpu HeymauHOH MOIBITKE JTOCTaBKU B PE3yJIbTaTe BPEMEHHBIX MPOOJIEM IPEANPUHUMACTCS Pa3yMHOE YHCIIO ITOBTOPHBIX
TOIBITOK C MepepbiBamu (cM. naparpad 4.5.4).

¢ [Ipu Heyznaue BCIEACTBUE AOITOCPOYHBIX MPOOJIEM HIIH TTOCTIEe HCUEPIaHus 33/JaHHOT0 YMCIIa TIOMBITOK B CITydae BPEMEHHBIX
npo0JieM HCXOJHOMY OTIIPABUTEIIO COOOIIECHHS MOChIIaeTCs yBetoMieHu e (1o axpecy u3 komanasl MAIL).

Korma cepsep SMTP Bo3Bpamiaer OTKIMK O BpeMeHHbIX mpobiemax’ (4yz) mocne komanasl DATA ¢ 3aBepiuaromieit

nocienoBarensHocThi0 <CRLF><CRLF>, HegonycTuMo MpeapHHAMATh KaKHEe-TO MOCIEAYIOMNE TONBITKH JTOCTaBKH 3TOTO

coobmenmst. Kmuerr SMTP coxpansier 3a co00if OTBETCTBEHHOCTh 3a JOCTABKY ATOTO COOOIIEHHS W MOXKET BO3BPATUTH €TO

TOJIF30BATEIIIO MIIM CHOBA IIOCTABUTh B OYepelb Ha TOCTaBKy (cM. maparpad 4.5.4.1).

[Tonp3oBaTemto, OTHpaBUBLIEMY COOOLICHHE, CJIeyeT IPEIOCTaBUTH BO3MOXXHOCTh HWHTEPIPETUPOBATh XapakTep MpooiemM

(BpeMeHHBIE WM TTOCTOSHHBIE), IIEpeaB eMy COOOIIeHNe MO IEKTPOHHON MoYTe MM MHBIM crocoboM. Ecmm ximent SMTP

CMOT peUInTh MPoOIIeMy JOCTaBKH CaMOCTOSITENHHO, YBEIOMIICHUE TT0JIL30BATEIIIO HE TIEPEIACTCSL.

Korma cepsep SMTP Bo3Bparaer nHGOPMAIHIO O JOITOCPOYHBIX pobiemax (Kof 5yz) mocine BemonHeHns komaaasl DATA ¢

3aBepmaromeil mocienosarenbHOCTEI0O <CRLF>.<CRLF>, HegomycTHMO mpenprHUMaTh KakKHe-THOO JOTOJHHUTEIbHBIE

TIOTIBITKA JOCTaBKH cooOmeHus. Kak ¥ Uil ciydas BpEMEHHBIX IpOOJIeM, OTBETCTBEHHOCTh 33 JOCTABKY COOOLICHHSA

coxpansiercs 3a knueHToM SMTP, HO KIMEHTY He cJleayeT NBITaThCs MOBTOPHUTH JIOCTaBKY TOMY K€ cepBepy 0e3 mpocMoTpa

COOOIIEHUS TTOJIb30BATEIEM U BHECEHHSI COOTBETCTBYIOIINX N3MEHEHUH.

4.3 MNopsapok cnegoBaHMA KOMaHA U OTKIIMKOB
4.3.1 O630p

CBs3p MEXAy OTIIPaBUTENEM M IOJIydaTelIeM B IpOIecce IMPEICTaBIseT COOOM aUajor, KOHTPOJIHPYEMBIH OTIPaBUTENEM.
OtmpaBuTens BBOAWT KOMaHIBI, a IOJIydaTeldb BO3BPAINAECT OTKIMKM Ha HHUX. Ecam HE COrmacoBaHbI APYTHE YCIOBHS C
HCIIOJIB30BAaHUEM DPACIIMPEHHOTO CEpBHCA, OTIIPABUTETH AOJIAKEH IONYYHTh OTKIMK Ha TEpeJaHHyI0 KOMaHIy HpEeXIe, 9eM
TIOCBIIATD CIEAYIONIYIO.
OpHUM 13 BaXKHBIX OTKIIMKOB SIBIISICTCS IPUBETCTBUE IIPU OpraHM3aIiy coeAnHeHns1. OOBIYHO MoTydaTenb nepegaeT oTKIuK 220
"Service ready" npu opranuzanun coenuHeHNs. OTIIPABUTEIIO CJIeAYeT IO0XKAATHCS ITOTO OTKJIMKA U TOJIBKO IIOTOM TIepeaBaTh
CJIEIyIOIINE KOMAH/IBL.
Bce OTKIMKU-TIPUBETCTBHS BKIIIOYAOT O(pHIMAIbHOE MMs (IIOJIHOE JOMEHHOE MMs) XOCTa, Ha KOTOPOM paboTaeT cepsep, B
Ka4yecTBe IMEPBOTO CIIOBAa TOCHIE KoJa. B HEKOTOPHIX CIydasx y XOCTa MOXET He ObITh coOcTBeHHOro mMeHH. OOCyxIeHre
IbTEPHATHBHBIX MMEH JUISl TAKMX CUTYalni npuBoaurcs B naparpade 4.1.3. Hioke npuBenens! 3 mpumepa npuBETCTBHIH:

220 ISIF.USC.EDU Service ready

220 mail.foo.com SuperSMTP v 6.1.2 Service ready

220 [10.0.0.1] Clueless host service ready
B npuBenenHol Hmke TalOJiMIle AaHBI BapUaHTHl OTKJIMKOB IPH yJauyHOM M HEYAAYHOM 3aBeplleHHH Bcex komani. Ciiemyer
CTPOTO MPHUAEPKUBATHCS 3THX KOAOB — MOIy4aTesIb MOKET H3MEHATH TEKCT OTKIIMKA, HO CMBICII OTKJIMKA U ICHCTBHS B OTBET Ha
HETO OIPEAEIISIFOTCS YUCIOBBIM KOJIOM H ITOCTIEI0BAaTEIbHOCTHIO BBEICHHBIN paHee KOMaH/I.

4.3.2 lNocnedosamenibHOCMU KOMaHOa - OMKIUK

J1a kaxnol KOMaHZpl yKa3aHbl BCE BO3MOXKHBIE BapUaHThl OTKJIMKOB. II0CKOIBKY HEKOTOpBIE CEpBEPBI MOTYT I€HEPUPOBAThH
WHBIC OTKJIMKHA B COOTBETCTBYIOIIUX OOCTOSTENHCTBAX U C YIETOM BO3MOXKHOCTH TIOSIBJICHHS HOBBIX KOJOB, KineHTam SMTP
ciaexyeT (110 BO3SMOXKHOCTH) HHTEPIIPETHPOBATH TOIBKO MEPBYIO udpy Koxa. Kpome Toro, KIMEHT A0JKeH OBITh TOTOB K paboTe
C HEW3BECTHBIMH KOJaMH, TAKKE HHTEPIPETUPYS B HHUX TONBKO TMEpByH0 Hudpy. 3a HUCKIIOYCHHEM pACIIMPEHHOTO
HCTIOJB30BaHMS MEXaHU3MOB, OTIMCAaHHEIX B maparpade 2.2, mst cepsepoB SMTP HemomycTHMa mepegada KOIOB, COAEPIKAIIIX
4T0-TM00 CBEpX 3 HU(P UITH UCTIONB3YIOMIKX HU(PHI, HE BXOASIINE B Pa3PEIICHHBII Anuana3oH 2 - 5 (BKIIOUYUTENBHO).
OmnucaHHbIe 3/1eCh BApUAHThl OTKIMKOB Ha KOMAH/bI (B MPUHIMUIIE, U CAMH KOJbI) MOTYT JIOMOJHATHCS WA U3MEHSTHCS MPU
WCIIONB30BaHUM paciimpernii SMTP, npemnaraeMbIx cepBepoM 1 MOHATHBIX (3alpaniviBaeMbIX) KINEHTOM.

B jpononHeHne K MepeYrcIIeHHbIM B Ta0HIE KOaM Jiro0bie koManisi SMTP MoryT Bo3BpaIath Tpu MPUBEICHHBIX HIKE KOJIA B
COOTBETCTBYIOIIMX HEIITATHBIX CUTYaIHsX:

500 - nns cnyugast command line too long (CITUIIKOM JUTHHHASE KOMAH/a) M TIPH MOJTYyYeHHUH HEMTOHATHON KoMaH bl OTMETHM,
yro OTKIMK command not recognized B OTBeT Ha KOMaHAy M3 00s3aTeJbHOrO Habopa SIBISIETCS HapyIICHHEM JaHHOM
crienuuKanum.

" B opuruHaie omub0vHO CKa3aHO «I0JITOBPEMEHHBIX» U YKa3aHbl KOIbI 5yz. [Ipum. nepes.
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501 - Syntax error in command or arguments (cHHTaKCH4ecKas OIIMOKa B KOMaH/Ie WM apryMeHTax). Jist moaiepskku Oy mymumx

pacmmpeHnii KOMaH/AaM, BKJIIOUYEHHBIM B JIaHHYIO crienu(uKanuio Kak komauabl 6e3 aprymeHtoB (DATA, RSET, QUIT),

cjaeayer Bo3BpanaTh oTKIMK 501 mpu momydeHHMH KOMaH[BI C apryMEHTaMH, €CJIM HHOE HE COIJIacOBaHO B aHOHCHPOBAHHOM

EHLO pacmmpenun.

421 Service shutting down and closing transmission channel - cepBrc OTKJIFOUEH ¢ pa3pbIBOM KOMMYHHKAIIMOHHOTO KaHaJa.

B HOpManbHBIX YCJIOBHSX B OTBET HA KOMaHIIbl MOTYT BO3BPAILATHCS CICIYOLINE OTKIMKH:

Komanna Yenex Heynaua
Opranun3zanusi CoeIMHEHNS 220 554

EHLO nm HELO 250 504, 550

MAIL 250 552,451,452, 550, 553, 503
RCPT 250,251% 550, 551, 552, 553, 450, 451, 452, 503, 550
DATA (mpomMe)xyTOo4HbIH OTKIUK 354) 250 552,554,451,452

DATA 451, 554, 503

RSET 250

VRFY 250,251,252 550,551, 553, 502, 504
EXPN 250, 252 550, 500, 502, 504

HELP 211,214 502, 504

NOOP 250

QUIT 221

4.4 TpaccupoBo4Has nHcpopmaums
Korga cepsep SMTP nonydaet cooOrieHue Ut JOCTaBKU WK AalbHEHIe 00paboTKH, OH T0JLKEH BCTABUTHh TPACCHPOBOYHYIO
nHpopmarmio (time stamp nim Received) B Hauaso coxep>xumoro, kak onucano B naparpage 4.1.1.4.
TpaccupoBOYHAs CTPOKA AOJKHA IMETH CIICIYIOUIYIO CTPYKTYPY:
¢ B more FROM, xotopoe moxHO obecneumBatscst B cpexe SMTP, ciaeayer Bimouats (1) mMs XocTa-OTIIpaBUTEINS,
npeacraieHHoe B komanae EHLO, u (2) [P-agpec otnpaBurers, onpeneneHusiii u3 coequnerns TCP.
¢ Iloxe ID moxet BkirouaTsh "@", kak npeanoxeHo B RFC 822, Ho 310 HE0Os3aTENBHO.
¢ Ilone FOR moxkeT comeparh CIIUCOK 3JIEMEHTOB <path>, ecim ucmonbdyercs MHOxecTBo koMaHn RCPT. 3to moxer
BJIMSITH HA OE30MIaCHOCTH CUCTEMBI 1 OOBIYHO HEXKEJaTeIbHO BKIIFOYATh TAKUE CIIMCKH (cM. maparpad 7.2).
JIyis movToBEIX Tporpamm Internet HeOMyCcTHMO BHECEHUE H3MEHEHHH B CTPOKU Received:, yike MpUCYTCTBYIOIINE B 3ar0JIOBKE
coobienust. Cepepsl SMTP mo/kHBI 100aBIIsITH B Hayajlo CBOIO CTPOKY Received, HO HeXOMyCTMMO MEHSTH HOPSIOK
MMEIOIINXCSI CTPOK MIIH BCTABJISITH CBOIO CTPOKY Received B ipyroe MecTo 3arosoBka.
ITo mepe pacumpenust cetu Internet mpocmotp crpok Received craHoBuTCS Bce 0ojiee BaKHBIM CPEIICTBOM JHArHOCTHUKH
MIOYTOBBIX CHCTEM, OCOOCHHO JUIsi OOHapyXeHHs MeJIeHHO pabotatommx TpaHcisitopoB. Cepepam SMTP, koTopsle co3naror
moJist Received, ciiemyer siBHO 3amaBaTh BpeMeHHOM cuBur (Hampumep, -0800), a He UCIOIBL30BaTh KMEHA YaCOBBIX MOSICOB. 110
BO3MOYKHOCTH CIIEyeT YKa3bIBaTh JIOKaJbHOE BpeMs (c yueroM mnosica), a He UT. Takas unpopmauus naet 6osbie HHGOpManuu
0 JIOKaJIbHBIX yciioBusiX. Eciu Tpebyercs ucnons3oBars UT, Hony4aTento JOCTaTOYHO UCTIONb30BATh MIPOCTYIO apu(METHUKY JJIst
MOJTy4YeHUs Hy>kHOTro 3HaueHus1. cronp3oBanue popmara UT npuBoauT K notepe HHGOPMAIIUK O 4aCOBOM Iosice cepBepa. Eciu
JKeNaTeNbHO YKa3bIBaTh UMsI YaCOBOTO TOSICa, €T0 CIIE/IyeT 1aBaTh KAk KOMMEHTapHH.
Korna cepsep SMTP obecnieunBaeT «OKOHYATEIbHYIO IOCTaBKY» COOOIIEHHUS, OH BCTaBIISIET CTPOKY 0OpaTHOro myTu (return-
path) B Hadaio TOYTOBBIX NaHHBIX. Mcmomb3oBaHue return-path sBisieTcs 00s3aTENbHBIM M TIOYTOBBIE CHUCTEMBI HOJIKHBI
MOJICP)KUBaTh 00paTHBI myTh. CTpoka return-path coxpaHser 3HaueHHE OJIHOMMEHHOrO mMapamerpa u3 Komauapl MAIL.
OxoHYaTeNpHas TOCTaBKa COOOIIEHHUS Bee eme coxpanser ero B cpege SMTP. OOpraHO cOOOMIEeHNE JOCTABISAECTCS B TOYTOBBII
SIMUK TTOJIB30BATCIIA WM MMOYTOBOC XPAHWIMIIEC, HO B HCKOTOPBIX Cliy4dasaX COO6H_ICHI/IC MOXKET MOABEPTATHCA )IOHOHHHTCHBHOﬁ
00paboTKe Wi Nepe1aBaThCs B IPYTHE OYTOBBIC CHCTEMEL.
[Tyte BO3BpaTa, COXpaHEHHBIH B IOYTOBOM SIIMKE, MOXKET OTJIMYAThCA OT aJpeca peaJbHOTO OTIPABUTENS COOOIICHHS
(HampuMmep, TpU JOCTaBKe COOOMIEHHH 00 OmMOKax 1O CIENHaTbHOMY aapecy BMECTO Iepeladyd WX OTmpaBuTemo). Ilpu
WCTIOJIG30BAHMH TIOYTOBBIX CIIMCKOB TAaKOE€ HECOBIIAJICHHE BCTPEUAECTCS YacTO M OKAa3bIBAeT OOIBINYIO MOJB3Y, JOCTABILIA
coo0mIeHust 00 ommOKax epKaTeIO CIICKA, a He OTIPABUTEISIM COOOIICHHIA.
B mpuBeieHHOM BBIIIIE TEKCTE MPEITIONIATACTCS, YTO OKOHYATEIbHBIC TIOYTOBBIC TAaHHBIE Oy IyT HAUWHATHCS CO CTPOKHA OOpaTHOTO
MyTH, 32 KOTOpOH OyZeT ciiesioBaTh OfHA MM HECKOJBKO TPaCCHMPOBOYHBIX CTPOK. Ilocie CTpOK TpaccHpOBKH pacoiararoTcst
3aroJIOBKM ITOYTOBBIX JIAHHBIX U TEJI0 coobmieHus [32].
B Hexoropeix ciyuasx cepsep SMTP cioxHO ompenenuts oOecrieunBaeT M OH OKOHYATENbHYIO JnocTaBKy. Ilostomy Bce
MOCJEYIOIINE TIOYTOBEIE CUCTEMBI (TPAHCISITOPHI, IIITFO3BI, CHCTEMBI IEPEChUIKH) MOTYT YAAJSTh CTPOKY OOpaTHOTO IyTH U
nepectpanBath koMany MAIL, obecrieunBas B 10CTaBI€HHOM COOOIIEHUH €IMHCTBEHHYIO CTPOKY 00paTHOrO IyTH.
I'enepupytomeit coodrenue cucteme SMTP He ciienyer mepenaBath COOOIICHHH, B KOTOPHIX yXKE BKJIIOYCH 3ar0JIOBOK Return-
path. [lnst cepepoB SMTP, oGecnieunBaronyx TpaHCISINIO, HEAOMYCTHMO ITPOBEPSTH TaHHBIE COOOIEHUSI M HAJNYNE 3arojoBKa
Return-path. Cepsep SMTP, obecrnieunBarommii OKOHYATEIbHYIO JOCTABKY, MOKET YAIATh UMEIOIIHUICS 3arooBok Return-path
nepen 100aBJICHUEM CBOETO.
OcHOBHBIM Ha3HaueHueM Return-path siBnseTcst ykazanue ajpeca, o KOTOPOMY CIIEIyeT JIOCTABJISITh COOOIICHUST 00 OLIMOKaX.
Jliist 0/IHO3HAYHOCTH CJIeAyeT BKIIFOYaTh B COOOLICHHE €IMHCTBEHHBIM BapHaHT 0OpaTHOro mytu. CucteMam, MCHOJb3YOIUM
cuntakcuc RFC 822 ¢ ommuneiM ot SMTP TpancnoproM, cjieqyeT YKa3bIBaTh OJHO3HAUHBINA ajpec, CBSI3aHHBINA C
TPaHCHOPTHBIM KOHBEPTOM, MO KOTOPOMY JOJDKHA BO3BpaIlaThesi MHQpopmanms 00 ommoOKax (Harmpumep, 0 HEBO3MOXKHOCTH
JIOCTaBKH).
Hcmopuueckoe 3ameuanue: Ilpusenennsie B RFC 822 cBefeHus, OTBepramoiye HCIob30BaHue 3aroioBka Return-path (v
ajipeca Bo3Bpara u3 koManiasl MAIL B koHBepTe) [uisi 10CTaBKM MH(pOpMauKu 00 omrbKkax, HepUMEHHMBI B cpeje Internet.
Anpec obpatHOro TyTH (KONHpyeMbIi B Return-path) goJaeH MCIONB30BaTHCS AL JOCTaBKA BCEX COOOIIEHMA 00 ommOKax B
mpoIrecce JoCcTaBku. B yacTHoCTH:

8 Cm. maparpad 3.4, B KOTOPOM 0GCYKIAETCS MCIIONB30BAHME OTKIMKOB 251 1 551
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¢ Illnro3am u3 SMTP B npyrue cpeabl cjieyeT BCTABISATh OOPaTHBII ITyTh, €CIIM y HAX HET HH(GOPMALUK O TOM, YTO Jpyras
cpella TAaKKE HUCHOJIb3yeT B ajapecax JIOMEHHble HMMeHa Internet M NoOANEp)KUBAET OTHEJIBHBIA KOHBEPT C aIpecoM
OTIIPABUTEIIS.

o Illnro3am u3 apyrux cpen B SMTP cirenyeT yaansaTh U3 3arojioBka CTpOKy 00paTHOTO IyTH M KOITUPOBATh 3Ty HH(OpMaIHIo
B KoHBepT SMTP nim o0beAnHATE €e ¢ IPUCYTCTBYIOIIEH B KOHBEpTe HH(popMannei u3 Apyroil TpaHCIIOPTHOM CHCTEMBI IS
MTOCTPOCHUS 00paTHOTO MyTH I KoMaHs! formation present in the envelope of the other transport system to construct the
reverse path argument to the MAIL command in the SMTP envelope.

CepBep IODKEH TPUHUMATH CIENHANBHBIE MEPHl B CIIydasX, Korja oOpaboTKa MPHUHSATHIX MOYTOBBIX TAHHBIX MOXKET OBITh

YCIICIIHOMN JINIIb OTYACTH. ITO MOXKET IPOU30UTH, €CIIN TIOCIIe PHeMa HECKOIBKHUX apecoB NOTydaTeneil M TOYTOBBIX TaHHBIX

utst HuX cepBep SMTP oOHapyXHT, YTO BOZMOXKHA JTOCTAaBKa TOJIIFKO HEKOTOPHIM M3 YKa3aHHBIX aJpecaToB. B Takux ciydasx Ha

komaHny DATA momxen BosBpamiatees oTkIHK OK. Omgaako cepep SMTP posikeH OATOTOBUTE U MepeaaTh YBEAOMIICHHE O

HEBO3MO>KHOCTH JIOCTaBKH OTIIPABHUTEIIO COOOIICHHSI.

JloJKHO TIepeaBaThCsl OMHO YBEIOMIICHHE CO CIIMCKOM BCEX apecaToB, KOTOPHIM HEBO3MOXHO TepenaTh COOOIIeHWE, MIN

OT/ICJIbHBIE YBEIOMJICHHS JUIS KaXKIIOTO M3 TakuX ajapecaroB. V3 cooOpaskeHMI 3KOHOMHM TEpBBI BapuaHT siBIsieTcs Oojee

MIPEITOYTHTENFHBIM. Bee yBeoMITeHHsI 0 HEBO3MOYKHOCTH JIOCTABKH ITEPEAAI0OTCS C HCIOIb30Banue koMaHapl MAIL (maxe B Tex

clly4asix, Korja rnpooyiemMa BO3HHKJIA Ipu 00padotke ycrapeBmmx komanx SEND, SOML umu SAML) u coneprkar mycroe moiie

oOparHoro 1myTH (cM. maparpad 3.7).

BpemeHHbIe METKH 1 TTyTH BO3BpaTa (JopMajIbHO OTPEIEIIOTCS CIEAYIONIM 00pa3oM:

Return-path-line = "Return-Path:" FWS Reverse-path <CRLEF>

Time-stamp-line = "Received:" FWS Stamp <CRLEF>

Stamp = From-domain By-domain Opt-info ";" FWS date-time

; date-time omnpenenerHo B [32], HO dopma "obs-", ocoBeHHO IJysa 2-3HAaYHOTO ykKaszaHusa Tola
; BanpemeHa B SMTP u ee MCIHOJIb30BaHMNE HEROIIYCTMMO.

From-domain = "FROM" FWS Extended-Domain CFWS

By-domain = "BY" FWS Extended-Domain CFWS

Extended-Domain = Domain /

( Domain FWS " (" TCP-info "™)" ) /
( Address-literal FWS " (" TCP-info ")" )

TCP-info = Address-literal / ( Domain FWS Address-literal )

; cepBep noJsydaeT uHbQopmauuio m3 coemmHeHms TCP, a He m3 koMaHIH EHLO.

Opt-info = [Via] [With] [ID] [For]

Via = "VIA" FWS Link CFWS

With = "WITH" FWS Protocol CFWS

ID = "ID" FWS String / msg-id CFWS

For = "FOR" FWS 1*( Path / Mailbox ) CFWS
Link = "TCP" / Addtl-Link

Addtl-Link = Atom
; JONOJIHMTEeJIbHEle CTaHOAapPTHEIE MMEeHa KaHaJIOB perucTrpupyiloTcsa B IANA.
; Hoje Via wmcnojsb3yeTcsa Opexie BCeTo IJiS YyXoTo TpaHcnopTa (He Internet).
; CepBepam SMTP HemomyCTMMO MCIIOJIbB30BATh HEe3apPeIMCTPUPOBAaHHEIE MMEHA.
Protocol = "ESMTP" / "SMTP" / Attdl-Protocol
Attdl-Protocol = Atom

4.5 [1pyrne BonpocChbl peanusauum

4.5.1 MuHumanbHas peasnau3sayusi
Hnsa obecneuenns: pabotet SMTP TpeOyercss obecneunts MO KpaifHeH Mepe MHUHHMAIbHYIO (YHKIMOHAIHHOCTH. Hinke
TIEPEYHCIICHBI KOMaH]Ibl, KOTOPBIE KaXKAasi pean3aliys J0JKHA O ICP’KUBATh B COOTBETCTBHH C JAHHOM cHelu(uKanuen:

EHLO

HELO

MAIL

RCPT

DATA

RSET

NOOP

QUIT

VREY
JIroOple cucTeMBl, KOTOpBIE BKIIIOYAlOT cepBep SMTP, mopnep)XuBaromuii TPaHCIALMIO WIM JOCTaBKY IIOYTHI, JOJKHBI
NOJIEPKUBATh 3apPE3ePBUPOBAHHBIN MOYTOBBIM SIMK postmaster Kak HE3aBUCHUMOE OT perucTpa JoKanbHoe MMs. be3 Takoro
ajzipeca MOXKHO OOOMTHCH, €CIIM cepBep BCerga BO3BpalllaeT OTKIMK 554 Ha OTKpbITHE coequHeHuit (cM. maparpad 3.1).
TpeboBanue NprHUMATH TIOUTY JUIS aJpecara postmaster, BeieT K ToMy, 4ro koMmanapl RCPT, yka3siBatomue anpec postmaster B
Mo00M W3 JIOMEHOB, Ui KOTOphIX cepBep SMTP obecrneunBaer modtroBoe OOCTy)XKMBaHHE, a TaKKe CIEIUAIBHBIA CIydaid
koMan bl RCPT TO:<Postmaster> (6e3 yka3aHust JoMeHa), JOJKHBI TIO/IJICPKUBATHCS CEPBEPOM.
[Ipenmonaraercs, uto cuctembl SMTP OyayT mpriarate Bce pa3yMHBIE YCHIINS JUI BOCHPHUATHS MMOYTH B anpec Postmaster ot
nr000it apyroii cucremsl B Internet. B sxctpemanbHbIX citydasx (Harmpumep, Ipu atakax Ha ciyxOsbl - denial of service attack)
WIN JIPYyTUX HapyIISHWsIX CHUCTeMbl Oe3omacHocTH cepBep SMTP mMoker OoKMpoBaTh IHOUTY, HAMpPaBICHHYIO IO aipecy
Postmaster. OiHaKo, MPOJIOIKUTEILHOCT TAKOH OJIOKMPOBKH CJIeyeT MaKCUMAIIbHO OTPaHUYMBATh, BO H30e)KaHUE OJIOKUPOBKH
COOOIIEHNH, KOTOPBIE HE ABISIOTCS YaCTHIO aTaKH.

4.5.2 lpo3payHocmb

Be3 mpuHATHS HEKOTOPBIX CIIEMHAIBHBIX Mep nocieaoBateibHOCTh <CRLF><CRLF> Oynetr BoCIpHHUMATHCS KaK 3aBEpIICHHE
TIOYTOBBIX JAHHBIX U HE MOXXET BKIIFOUYATHCSA ITI0JIB30BATCJIIEM B TCKCT. OOBIYHO ITOJIB30BATEN JAaXX€ HE 3HAIOT O TAKUX «CKPBITBIX»
IIOCJIEAOBATCIIBHOCTAX. I[J'I?[ np03paqH0171 nepeaadn nmoAroTOBJICHHOIO MOJIb30BATCIIEM TEKCTA CIIYKAT CIICAYIOIINE TPOUCAYPhI:
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¢ Ilepen ornpaBkoif cTpoku mouyToBoro Tekcra kimeHT SMTP nposepsieT nepBblif cMMBOJ CTpOKU. Eciy TakuM cuMBOJIOM
SIBISIETCSI TOUKA, KIIMEHT MIPOCTO JOOABIIET K €IIe OJJHY TOUYKY B Hadalle CTPOKH.
¢ CepBep SMTP, npoepsieT moyydeHHYI0 CTpOKy. Eciu oHa cOAepKHUT TOJBKO TOYKY, 3TO TPAKTYeTCsl KaK 3aBepIlEHHE
JlaHHBIX. Ec 1ociie Touky B Hayasle CTPOKHU CIIEAYIOT TOTOJHUTENIBHBIE CHMBOJIBI, 3Ta TOYKA IPOCTO YAAISAETCSL.
[TouTtoBBle nmanHBIE MOTYT BKIto4aTh JFOObIe w3 128 cmmBoioB ASCIL. Bce CHMBONBI JOCTABISIOTCS B ITOYTOBBIN SIITHK
TOJy4aTelsl, BKIIOYAs TPOOeIsl, TaOyIsATOpPsl ApPYTHe YHpPaBILIIOMIAE CHMBOJBL. Ecim kaHan Imepemadyd HOIIepKUBaeT 8-
OWTOBBIA (OKTETHBIN) ITOTOK HaHHBIX, 7-OuToBble KOAbl ASCII mepematorcsi ¢ BHIpaBHMBAHHEM IO IPaBOMY Kpaio OKTETa H
HYJIeBBIM 3HadyeHHeM cTapimiero oura. Tpancistopsl SMTP ucnonp3yroT crielHanbHyI0 TPAKTOBKY 8-OHTOBBIX CHMBOJIOB (CM.
3.7).
B HekoTOpBIX cHcTeMax MOXeET TpeOOBaThCs Iepenada MPUHITHIX U COXPAaHEHHBIX AHHBIX. DTO MOXKET OBITh aKTyalbHO JUIS
XOCTOB, HCHOJB3YIOMUX on4HbI 0T ASCII oKabHBIN HA00P CUMBOJIOB, €CIIM OHU COXPAHSIOT JAHHBIC B 3aIHCSX, 4 HE B
CTPOKaX WU IPHU UCIIONHE30BAHUN CIICIIHATBHBIX CHMBOJBHBIX MOCIEIOBATENEHOCTEH B KadecTBe orpannumtenci (delimiters)
BHYTPU TMOYTOBBIX SIIMKOB. Eciam Takue mnpeoOpa3oBaHHs TPEOYIOTCSA, OHU JOJKHBI ObITh OOpPAaTUMBIMH, OCOOCHHO JUIS
MIOYTOBBIX TPAHCISITOPOB.

4.5.3 Pa3mepbi u matmM-aymabl

4.5.3.1 OrpaHn4eHusi pasmepoB
CyIIecTByIOT HEKOTOpbIE OOBEKTHI, Ui KOTOPHIX TpeOyercs orpaHnueHne pasmepa. Kaknmas peanmsanus J0JKHA OBITH
Croco0Ha MPHHUMATH OOBEKTHI, pa3Mepbl KOTOPHIX HE BBIXOAAT 3a 3TH orpanmueHus. Cjeayer (110 BO3MOXKHOCTH) M30€raTh
nepenadn 00bEeKTOB Oonbliero pasmepa. OIHAKO HEKOTOpBIE IMOYTOBBIE CHCTEMBI Internet co3maroT Takue ajpeca B (opmare
X.400 [16], koTOpBIe MOTYT MOTPEOOBATEH OOJBIIETO pa3Mepa 0OBEKTOB — KIIMEHTHI MOTYT TIBITaThCA TIEPEAaTh TaKie OOBEKTHI, HO
OHH JAOJKHBI OBITh TOTOBBI K OTKa3y CEPBEPOB OT OOCITY)KMBAHHUS CIUIIKOM OOJBIINX OOBEKTOB. [l CHHXKEHHST BEPOSITHOCTH
BO3HUKHOBEHHS ITPOOJIEM B pEeaTU3aLsIX ClIeLyeT HCII0JIb30BaTh METOIbI, HE OTPAHWYHBAIOIINE Pa3MePbl OOBEKTOB.
JI0KaIbHaA wacmos aopeca
MakcumanbHbIH pa3Mep IMEHH M0JIb30BaTEeNs WM JIOKAIBHOM YacTH ajpeca cocTaBiseT 64 CHMBOJIA.
oomeH
MaxkcuManbHbI pa3Mep JOMEHHOTO UMEHU COCTABIIAET 255 CUMBOJIOB.
nymp
MakcumanbsHas JUTMHA ITPSMOT0 ¥ 00paTHOTO Iy TH COCTaBIIIET 256 CUMBOJIOB (BKJIFOUast pa3eIUTENN U ITyHKTYALHIO).
KOMAHOHAA CMPOKA
MakcumanpHas JUIMHA KOMaHJHOW CTPOKH C ydeToM 3aBepliaromei nocnenoBarenbHoctd <CRLF> cocrasmser 512
cumBoIoB. Pacipenust SMTP MoryT paspernars 6osee JIMHHbIE KOMAH B
CMpPOKa OMKIUKA
MakcumanpHas JJHHA CTPOKM OTKIMKa ¢ yueToM koma M <CRLF> cocraBmser 512 cumBOnOB. JIONONHUTEIBHYIO
nH(pOpMAIHIO MOXKHO ITepeiaTh, UCTIONb3YSI MHOTOCTPOYHBIN OTKJIMK.
meKkcmoeas cmpoka
MakcuMmaibHast IJIMHa CTPOKHU TekcTa ¢ yaetoM <CRLF> coctasiser 1000 cuMBOJIOB (HE yUUTHIBas 100ABIACMYIO B HAYaI0
TOYKY B CiTydasx obecrniedeHus npo3paurnocth). Pacumperns SMTP moryT ncnosip3oBath Oosee JIHHHBIE CTPOKH.
cooepircumoe coodueHus
OrpaHndeHre MaKCHMaJILHOTO pa3Mepa COIEpKUMOTO COOOIIeHHs (BKIIFOYAst 3aTOJIOBKH U TEJI0) AOJIKHO OBITH HE MEHee
64K okretoB. Ilocne BBemeHms cranmaptoB Internet Ha multimedia-moury [12] pasMepsr mouToBEIX coobmeHuit Internet
MHOTOKPAaTHO BO3POCIH M II0 BO3MOXKHOCTH CIieyeT H30eraTb orpaHudeHHs pa3mepa cooOmenuid. Cucremam SMTP,
KOTOpBIE HE MOTYT OTKa3aThCs OT OTPaHMYEHHS Pa3MEpOB cJieayeT peanm3oBath cepBucHoe pacmmpenue SIZE [18], a
kianentaM SMTP, nepenatonm Gosnbine cooOIIeHns, cIeayeT 0 BO3MOKHOCTH HCIIOIb30BATh 3TO PACIIUPEHUE.
recipients buffer
MunnmMansHoe yncio Oydepuszyembix nonydateneil cocrasiser 100. Ortka3 oT mpuema cooOmeHuid (Uit M30BITOYHBIX
nonmy4uatenei) mpu uncine komang RCPT menee 100 siBiseTcs HapymeHneM NTaHHOH crierudukarin. s TpaHCIHPYIOMNX
cepBepoB SMTP HegomycTHMO, a 10CTAaBIAIOIINM — He CJIeAyeT IPOBEPSTH 3ar0JIOBKM M OTBEPraTh COOOIIEHHUS HA OCHOBE
3aJ]aHHOTO YyKcIia nomyyareneid. Cepep, B KOTOPOM OIPaHHMYMBAETCS YHCIIO OTydaTelel, J0JIAKeH UCI0Ib30BaTh Pa3yMHbIH
BBIOOp OTKJIOHSIEMBIX COOOLIEHHH (CKOpee cpa3y OTKIOHHTH a/IpecaToB, BHIXOJSIIUX 3a IIPEAENbl JOIyCTHMOIO YHCIA,
HEeXEIH TII0TOM OTOpachiBaTh MNpPUHATHIE CHadana azapeca). KimeHTam, KOTOphIM TpeOyercsi NOoCTaBKa COOOIIECHWMS,
Bkitoyatorrero 6omee 100 komang RCPT caienyer ObITh rOTOBBIMY K Tiepeaade osokamu 1o 100 axpecoB B 01MH IPHEM.
OmroOKH, CBSI3aHHBIE C BBIXOJIOM 32 JIOIYCTHUMBIE ITPEIEIIbl, IPHBOJIAT K IIepejade COOTBETCTBYIOIIMX OTKIIMKOB:

500 Line too long — CJMIIKOM IJIMHHAS CTPOKa

501 Path too long - CHOMIIKOM IJIMHHBI IIYThb

452 Too many recipients - CaMmWKOM MHOTO IHOJIlydaTeJier (CM. HUXe)
552 Too much mail data - camMmKOM MHOT'O IIOYUTOBBIX ITaHHEIX.

B RFC 821 [30] nekoppekTHO yka3aHo, uto cepBep SMTP B ciydasx npesbiiieHus unciia komana RCPT (too many recipients)
TeHepUpYyeT OTKIMK ¢ KoxoM 552. KoppeKkTHBIM KOJIOM Ul TaKUX OTKIIMKOB sABJsieTcs 452. KinueHTaMm esegyeT TpakToBaTh KOJ
552 B TakuXx Cliy4asx Kak BpeMEHHYIO Ipo0JieMy, a He TIOCTOSIHHYIO, YTOOBI OITMCAHHAsI HIKE JIOTMKA MOTJIa paboTaTh.

Korna cootBerctByrommii cnenudukanun SMTP cepep crankuBaercst ¢ Takol po06IeMoii, OH MMeeT 1o Kpaiineir mepe 100
npuHAThIXx KoMana RCPT B cBoem Oydepe nomydateneii. Ecinu cepBep crocoOeH MPUHATH COOOIIEHHEe, N3 KIMEHTCKOM odepean
Oyzer ynaneno mo kpaiHeil mepe 100 agpecoB. Korma kinMeHT mpeanpruMeT HOBYIO MOMBITKY MEpefadn apecoB, I KOTOPBIX
65uT oydeH oTkimK 452, cepBep SMTP cmoxer momectuts B Oydep momydateneit mo kpaitHeir mepe 100 agpecos. Kaxnmas
MTOBTOPHAs [TOMBITKA Oy/IeT 00eceYnBaTh nepeady COOOIICHNUS [0 KpaliHeH Mepe COTHE aipecaToB.

Ecmm cepsep SMTP nmeet npenen s uncna komana RCPT u 3TOT mpezaes mpeBkIIieH, cepBep A0JKeH HCIIOIh30BaTh OTKIIHK C
KozoM 452 (HO KIMEHTY cJieayeT ObITh TOTOBBIM M K IOJyYEHHIO Kojaa 552, xak Obulo ykazaHo Bbimie). Ecmu orpannueHus
cepBepa 3a1aHbl MPaBIJIaMH, OH MOKeT HFCIIONb30BaTh OTKIMK ¢ KoJgoM 5XX. O1o OyzmeT Hanboee pasyMHBIM PEIICHAEM, €CITN
OTpaHUYCHHUE MIPEIHA3HAUCHO ISl OJIOKMPOBKHU TIEpPeAadn COOOIIEHNH, B KOTOPBIX CIIMCOK MOTydaTesiel o pa3Mepy MPEBbIIIacT
caMo COOOIIEHHE.
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4.5.3.2 Tanm-ayThbl
Knuentst SMTP nmoskHbI TOJAE€pKMBaTh MEXaHU3M TailM-ayToB. TaliM-ayTbl JAOJKHBI 337aBaThbCsl Ui KOMaHJ, a HE JJIf
BpPEMEHH Bcell ouToBO TpaH3aknuy. Ciaeayer obecrieunBaTh BO3MOXXHOCTh HACTPOWKN 3HAYCHUH MTapaMeTpoB 0e3 TOBTOPHOM
komImuutsinuK kozia SMTP. Jlns peanuzanuu oTHX TpeOoBaHUK TalMephl 331a0TCst TSl Kax a0 komanasl SMTP u ans kaxaoro
Oydepa nepenaun nansbix. [locneqHee o3navaer, 4To OONUMI TaiM-ayT ISl TPAH3AKLUK PACTET IPONOPIHOHAIBHO YBEINYECHHIO
pa3mepa cooOIIeHHS.
Ha ocHoBe ombiTa pabOTHI TPaHCISATOPOB C BHICOKOM HAarpy3Koi 3Ha4yeHUs TalM-ayToB, KOTOpBIE CJIeAyeT HCIIOJIb30BaTh
COCTAaBIISIOT:
Cmapmoegoe coooujenue 220: 5 munym
Knumentcxuit mporiecc SMTP norken otnmyate c6ou B coeauneHnsax TCP oT 3amepkku cTapTOBOrO MPUBETCTBHS C KOJIOM
220. MHuorue cepepsl SMTP Bocnpunumarot coenunenne TCP HO 3amepkuBaroT nepenady oTkinka 220, Ioka B cCHCTEMe
HE 0CBOOOAUTCS TOCTATOUHOE ISl 0OPaOOTKH MOYTHI KOJIMYECTBO PECYPCOB.
Komanoa MAIL: 5 munym
Komanoa RCPT: 5 munym
Ecnu 00paboTka CIHCKOB PacChUIKK U TICEBJOHUMOB HE OTKIIA[IBIBACTCS A0 TpHeMa COOOIIeHUs, TpeOyeTcsl yBeInueHHe
TalM-ayTa.
Huuyuupoeanue komanovt DATA: 2 munymeot
OTOT TaliM-ayT OnpeeisIeT BpeMs oxXunanus oTkimka 354 Start Input Ha komargy DATA.
bnok oannvix: 3 munymaol
Bpewms oxxunanus 3aBeprieHus Kaxaoro BezoBa TCP SEND st mepenaun ¢pparMeHTa JaHHBIX.
3asepuienue npuema oannvix no komanoe DATA: 10 munym.
Bpems oxnpanus otkimka 250 OK. Korna momydarens nMprHHMAaeT 3aBEpLIAIOILYIO0 TOYKY B JAAaHHBIX, OH OOBIYHO HAaYWHAeT
00pabOTKy MOJYYEHHBIX JaHHBIX I JOCTABKH COOOIIEHNS B TOYTOBBIN SIIMK MOJIb30BaTeNs. JIOXKHBIE TaiiM-ayThl B 3TO BpeMs
KpaliHe HeXelaTelbHbl U OOBIYHO MPUBOAAT K JOCTaBKE MHOTOYMCIICHHBIX KOIMH COOOLIEHHS, ITOCKOJIBbKY COOOIIECHNE MOXET
OBITh Y€ ITOCIIaHO U CepBep MPUHST Ha ce0sl OTBETCTBEHHOCTD 3a €r0 JOCTaBKYy (cM. maparpad 6.1).
Cepsepam SMTP ciiexyer ncrnons3oBath TaiiM-ayT He MEHEE 5 MUHYT IIPU OXKUJAHUY OT KJIMEHTA CIEAYIOIeil KOMaHabI.

4.5.4 Cmpamezausi noemopos

Obmas cTpykrypa peanmsanuu SMTP Bxirouaer monb3oBaTelIbCKHE MOYTOBBIE SAIUKU, OIHY MM HECKONBKO obOnacTell Iy
XpaHEHUs] ouepequ COOOIEHUH M OJMH WIIM HECKOJIBKO JIEMOHOB, OOCIY>KMBAIOIIMX NPHEM M Mepelady IMOoYThl. TodHas
CTpPYKTypa CHJIBHO 3aBHUCUT OT IOTPEOHOCTEH MOJIb30BaTeJIed XOCTa, a TaloKe YUCIa U pa3Mepa IOJICPIKHBAEMbIX XOCTOM
CIIMCKOB PacChUIKM. Hwke ommcaHo HECKOJBbKO BapHAaHTOB ONTHMH3AIMM, KOTOPHIE MOTYT OBITH OCOOECHHO MOJIE3HBI IS
MIOYTOBBIX XOCTOB C OOJIBIIION HATPY3KOI.

JIrobast cTparerusi OpraHu3alyy O4epesieil M0JIKHA BKII0YATh TaiiM-ayThl JJIsL BCEX ONEpalyii, 3a/laBacMble HE3aBUCHMO IS
KaXJ10i KoMaHIbI. [IpH M00BIX 00CTOSTENECTBAX HEIOMYCTHMO BO3BpAIaTh COOOMIEHN 00 omriOKax B OTBET HA COOOIICHNUS 00
omoKax.

4.5.4.1 Ctparerunsa nepegaum

B pamkax obmie#t monemu ximeHT SMTP mpencraBiser coboil OOMH WM HECKOIBKO IPOIECCOB: KOTOPBIE MEPHOANICCKU
MBITAIOTCSA TIePEIaBaTh UCXOMSANIYIO IMTOYTY. B THITUYHOMN cHcTeMe MpOorpaMMEI MMOATOTOBKU ITOYTOBBIX COOOICHUH MMEIOT TOT
WIA WHOHM CIOCO0 3ampoca HEMEIUIEHHOH 00pabOTKH MCXOMSIIECH ITOYTHI, XOTS I0YTa, KOTOpas HE MOXKET OBITh OTIIpaBJcHA
HE3aME/TUTEIBHO MOJKHA IOMEIIAThCsl B OYEpEllb, OTIPABHUTENb OYIET MEPUOIUYCCKH IIBITATHCSI €€ OTOCHATh ajipecaTaM.
3ammch MOYTOBO ouepenu OyAeT BKIFOYATh HE TOIBKO CaMO COOOIICHHUE, HO M KOHBEPT IS €r0 JOCTABKH.

OTnpaBUTENb A0JIKEH JICNaTh May3y Mepej1 MOBTOPHO MOMBITKOM OTIIPAaBUTH MOYTY aapecary Mocie Heyaaun. B obmem ciydae
WHTEPBAJ OXHUIAHHS CJemyeT aenath He MeHee 30 MHHYT, oHaKO OoJice M3OIIPEHHBIC MOIXOIBI C MEPEMEHHBIM BPEMCHEM
oxuaHus OyayT naBaTh MPEUMYILECTBA B T€X CIydasx, koraa kiueHT SMTP moxer onpenenuts NpuuruHy Heyaauu.

[MombITKM TpOJOIDKAIOTCS 10 TEX IOp, MOKa COOOIIeHHe He OyJeT J0CTaBIeHO WIIM I0Ka HE WUCTeYeT 3aJaHHOE Ha IIOIBITKH
noBTOpa BpeMs (00bI4HO, He MeHee 4 - 5 nHeil). [TapameTpbl HOBTOPA AOJIKHBI OBITH HACTPAUBAEMBIMH.

KnueHTy ciieryer coxpaHsaTh CIIHCOK XOCTOB, KOTOPBIM HE YAAJI0Ch OTIPABUTh IIOUTY U COOTBETCTBYIOIINE 3HAUCHHS TaliM-ayTOB
JUIS COeTMHEHUI BMECTO «TYIIBIX» MOIBITOK TIOBTOPA.

OnbIT TOKa3bIBaCT, YTO OIIMOKM OOBIYHO HOCAT BPEMCHHBIM XapakTep (OTCYTCTBHE CBSI3M C CHCTEMOH ajapecarta) u
PEKOMEHyeTCsl JeNaTh JBE IOMBITKH IOBTOpa B TEUEHHE IIEPBOTO Yaca XpaHEHHs MHChMa B OYEpeldy, a Jajiee MOBTOPSTH
TIOIIBITKY IIepeiaun Kaxkaple 2 — 3 gaca.

Kimenr SMTP MoxeT COKpaTUTh 33JAepKKy Mepen IOBTOPOM, COTTIAacOBAaB Takoe CoBparieHune ¢ cepsepom SMTP. Hampumep,
IIPY MTOJYYEHUH TTOUTHI ¢ KAaKOTO-TO ajjpeca, OUYeBHIHA BO3MOKHOCTE IIepelad M0 3TOMY ajpecy MOYTHI U3 odepead (eciny oHa
ecTb). Mcnomibp3ys Takoi Moxoa, MprIoKeHne B OOJIBITMHCTBE CITy4aeB MOKET OOOUTHCH Oe3 SIBHOTO MCITONB30BaHMS (DYHKIIMI
«repenaTth cooOmeHus U3 ouepenn ceituacy tuma ETRN [9].

Bo3Mmoxna mampHeHIIAs ONTHMHA3AINS CTPATETHH TIepeadl 3a CYeT UCIOIb30BaHNs MHOXKECTBA aJpecoB Ha XOCTE (CM. HIKE),
YCKOPSIOIIETO JOCTABKY ITOYTHI 33 CUET IMOBBIIICHHS pacxoia PeCypcoB cepBepa.

Kiment SMTP mMoxeT uMeTs OONBIIYIO 09epelb COOOIMIEHUHN [T KaXXIOTO U3 HEJOCTYITHBIX XOCTOB. Ecim Bce 3TH cooO0meHns
BKITIOYATh B KaXKIYIO IIOTBITKY IMOBTOPA, 3TO OyIEeT MOPOXKIATh 3HAUMTENbHbIC M30BITOUHBIN Tpadguk B Internet, a modroBas
cucreMa OyIeT HENOCTYIHA B TEUCHHE IHTENbHOrO mepuoma. OrmermM, uto kimmeHT SMTP B ofmem ciydae MoOXkeT
KOHCTaTHPOBAaTh HEYNAa4YHYIO IOMBITKY TOJIBKO IO MCTCUCHHH TalM-ayTa (HECKOJIBKO MHUHYT), a Jake MHUHYTHAs 3aJep)KKa Ha
coeAvHCHUE OyJeT NMPHBOAUTH K OYCHH OONBINUM 33JepXKKaM, €CIM B OYEPEOH CKOMWINCH NCCSITKA WM JaKe COTHH
HEIOCTABJICHHBIX COOOIIEHUI TSI OTHOTO XOCTA.

B T0 xe Bpems, kiauenTaM SMTP crnenyer ¢ 00bIoi 0CTOPOKHOCTHIO MCIIONB30BaTh KIMIMPOBAHHBIC HEraTUBHBIC OTKIUKHA OT
cepBepoB. B skcTpemansHOM ciydae, ecin koManaa EHLO BBonuTcst MHOTO pa3 B TeueHUe oJHoro coenuHenust SMTP, cepsep
MOXXET BO3BpallaTh pasHble OTKIMKUA. OYeHb BaXKHO MOAYEPKHYTb, YTO OTKIMKU S5yz Ha koMaHay MAIL HemomycTuMO
KALLIUPOBATH.

Korza coolienue pocrapisercss MHOKECTBY ajipecatoB u cepBep SMTP, Ha KOTOpBIil Konmupyercsi COOOLIEHUE ISl TIepeiayH,
COBIIAJIACT /11 MHOYKECTBA ITOJTyYaTeNeii, cjeayeT repeiaBaTh eJMHCTBEHHYIO KOIIMIO COOOIIEHHS [l BCeX TaKuX ajpecaros. T.
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e., knmuenty SMTP caenyer ucnonb3oBath nocienoBarenbHocTb komann MAIL, RCPT, RCPT,... RCPT, DATA Bwmecto
nocienoBarensHocTH MAIL, RCPT, DATA, ..., MAIL, RCPT, DATA. Onnako mpu OONBIIIOM KOJHYECTBE aJPECaTOB MOXKET
OBITH IPEBBIIIEHO JOMYCTUMOE YHciI0 MoBTOpoB KoMaHisl RCPT Ha oy komanny MAIL.

Kmnerr SMTP ans obGecriedeHust CBOCBPEMEHHOM JTOCTAaBKH MOKET TOAICPKABATH MHOKECTBO OJHOBPEMEHHBIX MCXOISIIIX
MOYTOBBIX TpaH3akuuii. OmHAKO A MPEJOTBpAIlCHHUS H30BITOYHOTO pacxXojlla PECypcoB XOcTa Ha OOpaOOTKY IOYTHI, YHCIIO
OJTHOBPEMEHHBIX TPaH3aKIIMH MOXKET OTPaHUIUBATHCS.

4.5.4.2 Ctparterusi npyema

Cepsepy SMTP caenyer mbITaThcs COXpaHUTH MOCTOSHHOE IpociaymmBaHue nopta SMTP. Oto Tpebyercs s mOAnEpKKH
MHOXecTBa Bxomsammx TCP-coemmuenuit mis SMTP. Hekotopsie orpaHndeHHs BO3MOKHBI, HO CEpBEpHI, HECIIOCOOHBIE
o0cyxuBaTh Oojiee oHOM TpaH3akuuk SMTP onHOBpeMEHHO, SBIISIOTCS HAPYILICHUEM JJaHHOH Crieln(pHKAIIH.

Kak Oputo ckazano Beime, ceppep SMTP mpu momydeHHH MOYTHI OT KaKOTO-THOO W3 XOCTOB MOXKET aKTHBH3HPOBATH CBOH
MexaHu3M odepeneid SMTP 1715 moNBITKY MOBTOPHOH Mepeaad MmoYThl, XpaHUMOM ISl 3TOTO XOCTa.

4.5.5 CoobweHus ¢ nycmbiM rnosieMm obpamHo20 nymu

Hexoropele THITBI yBEZOMIICHHUH, TpeOyeMble CYLIECTBYIOIMMH MM IPEAJIOKEHHBIMHA CTaHAAPTAMU IEPEIAOTCS C ITyCTHIM
mosieM oOpatHoro mytd. K 9rciy Takux COOOIIEHHH OTHOCATCS YBEAOMIICHHS 00 OMMOKaX IMpH JOcTaBKe (cM. maparpad 3.7),
npyrue tansl coodmennit DSN (Delivery Status Notifications — yBemoMIIeHHS 0 COCTOSHUA JOCTaBKA) [24] n coobmenust MDN
(Message Disposition Notifications — yBemomieHuss o mocrtaBke) [10]. Bce THIBI yKa3aHHBIX COOOIICHUH SIBIISIFOTCS
YBEIOMIICHHSIMH O MPEIbIIYIIEM COOOIIEHHH U MTOCBUIAIOTCS 110 00paTHOMY ITyTH M3 3aroJIoBKa COOOLICHNUS, ¢ KOTOPBIM CBS3aHO
JlaHHOE yBezoMileHHe. HeBO3MOXKHOCTh JOCTaBKH 3a4acTylo CBsi3aHa C IMpoOiieMaMy B IIOYTOBOM CHCTEME Ha XOCTE ajpecara,
nostomy HekoTopble AJII1 HacTpanBarOTCs Ha MEPECHUIKY TAKUX yBEIOMIICHHH KOMY-HHOYIb, KTO OyIET CIIOCOOEH MCIPAaBUTh
npo0OiieMy ¢ IouTOH (Harpumep, ¢ UCIOIb30BaHUEM TICEBIOHMMA postmaster alias).

Bce ocTanbHble THIIBI cOOOIIEHHH (T. €., 100ble coo0meHus, 11t KoTopblx cranaapTel RFC He TpebyroT ncroiap30BaTh mycToi
MyTh BO3Bpara) CJIEAYET MOChUIATh C KOPPEKTHBIM, HEMTYCTHIM 0JIeEM 00paTHOTO MyTH.

Pa3paboTunkaM aBTOMaTH3MPOBAHHBIX MTOYTOBBIX CHCTEM CJIeAyeT ObITh AKKYpPaTHBIMH M 00€CTIeYMBATh KOPPEKTHYIO 00pabOTKy
Pa3HBIX THIIOB COOOILEHUH C MyCThIM IyTeM BO3Bpara. B 4acTHOCTH, TaKMM cHCTeMaM He cJIelyeT OTBeuarh Ha cooOmeHus 0e3
o0parHOro myTy.

5. Mpeobpa3oeaHue adpecos u ob6cyKueaHue NoYmal

ITocne Toro, kak kmmeHt SMTP nekcmueckn uueHTHGUIMPYET IOMEH, A1 KOTOPOTO MpeAdHa3HauYeHa IepegaBacMasl Ha
00paboTky moura (cM. maparpadsl 3.6 u 3.7), AOJKHO BEITOTHATECS oOpamieHne Kk cepBepy JoMeHHBIX uMeH (DNS lookup) mms
npeoOpa3zoBaHust ToMeHHOro uMmeHu [22]. [Ipeanonaraercs, 9To B afpecax UCHONB3yIoTCs monHble mMeHa (FQDN) — mexaHu3m
ompeneneans FQDN 1o 4acTHdHOMY WMEHH WIH JIOKaJIbHOMY IICEBJOHNMY BBIXOIHT 3a TPEICbl JaHHOW cIienn(HUKANN U, B
CHITY CJIOXKMBILIEHCSI ITPAKTHUKH, B OOIIEM CITydae He JIOJDKEH MCIoib30BaThesl. [Ipu moncke cHavyana npenprHHAMAETCs! ITOBITKA
HAWTH JOKANBHYIO 3amuch MX, cBs3aHHyI0O ¢ mMeHeM. Ecim B3ameH atoro Oynmer HadimeHa 3amice CNAME, momydeHHOe B
pesynbrare uMs oOpadarbIBaeTcsi Kak HcxonHoe. [Ipnm oTcyrcTBuM 3amuceil MX OIHOBpPEMEHHO C HAJIMYMEM 3amuced A,
TIOCJIETHSISL TPAKTYETCs, Kak OyITO OHa CBsi3aHa ¢ peanbHOit 3anmchio MX 0, yka3bpIBaromel Ha ToT e xocT. Ecim HalineHna oHa
WM HecKoJbKo 3anuceid MX mist cuctemsl SMTP HemomyeTnMo McTionb30BaTh Kakue Obl TO HUA OBUIO 3alMCH A, CBSI3aHHBIE C
9THM HMMEHEM, T0Ka OHM He OyayT Hal/ieHBl C HCITOJb30BaHHEM 3anucedi MX — TpHBesCHHOE BBINIE MPABUIIO «HESIBHBIX)
(implicit) 3amuceit MX npuMEHNMO TOJIBKO B CIydasx oTcyTcTBHs peanbHbix MX. Ecnu 3anrcun MX npucyTCTBYIOT, HO HH OJIHA
13 HUX HE MOXKET OBITh HCIIOJIb30BaHa, KIIMEHTY A0JKHO BO3BPAILATHCSI COOOIIEHHE 00 OmInoKe.

ITocne ycnemnHoro noucka JoMeHHOro UMeHH B DNS MokeT Mpon30HTH 0TOOpaskeHre OTHOTO aJipeca BO MHOXKECTBO aJJpEecoB 3a
CYET HCIIONb30BaHUsI MHOXKECTBa 3anuceid MX M HOAIEepKKH XOCTOM HECKOJbKUX aapecoB (multihoming). [ns obecnieuenus
HAJIC)KHOU TOCTaBKH MOUTHI KiIHEHT SMTP moskeH ObITh CIIOCOOEH IMBITATHCS (BKIIIOYAs TOBTOPHI) MCIIOIB30BATh BCE ajpeca B
COOTBETCTBUM C HUX TMOPSAAKOM B CIHCKE, TOKa JOCTaBKa He 3aBepimiuTca ycmexoM. OJHaKo MOKeT CyIIeCTBOBATh
KOH(UTYpaIlMOHHOE OrpaHUYCHHE YHCIIA UCTIONb3YEMbIX albTEPHATUBHBIX ajipecoB. B Takux ciyuasx kimuenty SMTP cienyer
IIPEeIIPUHUMATH IIOIBITKY 110 KpaiiHe! Mepe Ul ABYX aJpECOB.

JInist paHKMpOBaHUS aJpECcOB XOCTOB UCIIOIB3YETCS /IBa THIIA JAHHBIX — MHOXECTBEHHBIE 3alUCH MX U MHOTOJIOMHBIE XOCTHL.
MmuoxecTBeHHble 3ancd MX cogepxar HHGOpPMAIHIO O TPEIIIOYTEHHSIX, KOTOpas I0JIZKHA MCIIONb30BaThCs TP COPTUPOBKE
crmcka (cM. Hmke). MeHpme 3HaueHHS MX yKa3bpIBaloT Ha Ooiee IMpeNIouTHTENBHBIE aapeca NocTaBKH. Ilpm Hammamu
HECKOJIBKHUX aJPecOB C OAMHAKOBBIMU 3HaueHMSAMH MX HeT SBHBIX NPHYHH IJIS TMPEINOYTEHHS TOr0 WM WHOTO ajapeca H
otmpasutens SMTP fnoskeH BBHIOHpATh MOPSAOK TaKUX aqpEecOB CIyYAHHBIM 00pa3oM Ul paclpelefieHHs] Harpy3Kd MEXIy
Pa3HBIMH TIOYTOBBIMHU CEPBEPAMH OJJHON OpraHHU3aIHH.

XocT momyyarens (BO3MOXKHO C TPEANOYTHUTENHHOM 3amnchio MX) MOMKET OKa3aThCs MHOTOJOMHBIM — B TAaKHX CIy4Yasx
JIOMEHHOE UMl OyZeT peoOpa3oBhIBATECS B CHHCOK anpecos IP. OTBETCTBEHHOCTH 32 YHMOPSAOUYMBAHNE 3TOTO CIHICKA JICKUT Ha
uHTepdeiice mpeodpazoBarens uMmeH (domain name resolver), KOTOPBIA JOIDKCH YIOPSIIOYNBATH CIFCOK B IMOPSAKE CHIDKCHUS
TIpeATouTeHUH, a otipaButes’s SMTP qoJKeH MBITaTHCS UCTIONB30BATH a/Ipeca B TPeATIOKEHHOM MOPSIIIKE.

XoTs moAJepKKa MOMBITOK JJOCTABKH C MCIOJIb30BAaHUEM MHOXKECTBA apecoB TpeOyeTcs OT peas3alliii, BO3MOXHOCTb TaKHUX
MIONBITOK MOXKET OBITh OTpaHMYCHA WJIM OTKJIIOYEHA COBCEM. BoIpoc 0O menecooOpasHOCTH HCIIONB30BAHUS PA3HBIX aApECcOB
MHOTOIOMHBIX XOCTOB OCTaeTci CHOpHbIM. OCHOBHBIM apryMEHTOM B MOJIb3y TaKUX IOMBITOK SBJISETCS IOBBILICHUE
BEPOSTHOCTH CBOEBPEMEHHON JIOCTaBKH COOOIIECHHI, a B HEKOTOPBIX CIIydasX — IIPOCTO oOecrieueHne BO3MOKHOCTH JOCTaBKH.
ITpoTUBHMKM TaKOro MOAXOJA CUUTAIOT, YTO OH BEJET K M3JIHUIIHEMY pacXoy pecypcoB. OTMETUM, YTO UCIOIb30BaHUE PECYPCOB
CHJILHO 3aBHCHT OT BHIOpPAaHHOM CTpaTerny nepeaadn, Kak ObUIo IoKa3aHo B maparpade 4.5.4.1.

Eciu cepsep SMTP npunnmaer cooOlieHue, is apecaTa KOTOpOro AaHHBINA cepBep 03HaueH B 3anmuck MX, 3TOT cepBep MOKeT
TPaHCINPOBATh COOOMIEHNE (TOTEHIIMAIBHO, TIOCIIE MMOydeHus nepenucaHubix aapecos st MAIL FROM w/umn RCPT TO),
o0ecriednBast ero OKOHYATEIbHYIO JOCTAaBKY, HJIH MepeAaTh €ro Jajbllie, HCTIOIb3Ys TOT MM MHOW MEXaHU3M, HE OTHOCSIIUINCS K
TpancnoprHoii cpene SMTP. EctecTBeHHO, 17151 BTOPOTo City4asi CHavyasia JOJDKEH ObITh MPOBEPEH CITUCOK 3anuceid MX.

Eciau cepBep ompenensier, 4To eMy CleQyeT TPaHCIMPOBATh COOOLIEHHE O3 IepernuChIBaHHUs 3aroJIOBKOB, OH JAOJLKEH
OTCOpTHPOBaTh 3anucu MX Juis onpezeneHns Hy)KHOW. Brlcumii npropurer uist iepeadn cooOIIeH s OyIeT UMETh 3aIich ¢
MUHUMAJIBHBIM 3HaueHneM MX. X0oCT-TpaHCISTOp JODKEH MPOBEPUTH CITMCOK Ha MPEIMET HATMYUSA B HEM UMEH WJIH aJIpecoB,
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W3BECTHBIX IS TpaH3akIuWW. Ecim HaiiieHa COOTBETCTBYIOIIAS 3alllCh, BCE OCTAJbHBIC 3allUCH, I KOTOPHIX YPOBEHb
TIPEANIOYTCHUSI HE BBIIC HAWIEHHOTO, JOJDKHBI MCKIIOYATHCS M3 paccMOTpeHWs.. Ecim Takwx 3ammceid HET, 3TO TOBOPHT 00
OLIMOKE U cepBep 0JIzKeH BEPHYTh COOOIIEHNUE, KaK HepocTapsieMoe. C OCTaBIIMMUCS B CIIMCKE 3aMHCAMHU CJeAyeT IIOBTOPSTH
TIOTIBITKH JIOCTABKH COOOIIEHUS B IOPSIKE CHIDKCHUSI IPUOPHUTETA 3aITUCH.

6. O6HapyxeHue u peweHue npobrsiem

6.1 HapgexxHasa pocTtaBKa U OTKIMKX MO 3JIEKTPOHHOU NoyTe
Koraa nomyuatens SMTP npunnmaer gacts moutsl (nepenas oTkimuk 250 OK B otBer Ha komanay DATA), oH mpuHHUMaeT Ha
ce0sl OTBETCTBEHHOCTh 3a JIOCTABKY MJIM TPAHCILSIIUIO cooOmeHusa. K 3Toif OTBETCTBEHHOCTH CIIEAYET OTHOCHTHCS CEPHE3HO.
Henonycruma notepst cooO1meHnit o He3HAUYUTENbHBIM IPUYMHAM THUIIA TOCIIEAYIOMIETO «IIaJACHHUD X0CTA MIIH MPEACKa3yeMOon
HEXBaTKH PECypCOB.
Ecmu mocne BoctipusTHS COOOIIEHHS OOHApYKUBAeTCSI HEBO3MOXHOCTH €r0 NOCTaBKH, moxydarenb SMTP (cepsep) momkeH
MIOJrOTOBUTH M Iepenarh yBenomiieHue o0 stoM. Ilpu mepenade yBeaoMIIEHHs A0JKeH HCIOJIB30BaThCs mycToi ("<'") myTh
BO3Bpara B KoHBepTe. Ilomydarenem Takoro yBeJOMIICHUS HOJIKEH OBITh ajpec M3 00paTHOTO IyTH B KOHBEPTE (MM CTPOKE
Return-Path:). Ecm oOparsslii myTs myctoii ("<"), st cepsepa SMTP HemomycTuma niepeniada yegomireHusi. OOBIYHO, HUUTO
HE 3alpelnaeT Ha JIOKAIBHOM ypOBHE (B TOH ke cpese, K KOTOPOH OTHOCHTCS IaHHBIH cepBep SMTP) mpunumars pemieHne o
TIPOTOKOJIMPOBAHUM MJIM WHOHM (PUKCALMK CBEICHMH O ITyCTOM ITyTH BO3BpaTa. Ecii ampecoMm sBisieTcs SIBHBIM MapIupyT source
route, M3 HETO A0JKEH BBICIATHCA TocienHui naTepsa (final hop).
B xauecTBe nprmepa npearoaokuM, 4YTo Hy>KHO epeaaTh YBeIOMIICHUE I COOOIIEHHS, IIPHHATOTO 110 KOMaH/e:

MAIL FROM:<@a,@b:user@d>
YBeroMIIeHHE T0JI2KHO TIEPEIaBaThCs C IIOMOIIBI0 KOMaHIbI:

RCPT TO:<user@d>
HexoTopsle mpoGiembl ¢ 10cTaBkoil mocie Toro, kak cucremMa SMTP Bocnpunsia coobuienue, Hen30exHbl. Hanpumep, y
npuanMatomiero cepsepa SMTP moker He OBITh BO3MOXKHOCTH IPOBEPKH BCEX aapecoB JocTaBkM B komanaax RCPT mo
NPUYMHE HEKpUTHYeCKHX (soft) ommbOK B cHCTEME JOMEHHBIX UMEH, OCKOJIBKY aJIpecaToM SIBJISETCSl CHHCOK PACCBUIKH (CM.
onucanne RCPT), mimu cepBep IeiicTBYeT KaK TPAHCIISATOP U HE UMEET IIOCTOSIHHOTO JIOCTYIIA K CUCTEME JIOCTABKH.
Bo u3bexanue m1y0aupoBaHuUs COOOIICHHUI B pe3ybTaTe TaliM-ayToB, moiayuateab SMTP moJikeH MbITaThCss MUHUMH3HPOBAThH
BpeMst OTKJIMKa Ha MHAMKATOp 3aBepuieHus JaHHbIX <CRLF><CRLF>. [TogpoOHoe 00cyX/eHre 9Toro Bompoca NpUBOAUTCS B
RFC 1047 [28].

6.2 O6HapyxeHue netenb

[pocroif moacuer umcna 3aroigoBkoB Received: B MPHHATHIX COOOIIEHHUSX OOECIIEUMBACT IPOCTOHM, XOTA M HedP(EKTHBHBINA
crocod oOHapyXeHHs reTeNb B mouToBoi cucreme. CepBepam SMTP, ncnonb3yronmm Takoi croco0, ciieayeT yCTaHABINBATh
BBICOKHI TTopor oTkaza (00sraa0, He MeHee 100 3amuceit Received). HezaBucuMo oT BCmons3yeMoro MexaHu3Ma cepBep A0/ KeH
o0ecrieunBaTh Cpe/ICTBA JETEKTUPOBAHUSI M IIPEIOTBPALICHHS TPUBHAIBHBIX HIETEIIb.

6.3 KomneHcauus OTKNOHEeHNN OT CTaHAAPTOB

K HecuacThl0 MPUXOAUTCA CTAJIKUBATHCS CO MHOYKECTBOM Bapualldii, TBOPUECKUX pPEaNU3alMi U OTKPOBEHHBIX HApyIICHUI
CTaHJIAPTOB VISl MIOYTOBBIX MPOTOKOJIOB Internet — OAHM BO3HHKAIOT 4acTo, Apyrue - pexe. JlebaTsl Mo BOmpocam MOIUTHKH
KOPPEKTHO peaM30BaHHBIX MoiTydyareneil (cepBepoB) WM TpaHCIATOpoB SMTP oTHOCHTENTPHO HEKOPPEKTHO MOATOTOBJICHHBIX
COOOMIEHNH (IIBITATHCS TIEPeaTh UX B HEM3MEHHOM BHJE, OTBEPTHYTh WJIM IBITATHCS HCIPABUTH JUIS TTOBBIIICHHST BEPOSTHOCTH
YCTICIIHON TOCTaBKHM M MOCIEAYIOIIEro OTBETAa HAa HUX) HAYAJIUCh MOYTH OJHOBPEMEHHO C TOSIBICHHEM CTPYKTYPHPOBaHHON
MOYTHl M KOHIIA 3TOMY OOCYXAeHHIO He BUAHO. CTOPOHHHMKH >KECTKOW NMOJHWTHKH YTBEP)KIAIOT, YTO MOMBITKHA HCIIPABICHHS
PEIKO [AroT IMOJOKUTENbHBIE PE3yNbTaThl M OTKA3 OT MEpeladd IUIOXMX COOOIIEHMH SIBIISIETCS E€JUHCTBEHHBIM CIIOCOOOM
n30aBUTBCS OT HEKOPPEKTHO PA0OTAIONMIMX IOYTOBBIX IporpamMM. CTOPOHHHMKM HWCIIPABICHHS COOOIICHHWH WM JIOCTaBKH B
HEM3MEHHOM BHJIE CUMTAIOT, YTO TIOJIB30BATENH MPEANOYUTAIOT TI0UTY, KOTOpas paboTaeT BO BCEX BO3MOKHBIX CHTYalMsIX M Ha
9TOM HAIpaBJIEHHH MOXET CYIIECTBOBAaTh 3HAYMTENHHOE JaBJeHHE pbIHKA. Ha IpakTHKe AaBlieHHWE PhIHKA MOXKET OKa3aThCs
Oonee CHIBHBIM JUIS OTACNBHBIX IPOM3BOAWTENCH, Ubsl TPOMYKIHUS YETKO COOTBETCTBYET CTaHIapTaM, HE3aBUCHMO OT
TIPUCYTCTBHUS PEASIbHBIX Pa3pabOTIHKOB.

[TpoGnemMsl, cBsi3aHHBIE ¢ HEKOPPEKTHBIM ()OPMATOM COOOIIEHNH, 0OOCTPUIINCH TOCIIC BBEIACHHS CIIECLHAIBHBIX IIPOTOKOJIOB IS
YTEHUs (3arpy3KH) IOYTHI C cepBepoB [3, 26, 5, 21]. DTu mpoToKONBl MojyiepXuBatoT ucnons3oBanne SMTP B kadectse
MIpoTOKOMNa rmepenadn u cepsepoB SMTP aist TpaHCHALUM MMOYTHI HA XOCTH! KIMEHTOB ATHUX HMPOTOKOJIOB (KOTOpBIE YacTO He
HUMEIOT MPSIMOTO TOCTOSHHOIO TojakIodeHus Internet). Mcropuueckn MHOTHME M3 TakMX XOCTOB HE MOJAEPKHMBAIOT 4acTh
MEXaHU3MOB M JaHHBIX, HUcroib3yeMbix SMTP (i mporokonom nouroBsix ¢opmatoB [7]). HekoTopble HE MOTYT COXpaHSTh
3Ha4YEHHUE TEKYIIEro BPEMEHH, JIpyriue He MOHNUMAIOT YaCOBBIX MOSICOB, TPETHH HE 3HAIOT CBOETO MMEHH U, KOHEYHO, HU OJUH U3
TaKHMX XOCTOB HE MOXKET YIOBJIETBOPSTH TEM TPEOOBaHMSIM, KOTOPBIE 3aJI0KEHBI B KOHLEeHIO afapecoB RFC 822.

B otBer Ha mosBieHue «ymepOHbIX» kiueHToB SMTP muorme cucremsr SMTP ceiiuac nomojHUTENsHO 00padaTHIBAIOT
COOOIIEHHS, IOyYEHHbIE OT TAaKMX KJIMEHTOB B HEIOJHOM WIM HEKOppeKTHOM (opmare. Takas crparterus B oOlueM ciy4ae
npuemiieMa, KOrJa CepBep MOXKeT HISHTH(OUIMPOBATh M ayTeHTH(UIMPOBaTh KIMEHTa, Ha OCHOBAaHWH YEro CTPOMTCS
B3aMMO/ICHCTBIE MEXy KIMEeHTOM U cepBepoM. delivered to them in incomplete or incorrect form. Takoe penienue 3HaYNTENEHO
JIydIIle TI0 CPaBHEHHUIO C UCIPABICHUSAMH, KOTOPBIE MOTYT BHOCUTD CEpBEPHI IOCTABKU FIIH TPAHCIIAINH TSI MaJO3HAKOMBIX MIIH
COBCEM HEM3BECTHBIX MOJIb30BaTeNCH U KIIMEHTCKUX MAIlIHH.

Hmxke mepeuncieHsl M3MEHEHHs, KOTOpBIE MOIYT OBITh IpH HEOOXOIMMOCTH BHECEHBI B 0OpabaThiBacMble COOOIICHHS
OTIIPABISAIOMNUMHE (MCXOAHBIMH) cepBepamMu SMTP winn ncrnons3oBathest Ha mpueMHol cropoHe SMTP:

¢ nobasieHue 1ot message-id IpH ero OTCyTCTBUM;

&  no0aBieHHE AaTHI, BDEMEHHU U YaCOBOTO I0sICA IPH X OTCYTCTBHH;

¢ KOpPPEKTHUpPOBKa ajipeca B cOOTBETCTBHU ¢ hopmaToM FQDN.

UYem MmeHbIe MHOOPMAIIMU CEpBEP MUMEET OT KIIMEHTA, TEM MEHEE OYeBHIHbI KOPPEKTUPOBKU M 0OJIbIIIE OCMOTPUTEILHOCTH U
KOHCEpPBAaTH3Ma B CIIEAYET UCIIONIB30BATh TP PACCMOTPEHUH BOIIPOCA O BO3MOXKHOCTH U CIIOCO0aX KOPPEKTHPOBKH COOOIICHHUM.
[lepeuncreHHbIe BB H3MEHEHHS HeIOMYCTUMO BBITTOJHATE HA TPOMEKYTOUHBIX TpaHcisTopax SMTP.
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B mo0oMm cirygyae KOppPEKTHO pealn30BaHHBIC KIHMEHTHI, IPEAOCTAaBIIONINE KOPPEKTHYIO0 HH(OpMAaIMio OyIyT HMETbh
MPEANIOYTeHHE TP KOPPEKTHUPOBKE cooOmennit cepepamu SMTP. Bo Bcex cHTyanmusx peKOMEHAYETCS TINATeIbHO
JIOKyMEHTHPOBATb (B ITOJISIX TPACCUPOBKH W/MJIM KOMMEHTApPHSIX B 3ar0JIOBKE) BHOCUMBIE CEPBEPOM U3MEHEHUS.

7. Bonpocbkl 6e3onacHocmu

7.1 BesonacHOCTb NOYTbI U OOMaHKN

IMpupoma mouret SMTP He o6ecrieunBaer 0€30MaCHOCTH, TIOCKONBKY JFOOOHW TMOJB30BAaTENb MOXET HAIPIMYIO
B3aMMOJICUCTBOBATh C MPUHUMAMOLIMM WM TpaHcaupyroummM cepepoM SMTP, cosmaBath coOOlICHUST W OOMaHBIBAThH
MPOCTO/YIIHBIX TOJIydaTeNeil, MoNaraimx, 4To 3TO Mo4YTa OT KOro-to apyroro. Co3maHue Takux COOOIICHHH, OOMaHHbIH
XapakTep KOTOPHIX He 0OHapyKHBaeTCs, — 3amadya Ooyiee CIOXHas, HO BITOJHE MOCHIIBHAS IS JIFOACH ¢ HY>KHBIMHU 3HAHUSIMHU.
CrenoBatesbHO, 110 Mepe MOBBIIICHHST YPOBHS 3HaHUI B cepe mouThl Internet yeToBek HAYMHACT MOHUMATh, uTo outa SMTP
HE MOKET OBITh ayTCHTU(HIIMPOBAaHA HA TPAHCIIOPTHOM YPOBHE, PABHO KaK HE 00ECIICUMBACTCS U TIPOBEPKA IICIIOCTHOCTH ITOYTHL.
PeanpHast 6e30MacHOCTE TOYTHI 00ECIIEUUBACTCS TOIBKO CKBO3HBIMU (end-to-end) MeToaMu, BKITIOYAIOMIIMH TEJIO COOOMICHUS,
TUIA KMCIOJb30BaHUs UG poBEIX moamucei (cm. [14], PGP [4], S/MIME [31]).

Paznuunble CepBUCHBIC pACIIUpEHHWs W KOH(PUTYpallMOHHBIC OINIMH, KOTOPBIE OOCCICUMBAIOT AyTCHTU(PHUKAIIMIO Ha
TPaHCIOPTHOM ypOBHE (HanpuMep, MeXIy KIMeHToM U cepepoM SMTP) Heckonbko ymydmaror cutyanuio. OfHaKo MoKa 3TH
METOJIbl HE JIOMOJHEHBI aKKYpaTHOW IIepefadyeii OTBETCTBEHHOCTH B XOpOLIO CIPOEKTHPOBAHHOM Cpelie ¢ IOBEPHTEIbHBIMH
otnommenusimu (carefully-designed trust environment), yHacliemoBaHHas «CiIabOCTB» TpaHCHOpPTHOH cpeapl SMTP B wactu
obecrieyeHust 6€3011aCHOCTHU OY/IET COXPaHATHCS.

IompITKY 3aTpyAHUTH MOIH30BATENSAM IOACTAHOBKY B I10JI€ 0OPAaTHOTO IyTH B KOHBEPTE M 3arojoBKe From KOppeKTHBIHN uyxoit
aJipec B3aMeH ajipeca peaslbHOr0 OTHPABUTENS 3aBEJIOMO HEIPAaBUIIBHBI - 3TO 3aTPyIHsIET paboTy JETMTHUMHBIX MPUIIOKEHHUH, B
KOTOPBIX II0YTa IEpelaeTcsi OJHHUM II0JIb30BaTeNieM I10 MPOCHOE JAPYroro MM OTKIMKH Ha OMIMOKH (JIOCTAaBKY) JOJIKHBI
nepeaBaThCsl 1Mo CIeNUabHOMY apecy (CHCTEMBI, KOTOpble 00ECIIeurBalOT MOJb30BATENI0 yIOOHBIE CIIOCOOBI 3aMEHBI 3THX
nosieit il KaKAOro COOOLICHHS OTAENBHO IIOJDKHBI OY/AyT INBITAaThCS CO3/aTh OCHOBHBIE M MOCTOSIHHBIC aJipeca MOYTOBBIX
SIIMKOB YISl [I0JIb30BATEsIeH B COOTBETCTBUH C NOJsIMU Sender B reHepHpYEeMbIX COOOLICHHSIX).

Orta crnemuduKamus HE pacCMaTPHBAET BOMPOCH AayTEHTH(HKAIWM, CBS3aHHBIE B MpoTokoidoM SMTP, HO mone3Has
(hYHKIIMOHATIBHOCTh HE MOXKET YIIEMIIITHCS B HAJICHK/IE HAa HECYIIECTBEHHYO 3alUTY POTHUB (anbC)UIUPOBAHHON MOYTHI.

7.2 CKkpbITble kKonuu - BC

B nepenaBaemsbix cepeepy SMTP xomangax RCPT moryT npucyTcTBOBaTh ajfpeca, 10 TeM WJIM WHBIM IPUYMHAM HE YKa3aHHBIE B
3aroJIOBKe COOOIIEHUs. JIByMs OCHOBHBIMH BapHaHTaMM PEIICHHUS TaKMX 3a/1ad SIBISIETCS MCIOJIb30BAHNE CIIMCKOB M CKPBITBIX
kormii (blind copies — mimu be). B Tex ciywasix, korja ucnosnsdyercs 6omnee ogHold komanasl RCPT u st Toro, utoOb! M30€xKath
MIOIABIICHNSI HEKOTOPBIX (YHKLMH 3TOro MexaHu3Ma, KimeHTaM u cepBepam SMTP He ciemyer xommpoBarh Bech Habop
aprymenToB komanabl RCPT B 3arosioBku Kak 4acTh TPacCHPOBOYHBIX MOJIEH, MH()OPMAIMOHHBIX ITOJIed WM 3aroJIOBKOB
yacTHOro pacimpenus. [lockoibKy Ha MNpakTHKE 3TO IPaBHJIO YacTO HapyllaeTcs W He MOXeT ObITh obecredeHo
NPUHYIUTENBHO, nepeaatoiue cucrembl SMTP, koTopbie 3HaIOT 00 UCIOJIB30BaHUK bCC, MOTYT CUECTh IMOJIE3HOW Iepenady
KaXJIOH CKpBITON KOIIMU B OTJEITBHOM TpaH3aKIUu ¢ eTMHCTBeHHON koMan1oif RCPT.

He cymecTByeT Hepa3phIBHBIX OTHOIICHUH Mexay oopaTtHbsM (13 koMan MAIL, SAML u T1. n1.) u npsimeiv (RCPT) anpecom B
Tpan3akiuu SMTP (xoHBepTe) M aapecamMH B 3arojioBka. [IpMHUMaONIMM cHCTEMaM He cJjeAyeT IBITaTbCs HAWTHU Takue
COOTHOILCHUSI M HCIONb30BaTh MX JUIS M3MEHEHUs 3arojIOBKOB C ILEJNbIO JIOCTaBKM cooOmmeHus. [lomyssipHbIA 3arojioBok
Apparently-to (BUIUMO AJIs:) SBISETCS HAPYLICHHEM JaHHOTO IMPHMHIMIA M XOPOIIO M3BECTHBIM CIIydaeM HEHAMEpPEeHHOI'O
pasrianieHus HHPOpPMaIy; He cjeAyeT IT0JIb30BaThCSI 3THM 3ar0JIOBKOM.

7.3 VRFY, EXPN u 6e3onacHoCcTb

Kak obGcyxnanocs B maparpade 3.5, oTaenbHble caiiTel MOTyT 3a0iiokupoBaTh Hcroib3oBaHue komann VRFY n EXPN u3
coobpakenuil Oe3zoracHocTr. Kak ciepyer M3 cka3aHHOIO BHINIE, JUIS peajM3aluid, 00ecreYrBaIOIIMX BO3MOXKHOCTb TaKOM
OJIOKMPOBKHM HEIOITYCTHMO TI0Ka3bIBaTh, YTO OHH MOTYT IIPOBEPATH ajpeca, He MpoBepsis ux ¢akrudecku. Ecian calfT Gmokupyer
KOMaHJIbI U3 COo0OpakeHuid Oe3omacHocTH, cepBep SMTP moskeH BO3BpalaTh OTKIHMK 252, a HE KOJ[, KOTOPBIH MOXKET BBECTH B
3a0Ty’K/IeHNe OTHOCUTENBHO PE3yJIbTaToOB BEPU(PHKAIINH a/ipeca.

Bosspat kozma 250 B otBeT Ha komaHay VRFY mocrne npoBepky JIMIIb CHHTaKcHCa KOMaHIbI (@ He YKa3aHHOTO ajpeca), IBIseTcs
HapyIlLIeHHeM 3TOro IpaBmia. EcTecTBEHHO, YTO peau3ali, «Iojjepxusatomme» komanay VRFY, koropeie Bcerna OymyT
BO3BpAILaTh OTKIMK 550 HE3aBUCUMO OT KOPPEKTHOCTH ajpeca, TakKe HapyIIaloT 3TO IPABUIIO.

3a nocnexHUe HECKOIBKO JIET COAEPKUMOE CIIMCKOB PACCBHUIKH CTAJI0 OYEHb MOMYISIPHBIM CPEIU TaK HA3bIBAEMBIX «CIIAMEPOB»
(spammer). Hcnoms3zoBanne komanabl EXPN mns «cOopa» agpecoB BBIHYAMIO aJMHHHUCTPATOPOB NPHHATH MEPHI MPOTHB
HEJIOIyCTUMOr0 HCIIONIB30BaHUs CIHUCKOB. Pazpaborunkam ciexyer noanepxuBate komanny EXPN, a caiitam ciaexyer ObITh
OCTOPOXXKHBIMH TIPU OLIEHKE BO3MOXKHOCTU yTedku HMH(opManuu. B kauectBe Mexanmsma ayteHTudukanuu SMTP HekoTopsie
caiThl pazpelatoT npuMeHeHne KoManabl EXPN TOJIBKO OTAENBHBIM [10JIb30BATEIISM.

7.4 PasrnaweHue nHgopmauumm B aHOHcax

HpOI[OJ'DKaIOTCH ,He6aTBI 0 BOIPOCY O JOCTOMHCTBAX AHOHCHUPOBAHUA THUIlIa U BEPCHUU CEPBEpPaA (a HHOrjga 1 JOMCHHOI'O UMCHHU
cepBepa) B IPUBETCTBUAX M OTKIMKaxX Ha komanmy HELP um HemocTtaTkax B pe3ynbTaTe pasriameHus HHOOpMAIUH, KOTopas
MOJKET HUCIOJIb30BATHCA JIs1 OpraHu3aly aTak. Ilonesnocts 3TOM I/IH(i)OpMaHI/II/I U OTJIaAKU CIIOpHA. Te, KTO paryeT 3a
JIOCTYITHOCTh 3TOW MH(MOPMAIINH, YTBEPKIAIOT, YTO ATO IMO3BOJHUT CKOpee MOOHUTHCS pealibHOM Oe3omacHocTu cepBepa SMTP,
4YeM HaACKJa Ha TONBITKU CKPLITb H3BECTHBLIC YA3BUMOCTHU ITYTEM YTaWBaHUA peaJ'ILHOﬁ I/IH(i)OpMaIII/II/I. Caiitam clenyer
MNpUHUMAaTb 3TOT BOIIPOC BO BHUMAHMHC, pa3p360T‘II/IKaM HACTOATCIIBHO PEKOMCHAYCTCS MNPECAOCTABJIATL APYIrUM XOCTaM
MUHUMAJTbHYIO HHGOPMAIIHIO O THUIIE U BEPCHHU MPOrPaMM cepBepa.

7.5 PasrnaweHune nHdopmaLlmm B NonsiX TPaCCUPOBKU
B HEKOTOPBIX 00CTOSATENHCTBAX (HATIPUMED, TIPU JOCTABKE IMOYTHI U JIOKAJIBHON CETH, XOCThI KOTOPOH He MOAKIIIOUEeHBI K Internet
HanpsMyro), mois tpaccupoBku (Received), BHOCHMBIE B COOTBETCTBHH C JaHHOM CIICIIM(HUKAIINECH, MOTYT CONEpKaTh MMEHA
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XOCTOB M JPYrylo HH(OpMamuio, KOTOPYI0 He cienyeT pasriamars. OOBIYHO 3TO HE co3JaeT HpoOieM, HO JUI CadTOB C
BBICOKMMH TPEOOBAaHMSMH K BOIPOCY PasriIallieHUs MMEH 3TO MOXKET UMETh Ba)KHOE 3Ha4eHHe. JJOTIOHUTENIBHBIE ONepaTophl
FOR Taroke ciienyer HCIOIb30BaTh ¢ OCTOPOXKHOCTBIO MM HE MCIOJIB30BAaTh COBCEM B TEX CIIy4asx, KOrJa MHOTOYHCIICHHBIC
MTOJTy9aTeN MOTYT HeTIpeHaMEepEHHO TiepeaTh HH(GOPMAITHIO 0 CKPHITHIX moiyvaTersx (blind copy - be) apyrum.

7.6 PasrnaweHue nHdopmauum npu nepecbisike cCoooLweHnn

Kaxk o6cy»xnanocs B maparpade 3.4, ncronp3oBanue oTKIMKOB 251 nm 551 it uaeHTH(UKAIN 3aMEHbI aJjpeca, CBS3aHHOTO C
MOYTOBBIM SIIIMKOM, MOKET NPHBOIUTH K HEYMBINUIEHHOMY pasriauieHuto uHdopManuu. CaiTel, Ul KOTOPBIX 3TH BOIPOCHI
UTPaOT BaXKHYIO POJIb, JODKHBI COOTBETCTBYIOIMM 00Pa30M 3aaBaTh KOH(PUIYPaLIUIO CBOUX CEPBEPOB.

7.7 CBo6opa gencrteumn cepsepa SMTP

CepBep SMTP mokeT 0TKa3aThCA MPUHSTH IIOUYTY 110 TEXHUYECKUM WM WHBIM MPUYAHAM HAa CTOPOHE MPUHIMAIOIIETO caifTa.
OpHako Koomepanus MeXIy caiiTaMi U WHCTAULIIMSAME JeIaeT BO3MOXKHBIM (hyHKIHoHUpoBaHue Internet. Ecnm caiiter OymyT
CJIMIIIKOM aKTUBHO HCIIOJH30BATh IIPABO OTKa3a OT MpHeMa TpauKa, BOSMOXKHOCTE IOCTABKH MOYTHI (0JHA U3 BaXKHBIX (DYHKITHIA
Internet) cymecTBEHHO MOHH3WTCSA, TIOATOMY CIIEAYET OCTOPOKHO W B3BEUICHHO MPHHUMATH PEIICHHUS B YacTH BOCIPUSATHS
(oTkaza) u 06paboTKN Tpaduka.

B mocnennme rompl wmcmoib3oBaHWE (YHKIUA TPAaHCIAMKA Ha IPOMEXKYTOYHBIX CaWTax CTal0 HPUMEHSTHCS Kak CHocod
COKPBITHSI HCTHHHOTO IMPOMCXOXKIICHUS MOYTHL. HekoTophle CaiiThl B pe3yibTaTe CTAU MPEAOCTABIITh (PYHKIMU TPAHCISAIINN
TONBKO W3BECTHBIM WM HICHTUQHIUPYEMBIM OTIPABUTEISAIM U pa3paboTynKaM cjeayeT oOecleuyrnBaTh B IpOrpaMmax
BO3MOXHOCTh Takol QuuibTparuu. Korma modra oTBepraercsi o TeM WM WHBIM MPUYHHAM, ONPEICIICMbIX MOJUTHKON caiirte,
pexkoMenryercs ucnoib3oBath ko1 550 B oTkinkax Ha komanasl EHLO, MAIL niaun RCPT.

8. Pecucmpauyus e IANA

ArentctBo IANA monmepKuBaeT TpH peTUCTpPa, CBSI3AHHBIX C TaHHOH crerudukarieil. I1epBrlil perucTp BKIIOYaeT CEPBUCHBIE
pactmpenust SMTP u cBs3aHHBIE C HUIMHU KJTIOYEBBIE CIOBA, a Takke (MpU HEOOXOAMMOCTH) KOMaHABI U X mapamerpsl. Kak
CKa3aHo B maparpade 2.2.2, HI OJHA U3 3aIACEH STOT0 PETUCTPa HE MOXKET HAUMHATHCS ¢ X. 3aIiCH MOTYT CO3/IaBaThCS TOIBKO
JUTSL pacIIMpeHni cepBuca (M CBA3aHHBIX C HUMH KIIFOYEBBIX CJIOB, IAPAMETPOB U KOMaH]I), KOTOPbIE OMPEIENEHbI B CTaHAAPTaX
i 3kcriepumenTanbHbX RFC, onqoopennsix I[ESG mist Takux 3amad.

Bropoii peructp comepxur teru (tag), HACHTHPUIMPYIOMIHE «IOCIOBHBIEY (DOPMBI 3alIUCH WMEH, OTJIMYHBIE OT aapecoB [Pv4
(aTa opma Bruntouena B RFC 821 u Hactosmtyro cnenudukanuio) u [IPv6 (BkimodeHa B 3Ty cnenudukanuio). Jpyrue BapuanTsl
«JOCIIOBHOTO» TPEJICTABICHHUS TPEOYIOT CTaHAAPTH3AINH, KOTOPOI B HACTOAIIEE BPEMS HET HU JUISI OJTHOTO U3 HUX.

Tpernii peructp, ocHoBanHBI RFC 821 m oOHOBIEHHBIH NaHHOH cnenuduKkanuend, COIEpPKUT WACHTU(PUKATOPHI KaHAIOB U
MIPOTOKOJIOB, KOTOPEIE MOTYT HCIIONB30BAaTRCSI B CyOomeparopax via m with TpaccupoBouHBIX cTpok (3aromoBkm Received:),
omucaHHbIX B naparpade 4.4. MneHTHdUKaTopsl KaHAJIOB M MPOTOKOJIOB B JONOJHEHHE K YKa3aHHBIM B 3TOH cnenudukannu
MOTYT PErHCTPHUPOBATHCS TOJBKO IyTEM CTaHAAPTH3ALMM MM 4Yepe3 SKCIEepUMEHTalbHble pacmupenus nporokonoB (RFC,
onoopennsie IESG).
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11. BnazodapHocmu

B noarom u TpyZaHOM IIpoliecce MOATr0TOBKH 3TOr0 JOKYMEHTa MPUHSJIO y4acTue MHOTO Jroiel. Jlonroe o0CyXaAeHHE ¢ yuacTHEM
OosbIOro yKcia Jrosel Benoch B padoueii rpymme IETF DRUMS (kak B JIMuHbIX Oecenax, Tak U ¢ UCTIOIb30BaHHEM PAaCChUIOK)
T10 Pa3JINYHbIM TEXHHYECKHM BOIIPOCAM M POJIM IEPECMOTPEHHOTO CTAHAAPTA B TOYTOBOW crucTeMe Internet — MHOTHE yJaCTHUKH
3TUX IUCKYCCHI TIOMOTIIU B pa3paboTKe OKOHYATENHLHOro BapruanTa crienupukanu. COTHH yYaCTHUKOB JIMCKYCCHH, JUISIIUXCSI C
momeHTa Bbixoaa RFC 821, TpyaHo nmepedncnnTs 34ech, HO BCE OHM BHECIIHM CBOM BKJIAJl B TIOATOTOBKY CIIEIM(HKAIIHH.

MNMpunoxeHus
A. TpaHcnopmHbIU cepeauc TCP

Coemunenust TCP nognepxuBaroT nepenady 8-OMTOBBIX 0aiiToB, a manHble SMTP mpencraBisitor coboii 7-OUTOBBIE CHMBOJIBI
ASCII. Kaxnp1it cuMBOII niepeaeTcsi B 8-0MToBOM OaiiTe ¢ HyJIeBBIM 3HaUeHHEM cTapiiero oura. CepBUCHBIC PACIIMPEHHS MOTYT
M3MEHSTH 3TO TIPABUIIO M pa3pellarh epeaady 8-OUTOBBIX OaiTOB ISt COAEPIKMMOTO COOOIEHHIA, HO HE ISl KOMaH]] U OTKJIMKOB
SMTP.

B. Nenepayusi komaHO SMTP u3 3a2onoekoe RFC 822

Hexotopsie cuctemsl uenomnn3ytoT 3aroiaoBku RFC 822 (Tonbko) B mpoTOKONIaX MPEACTaBICHHS MOYTHL, @ B OCTANBHBIX CIIyJasx

reHepupyroT komanasl SMTP Ha ocHoBe 3aronoBkoB RFC 822, xorga takue coobmenus nepenarorcs AJIIT (MTA) ot arenTos

IITA (MUA). ITockonbky npotokon B3ammoaeiictust AJ[IT — TIITA sBisieTcss 9acTHBIM M He 3afaeTcs craHmaptamu Internet, B

TaKUX CIydYasX MOTYT BO3HHKaTh mpoOiembl. Hampumep, mpobieMbl MOTYT BO3HHKAaTh Ipu 00paboTke Kommii bec u

nepepactpeelIeHuH CIIMCKOB, KOraa WH(OpMAIs, MOTEHIHAIbHO OTHOCAIIAsCA K IOYTOBOMY KOHBEpPTY, HE OTHEIsIeTcs B

mporecce 00paboTKK OT HHPOPMAIIMHK U3 3ar0JIOBKOB M HE XPAaHHUTCS OTACIHHO OT Hee.

Arentam IIITA pexkomeHmyercs mpenocTaBisaTh cBoeMy nepBomy AJIIT (submission client) KOHBEPT OTAENBEHO OT COOOMICHUS.

OnHako, ecy KOHBEPTHI HE TIOAIEPKUBAIOTCS, cleAyeT reHeprupoBaTb komanasl SMTP, rcnonb3ys mpuBeeHHbIC TPaBUIIA:

1. Kaxnpli anpec nomyyarens u3 nosueit 3aronoska TO, CC, BCC cneayer xormuposars B komanny RCPT (renepupys, npu
HEOOXOJMMOCTH, HY’KHOE YHCIIO KOIMH COOOLIEHHS AJIsI IIOMEIICHUS] B Ouepeh MK JocTaBkH). Croma BKIIIOYAIOTCSI BCE
azapeca, nepeurcieHHsle B «rpynmne» RFC §22. Bee nons BCC cnenyer ynanats u3 3aronoBkoB. [locie 3aBepiieHus Takoi
00pabOTKM OCTaBIIMECS 3aroJIOBKU cJIeAyeT IPOBEPUTh Ha NpeaMeT Haimuuus azxpecoB B moisix To:, Cc:, Bec:. Ilpu
OTCYTCTBUH CJIEAyeT IIOMECTUTH 3arojIoBOK bec: 0e3 kakoh-11bo nHdopmalmy, Kak ykazaHo B padore [32].

2. Apnpec Bo3Bpara B komanze MAIL cieayer (110 BO3MOXXHOCTH) TTOJTy4aTh U3 CHCTEMHOM MICHTH(HUKAIIMHN TTPE/ICTABIISIONIETO
nouty (JIoKanpHOro) mosb3oBatens Wik u3 noms From:. Ilpu moctynmHOCTH cHUCTEMHOW WASHTH(UKALWK, 3TH IaHHbIE
cjeayeT TaKkKe KONMUPOBATh B Iojie 3arosnoBka Sender, ecnu uH(pOpManus OTIMYaeTcs OT aapeca B mojie From (Bce
umetomyecs: monst Sender cnenyer ynanuTh). CHcTeMa MOXET IO3BOJISAT IPEACTABISIOIIUM MOYTY MOJIB30BaTENsIM
MeperchiBaTh aJipec BO3BpaTa B KOHBEPTE, HO BO3MOXKHO IIPEJOCTaBJICHHE STOrO IpaBa TOJBKO IMPUBHIIETHMPOBAHHBIM
MOJIH30BATEISIM. DTO HE MPEIOTBPAIIIACT TOAMEHBI TOYTOBBIX aIPECOB, HO OCIOKHACT TaKyto OAMEHY (cM. maparpad 7.1).

ITpu Takom ucnons3oBanny areHToB AJ{I1 OHM HECYT OTBETCTBEHHOCTB 32 KOPPEKTHOCTh TIEPEaBaeMoro cooduieHus. MexaHusm

MIPOBEPKH KOPPEKTHOCTH M 00paboTKa (MiIM BO3BPAT) HEKOPPEKTHBIX COOOIICHHUIA SBIMIOTCSA YacThio nHTepdetica AJIIT — TTITA

(MUA-MTA) n He paccMaTpHUBarOTCs B JaHHOM clrieln(pUKaIuK.

IIpoTokoxn mpeacTaBiIeHus MOYTHI, OCHOBAHHBINA TOIbKO Ha cranmapte RFC 822, HepomycTMMoO MCIIONB30BAaTh HA IIUTIO3AX U3

apyrux (He SMTP) nouroBbix cuctem B cpeny SMTP. JlononHuTenbHbIe JaHHbIE /15l KOHCTPYUPOBaHHMS 3ar0JI0BKOB TpeOyeTcst

MOTy4aTh U3 HEKOTOPBIX HCTOUYHUKOB B APYTOH Cpezie (HOMOIHNUTENBHBIE 3aTr0JI0OBKH MIIH KOHBEPT).

[MonbITkM TiepenaBaTh COOOIIEHMS 4Yepe3 MLUI03bI, MCIONB3Yys TOJBKO TIONSl 3arojioBka to M cc OynyT NpPHBOIUTH K

BO3HMKHOBEHHIO TTOYTOBBIX TETENb W JAPYTUM HApyLIEHHSM B paboTe ModToBOM cucTeMsl Internet. Otm mpoGiemsr OymyT

BO3HUKATh OCOOEHHO 4aCTO B CIy4asix OTHPABKU COOOIIEHMI Yepe3 CIIUCKU pacchuIKy Internet n pacripeieieHuy OYTHI B UyXKHe

Cpenpl ¢ HCHOJB30BaHMEM WH(OpMalMM K3 KoHBepTa. Korma mpM mHepechulke TaKWX COOOIICHHWH YYHTHIBAIOTCS TOJIBKO

3aroJI0BKH, BOSHUKHOBEHHE ITOYTOBBIX IIETENIb 00paTHO B cpexay Internet (1 Ha MOYTOBBIE CITUCKH) IIOYTH HEU30EIKHO.

"' TlepeBo/ 3TOrO JOKYMEHTA Ha PYCCKHIA SI3bIK MOKHO HAWTH Ha caiite www.protocols.ru. [lpum. nepes.
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C. Mapwpymsi Source Route

Hcropuuecku none <reverse-path> cozpepkajio B source routing CIMCOK IPOMEXYTOYHBIX XOCTOB M MMS ITOYTOBOTO SIIHKA
ornpasutens. [lepBeiM B crincke <reverse-path> ciiexyer ykasbiBaTh XocT, nopasiuuii komanay MAIL. Tlogo6Ho sTomy mone
<forward-path> MoxeT OBITH CITICKOM XOCTOB source routing u aapeca nosydaresns. OxHako, B o0mieM cirydae, B ojie <forward-
path> cJeqyeTr BKIIOYATh TOJNBKO MOYTOBBIM SIIMK M JOMEHHOE MM IOJydaTelss, OTJaBasl pelieHHe 3a/adll MaplipyTH3alHH
moutsl Ha oTKyn cuctemMe DNS. Mcrosnb3oBaHue SBHBIX MapIIPyTOB OCY)KHAETCSl - XOTS CEPBEpPHl MOJIKHBI OBITH TOTOBBI K
HOJTy4YEeHHIO U 00paboTKe Takux MapuipyToB (cM. 3.3 u F.2), kiimeHTam He cjieayeT nepeaaBarh iBHbIE MapIIpyThl.

Jlis menedt TpaHCIAIMH TPSAMOM MyTh MOXeET ObITh source route B popme @ONE,@TWO:JOE@THREE, rne ONE, TWO,
JOJIKHBI ObITh IOJIHBIMH JIOMEHHBIMHA MMeHaMU. Takasi hopMa UCTIONb3yeTcs ISl TOT0, YTOOBI MOYKHO OBUIO OTJMYUTH apeca OT
MapipyToB. [louToBslil smmk npencraBisier coOOM aOCONMIOTHBIA aJpec ¥ MapIIpyTHYIO WH(OpMAIMIO I JOCTaBKH. DTH
MIOHATHSA HE CIIeyeT IMyTaTh.

[Ipn wucnons3oBanuu source route TpeboBanusst RFC 821 u mpuBeneHHBIN HIKE TEKCT BCTYIAIOT B IPOTHBOPEYHE B YacCTH
MEXaHU3Ma CO3JIaHus 1 OOHOBIICHUS IPSIMOTO U 00PaTHOIO IyTH.

Cepsep SMTP npeoOpa3syer apryMeHTbl KOMaH/Ibl ITyTeM MepeMelieHns uaeHTrrKaTopa (ero JOMEHHOE UMSI WITH UM JII000Tro
JIOMEHa JJIsI KOTOPOTO cepBep oOecreunBaeT MOYTOBBI OOMEH), €CIIM TaKOW HMACHTH(UKATOp MMEETCs, U3 IPSAMOTo MyTH B
Havajgo 0OpaTHOTO My TH.

OT™eTrM, 9TO TPSMON W OOpaTHBINH ITyTH TOSBISIFIOTCS B KOMaHIaxX u oTkiImkax SMTP, HO He SABIIOTCS HEOOXOIUMBIMH B
coo0rieHnH (T. €., HeT He0OXOANMOCTH BKITIOUEHHS TAaKHUX ITyTeH 1 0COOEHHO OMMCAaHHOTO 3/1eCh cHHTakcuca B mois To:, From:,
CC: u 1. 1.). Y1 HaoGopot, mns cepeepoB SMTP HemomycTHMO H3BIIEKaTh WHPOPMAIMIO U3 ITHUX IIOJICH MPH OKOHYATEIHHOM
JIOCTaBKE COOOIIEHHUS.

[Ipn HanMM4MM cHKMCKa XOCTOB OH SIBIISIETCS «OOPAaTHBIM» MapIIpyTOM SOUrce route M IOKa3bIBacT, YTO MOYTa TPAHCIMPOBATIACH
Yyepe3 KaXIbIH XOCT B CIIHCKE (IEPBBIM B CIIMCKE YKa3aH IMOCIEIHUI 110 BPEMEHU TPAHCISITOP). DTOT CIIUCOK HCIIOIB3YeTCs KaK
source route JJIst BO3BpaTa OTHPaBHUTENIO YBEJOMIICHHUH O HEBO3MOXKHOCTH JOCTaBKH. Korya Kakaplid TpaHCIATOp 100aBsieT cedst
B HA4aJo CIIUCKA, OH AOJIKEH HCIIOIb30BaTh MMs, KOTOPOE N3BECTHO B TPAHCIOPTHOM cpelie, KyJa TPaHCIUPYeTCs 1oUTa, a He B
cpere, OTKy/ia Ho4Ta OCTyI A (€CIM 3TH MMEHA Pa3iIMyaoTcs).

D. CueHapuu

B 3TOM mnpuiioKeHMM TIPUBENEHO HECKOJBKO NPUMEPOB IONHBIX creHapueB ceancoB SMTP. 3nakom C: oOo3Hauaercs
otmpasutens (knueHT SMTP), a 3nakom S: - cepsep SMTP.

D.1 CueHapuu TUNU4HOM TpaH3akuum SMTP
PaccmarpuBaeMblii HIDKE TpuUMeEp MOKasbIBaeT Iepefady cooOmmeHus, ormpaBieHHoro Cmurom (Smith) ¢ xocra bar.com
anpecaram Jones, Green, Brown Ha foo.com. IIpeamonaraercs, uro bar.com koHTaktHpyer ¢ foo.com Hampsmyto. [Toura ms
Jones u Brown npunnmaercs, a Green He IMeeT OYTOBOTO SIIMKa HA foo.com.
S: 220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com
250-foo.com greets bar.com
250-8BITMIME
250-SIZE
250-DSN
250 HELP
MAIL FROM:<Smith@bar.com>
250 OK
RCPT TO:<Jones@foo.com>
250 OK
RCPT TO:<Green@foo.com>
550 No such user here
RCPT TO:<Brown@foo.com>
250 OK
DATA
354 Start mail input; end with <CRLEF>.<CRLF>
Blah blah blah...
.etc. etc. etc.

250 OK
QUIT
221 foo.com Service closing transmission channel

N OOnNnLOOOQOnNnOnLOLOLOL O L nn n Q

D.2 CueHapun npepBaHHOM TpaH3akuuu SMTP

S: 220 foo.com Simple Mail Transfer Service Ready

RCPT TO:<Green@foo.com>
550 No such user here
RSET

C: EHLO bar.com

S: 250-foo.com greets bar.com
S: 250-8BITMIME

S: 250-SIZE

S: 250-DSN

S: 250 HELP

C: MAIL FROM:<Smith@bar.com>
S: 250 OK

C: RCPT TO:<Jones@foo.com>
S: 250 OK

C:

S:

C:
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S: 250 OK
C: QUIT
S: 221 foo.com Service closing transmission channel

D.3 CueHapuu ¢ TpaHcnsiuuen

Oram | - OTHpaBI/ITeHb -> TPaHCIATOP

220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com

250-foo.com greets bar.com

250-8BITMIME

250-SIZE

250-DSN

250 HELP

MAIL FROM:<JQP@bar.com>

250 OK

RCPT TO:<@foo.com:Jones@XYZ.COM>

250 OK

DATA

354 Start mail input; end with <CRLE>.<CRLF>
Date: Thu, 21 May 1998 05:33:29 -0700

From: John Q. Public <JQP@bar.com>

Subject: The Next Meeting of the Board

To: Jones@xyz.com

U}

Bill:
The next meeting of the board of directors will be
on Tuesday.

John.

250 OK

QUIT

221 foo.com Service closing transmission channel

Oran 2 - TpaHCAATOp -> KOHEUHBII OTydaTelb

220 xyz.com Simple Mail Transfer Service Ready

EHLO foo.com

250 xyz.com is on the air

MAIL FROM:<@foo.com:JQP@bar.com>

250 OK

RCPT TO:<Jones@XYZ.COM>

250 OK

DATA

354 Start mail input; end with <CRLE>.<CRLEF>

Received: from bar.com by foo.com ; Thu, 21 May 1998
05:33:29 -0700

Date: Thu, 21 May 1998 05:33:22 -0700

From: John Q. Public <JQP@bar.com>

Subject: The Next Meeting of the Board

To: Jones@xyz.com

nOOnOOOOOOOOOOOOOQunOnOQOnOQnnnnn O

Bill:
The next meeting of the board of directors will be
on Tuesday.

John.

250 OK
QUIT
221 foo.com Service closing transmission channel

nOOnOOOOOOOOOO0O0000000QnnOnQn O n

D.4 CueHapui NnpoBepKU U nepesaliun

S: 220 foo.com Simple Mail Transfer Service Ready

354 Start mail input; end with <CRLFE>.<CRLEF>
Blah blah blah...

C: EHLO bar.com

S: 250-foo.com greets bar.com
S: 250-8BITMIME

S: 250-SIZE

S: 250-DSN

S: 250-VRFY

S: 250 HELP

C: VRFY Crispin

S: 250 Mark Crispin <Admin.MRC@foo.com>
C: SEND FROM:<EAK@bar.com>

S: 250 OK

C: RCPT TO:<Admin.MRC@foo.com>
S: 250 OK

C: DATA

S:

C:
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C: ...etc. etc. etc.

C: .

S: 250 OK

C: QUIT

S: 221 foo.com Service closing transmission channel

E. ,ﬂpyaue 80r1pPOChI, Cesi3aHHbIe CO wJiro3amMu

B o0mem ciydae, nmumo3aM Mexay Internet u ApyruMu MOYTOBBIMH CHCTEMaMH CJIeAyeT MBITATHCS COXPAHUTh CEMAHTHKY IPH
nepeade COOOIICHNS Yepe3 TPAHUILy MEKTY IBYMsI IIOYTOBBIMU cucTeMaMu. LIITr03b1, KOTOPBIE MBITAIOTCS CAENATh «BBIPE3KM
MyTeM OTOOpaXkeHHs (HarpuMep, repeaada HH(popMani U3 KOHBEpTa OJTHOM Cpe/Ibl B 3ar0JI0BOK HITH TEJIO COOOIIEHHS B Ipyron
cpeze), B 00IIeM ciIydae He MOTYT 00ecTieunTh TpedyeMoro ypoBHs nepenadn napopManni. CHCTEMBI, TPAHCIAPYIONINE MEKIY
cperamu, KOTOpbIe HE MOTYT HOAEPKHUBATh OJHOBPEMEHHO KOHBEPTHI M 3ar0JIOBKH MOYTHI Internet HOHKHBI MOHMMATh, YTO B
TaKMX CIy4Yasx MOTepst HEKOTOPOH MH(POPMALIH MPAKTHIECKH HEN30SKHA.

F. OmMeHeHHbIe so3moxxHocmu RFC 821

Hexotopsie Bozmoxxnoct RFC 821 npusHans! 1po0ieMaTHYHBIME M MIX He CJIeAyeT HCIIOIb30BaTh B Houte Internet.

F.1 KomaHda TURN

Ora komaHma, ommcanHas B RFC 821, 3arparmBaer BakHBIE acIeKTHI 0€30IaCHOCTH, MOCKOJIBKY B OTCYTCTBHE JKECTKOM
ayTeHTH(HKAMK UL XOCTOB, 3allpalllBAIOIIUX CMEHY poJedl KJIHMEHTa M cepBepa, TaKylo KOMaHIY MOXKHO C JIETKOCTBIO
WCIIONB30BaTh I Tepeagpecalid IouThl. VIcrmonb3oBaHMe 3TOH KOMaHABI ocyxpaercs H cucteMamM SMTP He ciaemyer
MIPUMEHATH ee 0e3 ayTeHTH()UKAIINY KITHEHTa CEPBEPOM.

F.2 flBHas mapwpyTusaumsa noyYThbl

RFC 821 ucnonb3yer KOHLENIHUIO SBHOTO 3aJIaHUsl MaplpyTa oTnpaButeneM (explicit source routing) Juisi JOCTaBKU MOYTHI C
OJJHOTO XOCTa Ha JAPYrod 4epe3 MpOMEXKyTOYHBbIE TPaHCIATOPbL. HeoOxommmocTh B Takoil MapLIpyTH3alUH OTHajia IHocie
nossieHust B DNS 3ammceit MX. CylnecTBeHHBIH BKJIaA B OTKa3 OT TakoM MapuipyTu3auuu BHec mokymeHT RFC 1123, B
COOTBETCTBMH C KOTOPBIM IIOCJI€ CHMBOJIa (@ B aJapece NODKHO YKas3bIBaThCsl MOJHOE jJoMeHHoe uMms. ClenoBaTesbHO,
€IMHCTBEHHOI TNPHYMHON IMOIAEP)KKH Source route SBIseTCS HHTEpONepadeIbHOCTh CO CTapbIMHM KiueHTamu SMTP wmmmn
areataMd MUA, a Takxke oT/1a[jKa Ho4TOBBIX cucteM. OJTHaKO Takasi MapIIpyTH3aLHsl MOXKET ObITh I10JIE3HA ITPU BO3HUKHOBEHUH
CEepBEe3HBIX MPOOJIEM BPEMEHHOTO XapaKTepa (THIa akTyanbHOCTH 3amuceit DNS).

Cepsepbl SMTP 101KHBI IPO10/DKATh BOCIIPUATHE CHHTAKCHCA SOUrCe route B COOTBETCTBHM C NaHHOH crierudukarmeii u RFC
1123. IIpu HEOOXOAUMOCTH CEpBEPHI MOTYT HTHOPUPOBATH SIBHBIE MAPIIPYTHI, HCTIONB3YS U3 apeca TONBKO ToMeHHoe uMsl. [1pu
HCIIOJIB30BaHUH SOurce route cooOIIeHue J0JKHO TMepechuIaThesl B MEpPBBIA yKa3aHHBIA B ajapece JoMeH. B wactHocTH, I
CEpPBEPOB HEJONMYCTUMO COKPAIICHNE MapIIPyTa SOurce route.

Kinenrtam He cieayeT WHCNONb30BaTh SBHYIO MAapLIPYTH3alMIO 33 HCKIIOYEHHEM HEINTAaTHBIX CHUTyallMd THMA OTJIAJIKH,
MOTEHIMAIFHON TPAHCISIUK B 00X0 OpaHIMay3pOB HIIH CIy4acB BOZHHKHOBEHHUS KOH(HUTI'YPALMOHHBIX OIIHOOK.

F.3 Komanpga HELO

Kaxk 6su10 ykazano B naparpadax 3.1 u 4.1.1, komanna EHLO siBistercst Gosiee IpeaiouTuTENbHOM, HEXKeH yeTapeBIas KoMaHa
HELO. CepBepbl 10MKHBI IPUHUMATh U 00padareiBath koMan sl HELO uist mogiepsKku cTapbix KIMEHTOB.

F.4 #-nutepansbl

B RFC 821 yka3ana BO3MOXHOCTH 3aJaHHs agpecoB Internet ¢ MOMOIIBIO AECATHYHOTO IPEICTABICHUS HOMEpa XOCTa C
npedukcom #. Ha npakruke ¢ nosienenrem TCP/IP akryansHOCTh TaKOro MpecTaBlieHus Obuia yTpaueHa. B HacTosiee Bpems
9TOT BapUAHT OCYX/ACTCS U HEAOMYCTHM JIJIsl UCTIOIb30BaAHHSL.

F.5 latbl nroabl

IIpu BkItOUeHMH KJMEeHTaMH U cepBepamMu SMTP 3HaueHuil natel B cooOmeHus (HarpuMep, B TOJS TPACCUPOBKU) A0JIKHO
HCIIONIb30BaThCsl 4-3HAUYHOE MpeACTaBieHue roja. J[ByX3HayHOE MpPEJCTAaBICHHE OCYXKIAETCs, a TPEeX3HAUHOE HHUKOI/a He
JIOIyCKaJIOCh B MMOYTOBBIX cucTeMax Internet.

F.6 [JononHuTenbHbIe KOMaHAbI NPSIMON Nepeaa4vv

B nmomonHeHue k criermuduKamyi MEXaHu3Ma TOCTaBKH COOOIIEHHI B TOYTOBBIE AMKH noip3oBareneii, RFC 821 obecreunBaer
n00aBOYHBIC KOMAaHIBI IS TIPSMOM TOCTaBKHM COOOIICHU Ha KOHCOJb Imob3oBaterns. Oti koManasl (SEND, SAML, SOML)
HCTIONB30BANIICH B PEATHM3AIlSX JOCTATOYHO PEIKO, a M3MEHEHHS B TEXHOJIOTHH PabOYMX CTAaHIWH W TIOSBIICHHE IPYTHX
MIPOTOKOJIOB MOTYT IMPUBECTH K IMOTHOMY 3a0BCHHUIO STHX KOMaH]I JJaXKe MPH WX MOJICPXKKE B IPOrpaMMax.

Hns kmueHtoB HegomycTtuMo mpepoctaBieHue ycryr SEND, SAML wnmm SOML, HO UX MOTYT peanm3oBath cepBephl. [Ipu
pea3anuy 3THX CITY>KO CEpBEPOM TOJIZKHA UCIIOJIE30BATHCS MOICTb, TpHBecHHAs B crierudukaym RFC 821, a uMeHa KOMaH]T
JOJIKHBI ITyOJIMKOBAaThCS B OTBET HAa koMaHay EHLO.

lMonHoe 3asiesieHuUe adeMmMOoOPCKUX ripae

Copyright (C) The Internet Society (2001). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise
explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without
restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative
works. However, this document itself may not be modified in any way, such as by removing the copyright notice or references to
the Internet Society or other Internet organizations, except as needed for the purpose of developing Internet standards in which
case the procedures for copyrights defined in the Internet Standards process must be followed, or as required to translate it into
languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or its successors or assigns.
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This document and the information contained herein is provided on an "AS IS" basis and THE INTERNET SOCIETY AND THE
INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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